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Important Notice

Texas Instruments Incorporated reserves the right to make changes to its products or
discontinue any product or service without notice, and to advise customers to obtain the
latest version of relevant information to verify, before placing orders, that the information
being relied upon is current and complete. All products are sold subject to the terms and
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pertaining to warranty, patent infringement, and limitation of liability.

Customers are responsible for their applications using Texas Instruments Software.
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Preface

About This Manual

The Residential Gateway User Guide is a task-oriented document that contains
procedures for configuring DSL and wireless LAN using the RG Web GUI.

The manual contains information that will be of interest to engineers and
product managers of ODM/OEMs, TT’s residential gateway (RG) customers.

How to Use This Manual

This manual is organized as follows:

Chapter Contents

Chapter 1 “Residential Gateway Overview” on Provides an introduction to RG features and instructions on how to install and

page 1-1 set up an RG platform.

Chapter 2 “Setup” on page 2-1 Describes how to configure WAN and LAN on the RG.

Chapter 3 “Advanced” on page 3-1 Describes the advanced features of the RG and provides instructions on how to
enable/disable each feature.

Chapter 4 “Wireless LAN (WLAN)"” on page 4-1 Describes the WLAN features of the RG and how to configure the RG as an
access point.

Chapter 5 “Tools” on page 5-1 Describes the command, management, and debugging tools the RG offers and
explains how to use them.

Chapter 6 “Status” on page 6-1 Provides network connection status, statistics, and log information of the RG.
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Preface

Document Conventions
This document uses the following conventions:
o Commands and keywords are in boldface font.
« Arguments for which you supply values are in italic font.

o Terminal sessions and information the system displays are in
screen font.

« Information you must enter is in boldface screen font.

o Elements in square brackets ([ ]) are optional.

Notes use the following conventions:

[] Note—Means reader take note. Notes contain helpful suggestions or
references to material not covered in the publication.

The information in a caution or a warning is provided for your protection.
Please read each caution and warning carefully.

/N\ CAUTION—Indicates the possibility of service interruption if precautions are
not taken.

A\ WARNING—Indicates the possibility of damage to equipment if precautions
are not taken.

Related Documents from Texas Instruments
o Quick Start Guide
o NMM Command Reference Manual
o XML Provisioning Developer Guide
o AP-DK Web-based Configuration Utility User’s Guides
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Document Revision History

Release  Chapter Description of Change
3.7.1 Setup « Deleted CDVT field from PPPoE, PPPoA, Static, DHCP, Bridge, and CLIP Connection
Setup pages.
« Added data flow diagrams for PPPoE, PPPoA, Static, DHCP, Bridge, and CLIP
Connections.
+ Added DHCP server data flow diagram.
Advanced + Added UPnP data flow diagram.
+ Added SNTP client functionality diagram.
« Added IGMP proxy data flow diagram.
+ Changed the Policy Routing page name to Policy Database. Added source and
destination port ranges to the Policy Database page.
WLAN + Deleted VLAN ID field on the Wireless Setup page.
+ Deleted VLAN ID and added Hide this SSID field on the Multiple SSID page.
+ Added Select an SSID field on the Wireless Management page to allow one access list
created for each SSID.
« Changed default value of Radio Calibration Interval field on the Wireless Advanced
page.
Status + Added QoS - TCA NTCA Status page.
+ Changed Product Information page to show multiple DSL MAC addressses.
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Residential Gateway Overview

The Residential Gateway Overview chapter discusses:

 "Introduction" on page 1-2

» "Your Residential Gateway at a Glance" on page 1-4
o 'Installing your Residential Gateway" on page 1-6
 "Setting up your Residential Gateway" on page 1-7
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1.1 Introduction

1.1.1 Features

The AR7VW NSP 3.7.1 residential gateway (RG) is a high-speed WAN
bridge/router that is specifically designed to connect to the Internet and to
directly connect to your local area network (LAN) via universal serial bus
(USB), wireless LAN (WLAN), or high speed 10/100 Mbps Ethernet. The RG
also has full Network Address Translation (NAT) firewall, demilitarized zone
(DMZ) services, and WLAN security support to block unwanted users from
accessing your network. Quality of Service (QoS) is and Policy routing (PR) are
also supported.

The RG is fully compatible with PCs and Apple Macs. Voice is also supported
and can be configured using the MXP command line interface, XML
provisioning file, or through the webpage (limited options). The RG supports
802.11b/g and the following wireless security protocols: WEP, WPA, WPA2,
and 802.1x.

Here is a list of features the RG supports:
« Single, feature-reduced build in 2/8 memory footprint
o Enhanced QoS architecture (Ingress, Egress, Shaper) and Policy Routing
o IGMP over multiple PVC for video
o Secure HTTP server (HTTPS)
« PPP on-demand enhancement
« Routing (RIP v1/2, IGMP proxy, IP forwarding)
«  WAN protocols (PPPoE, DHCP, StaticPPPoA, CLIP, Bridged)
o Address translation and security
- NAT/NAPT
- UPnP Internet gateway device (IGD)
- Application Level Gateways (ALGs)
- Stateful packet inspection (SPI) firewall
- Protection against denial of service
- Filtering
« Gateway services
- DHCEP client/server/relay
- DNS relay/proxy
- Dynamic DNS support
- IGMP proxy
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o Element management

Customer-extendible configuration manager

Web server and reference web pages

SNMP agent and standard MIB support

Partial support of DSL forum TR-069 (CPE WAN-side management)
Remote Management Clear EOC/PVC (China MII requirement)
Telnet, secure shell, TFTP, FTP

Industry-standard CLI and Linux shell

Diagnostics and test capabilities

« WLAN

Security (WEP, 802.1x, WPA, WPA2)
WDS

Multiple SSID

802.11e/WMM
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1.2 Your Residential Gateway at a Glance

Your RG has many ports, switches, and LEDs. The features are listed below.

1.2.1 Ports and Buttons

1.2.2 LED Descriptions

Reset Button: The Reset button is used to reset the RG. You may need to reset
the RG if you lose network connectivity or you lose the ability to communicate
with the RG via the web interface. To reset the RG, press the reset button and
release. After about 30 seconds, the RG becomes operational again.

Reset to Factory Defaults: The Reset to Factory Defaults button resets the
RG’s configuration to its factory default settings and resets the RG. You may
need to restore the RG to its factory default settings because:

« The configuration is changed.

o The software was upgraded.

If you lose the ability to communicate with the RG, you can restore the factory
defaults of the RG by pressing the Reset button for more than 10 seconds. The
RG resets to its factory defaults and after about 30 seconds the RG becomes
operational again.

LAN ports: Connect to Ethernet network devices, such as a PC, hub, switch, or
router. The RG comes with four LAN connections. Depending on the
connection, you may need a cross-over cable or a straight-through cable to
connect the RG to the LAN.

Power: Connect the AC power supply. Make sure to observe the proper power
requirements. TI's AR7 RG reference designs require either 5 or 12 volts.

USB: Connects to a host’s USB port. The RG supports both Windows-based
PCs and Apple Macs via an RNDIS driver or CDC driver (included in the
software).

WAN Port: This is the WAN interface that connects directly to your DSL line.

Phone Port: This allows a phone to directly connect to the RG. You do not need
to add a splitter to your phone because the RG has an internal splitter.

LAN Act/Link LED: The LAN’s LINK LED serves two purposes. If the LED is
continuously lit, the Ethernet interface is successfully connected to a device
through the Ethernet port. If the LED is flickering, it is an indication that there
is connection activity.

Power LED: On indicates that the power is supplied to the RG.
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USB LED: The USB LED serves two purposes. If the LED is continuously lit, the
RG is successfully connected to a device through the port. If the LED is
flickering, it is an indication that there is network activity.

DSL LED: The DSL LED serves two purposes:
« Ifthe LED is continuously lit, the DSL is successfully connected.

« Ifthe LED is flickering, it is an indication that the modem is training.

PPPoE LED: The PPPoE LED is off (or yellow) if no PPPoE connection is
established or if the connection is not used. When the PPPoE LED is green, a
PPPoE connection is established.

1.2.3 LED States

The LED states can help you diagnose problems with the gateway. The meaning
of the RG's LED states is shown in Table 1-1 Table 1-1.

Table 1-1 AR7 RG LED States

LED Ooff Green Blinking Yellow

Power Power not applied Normal operation N/A N/A

DSL Sync Power not applied DSL line established DSL line is training N/A
DSL line not connected

Ethernet Activity | Power not applied Ethernet line is connected | Ethernet traffic is flowing | N/A
Ethernet line not connected
Wrong type of Ethernet cable used

UsSB Power not applied USB line is connected USB traffic is flowing N/A
USB line not connected

PPPoE Power not applied PPPoE link established N/A PPPoE link invalid
No PPPoE link established

End of Table 1-1
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1.3 Installing your Residential Gateway

1. Locate the RG.

2. For connections to the Ethernet, DSL and USB interfaces, refer to the
Quick Start Guide.

3. Connect the AC power adapter. Depending upon the type of network, you
may want to put the power supply on an uninterruptible supply. Use only
the power adapter supplied with the RG because different adapters may
damage the product.

Now that the hardware installation is complete, continue on to set up your RG.
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1.4 Setting up your Residential Gateway

This section guides you through configuring your RG. The RG is shipped with
a standard default bridge configuration. Most users would want to change the
RG from a bridge to a router.

Before setting up your RG, make sure you have followed the Quick Start Guide.
You should have your computers configured for DHCP mode and have proxies
disabled on your browser. If you access the router using your web browser and
see a log-in redirection page instead of the Log In page, check your browser’s
settings to verify that JavaScript is enabled. Also, if you do not get the page
shown in Figure 1-1, you may need to delete your temporary Internet files by
flushing the cached web pages.

1.4.1 Log in to your Residential Gateway

Use the following procedures to log in to your RG.
Procedure 1-1 Log In to the RG

Step - Action

1 Open your web browser.

You may get an error message. This is normal. Continue on to the next step.

2 Type the default IP address of the RG 192.168.1.1 and press Enter.
The Log In page appears (Figure 1-1).
Figure 1-1 Log In Page

A >Log In - Microsoft Internet Explorer provided by Texas Instruments - Germantown Q@@
»
y

File Edit View Favorites Tools Help
OBack - & ﬂ ‘EL] ;\ /7 ) Search Favorites @Media 62< = 9 ﬁi
Address | @] http:/f192.168.1.1 v B
:
Log In
Username:
Password:
v
&) Done & Local intranet
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1.4.2 Home Page

3

Enter the following information:
« User Name: Admin
« Password: Admin

Note—Both fields are case-sensitive. Admin is the default value.

Click Log In.
The main page appears.

Note—The default login for router level access is: router/router. The default
login for user level access is: user/user. By default, the Admin and router level
accesses are enabled and the user level access is disabled (To learn how to
enable it, refer to XML Provisioning Developer Guide for more information).

Note—The login name and password can be changed later on using the
Tools/User Management menu options (refer to Chapter 5 “User
Management Page” on page 5-7 for more information).

End of Procedure 1-1

The first page (Figure 1-2) is the Home page. From this page you can perform
the following tasks:

Setup the RG (configure the LAN and WAN connection(s).

Configure the advanced configuration options within the RG (security,
routing, and filtering).

Access tools that are helpful for debug purposes.
Obtain the status of the RG.

View the extensive online help.
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Figure 1-2 Home Page
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Welcome to the TI DSL Modem

Setup Advanced Wireless Tools Status
The Setup section The Advanced The Wireless section | The Tools section The Status section
allows you to create |section lets you lets you configure lets you carry out displays status, log
new connections, edit | configure advanced wireless related system commands and statistical
existing connections, | features like RIP, features. and perform simple information for all
and configure other Firewall, NAT, Voice, system tests. connections and
basic settings. UPNP, IGMP, Bridge interfaces.

Filters, and LAN

clients.

Help

The Help section
provides information
on configuration and
settings for each
section.

Status Information

DSL Status: Disconnected
DSL Speed: 0/0kbps
Wireless RF: Enabled

System Uptime: 0 hours 19 minutes

Ethernet: Connected
USB: Disconnected
Software Version: D7/
Temporary access Update: Disabled
SSID:

| Log out |

| Refresh |

The basic layout of the Home page consists of a page selection list across the top
of the browser window. The lower center part of the page displays the RG status,
connection information, and other userful information. The center part of the
display provides descriptions of the options supported on the other web

interface pages.
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Chapter 2

Setup

The Setup tab allows you to perform basic interface configuration functions.
This chapter discusses:

« "Main Setup Page" on page 2-2

+ "Configuring the WAN" on page 2-3

o "Setup a WAN Connection” on page 2-4
o "LAN Setup” on page 2-37

« "Hidden Page" on page 2-48

« "Log Out Page" on page 2-49
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2.1 Main Setup Page

To set up your RG with a basic configuration, select Setup from the Home page.
Figure 2-1 shows the main Setup page. The page is divided into two subsections:
WAN setup and LAN setup.

Figure 2-1 Main Setup Page

| SETUP I |

The Setup section allows you to create new connections, edit existing connections, and configure other
basic settings.

LAN Setup

LAN Select to assign physical interfaces to LAN and configure
Configuration LAN IP address, LAN DHCP Server,

Q Ethernet Switch Select to configure ethernet switch settings.

WAN Setup

New Connection Select to configure a new connection,

Modem Select to setup your modem.

Before configuring the RG, there are several concepts that you should be
familiar with to better understand how your new RG works. Please take a
moment to familiarize yourself with the following concepts to make the
configuration easier:

« WAN
« LAN

2.1.1 Wide Area Network Connection

On one side of the RG is the WAN interface, also referred to as a broadband
connection. This WAN connection is different for every WAN service provider.
Most of the configuration you perform is for the WAN connection.

2.1.2 Local Area Network Connection

On the other side of the RG are LAN interfaces. This is where local hosts are
connected. The RG is normally configured to automatically provide all the hosts
on the LAN network with IP addresses.
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2.2 Configuring the WAN

Before the RG passes any data between the LAN interfaces and the WAN
interface, the WAN side of the RG must be configured.

You need some (or all) of the information outlined below before you can
properly configure the WAN:

o Your DSL line virtual path identifier (VPI) and virtual channel identifier
(VCI)

«  Your DSL encapsulation type and multiplexing

o Your DSL training mode (default is MultiMode)

For PPPoA or PPPoE users, you also need these values from your ISP:

o Your username and password

For RFC 2684 Static connections, you may need these values from your ISP:
e Your fixed WAN IP address
«  Your subnet mask
o Your default gateway
o A set of three DNS IP addresses

Since multiple users can use the RG, the RG can simultaneously support
multiple connection types; hence, you must set up different profiles for each
connection. The RG supports the following protocols:

« RFC2516 PPPoE

« RFC2364 PPPoA

o RFC 2684 Static

« Dynamic host configuration protocol (DHCP)
o Bridged

o RFC 2225 classical IP over ATM (CLIP)

You can create up to eight WAN connections.

Residential Gateway User Guide (BookID: NSP-001584/A) 2-3
Product Release: 3.7.1 Network Support Package



2.3 Setup a WAN Connection
Chapter 2—Setup DoclID: 001586

2.3 Set up a WAN Connection

A new WAN connection is a virtual connection over the physical DSL
connection. Your RG can support up to eight different (unique) virtual
connections. If you have multiple different virtual connections, you may need
to use the static and dynamic routing capabilities of the RG to pass data
correctly.

Before you make a new WAN connection, you should make sure you have a
DSL connection. There should be a green light next to the Modem link as shown
in Figure 2-3 on page 2-5.

2.3.1 PPPoE Connection Setup

PPP, or point-to-point protocol, is a method of establishing a network
connection/session between network hosts. PPPoE is a protocol for
encapsulating PPP frames in Ethernet frames and is described in RFC 2516. The
data flow of a PPPoE connection is shown in Figure 2-2.

Figure 2-2 PPPoE Data Flow

@ _____ Routed Packets - _

RG PPPOE (RFC 2516)

192.168.0.1

NSP Software Network —» ISP

Ethernet @

uoiP3UU0YD

158.218.105.45

LAN devices use private address assigned
by DHCP Server if NAT is enabled.

192.168.0.4 192.168.0.5

192.168.0.3

LAN

PPPoE provides the ability to connect to a network of hosts over a simple
bridging access device to a remote access concentrator. With this model, each
RG uses its own PPP stack. Access control, billing, and type of service control
can all be done on a per-user rather than per-site basis.

The encapsulation of datagrams in a PPPoE connection is shown in Figure 2-3.
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Figure 2-3 PPPoE Encapsulation Diagram

PPPOE

Figure 2-4 further shows the packet encapsulation and protocols used in a
PPPoE connection with TCP as the transport protocol.

Figure 2-4 PPPoE Packet Encapsulation Diagram

ATM LLC/ MAC PPPoE PPP P TCP MAC
CellHdr | AALS | sNAP | Hdr Hdr Hdr Hdr Hdr | Data CRC
|-— TCP Packet —
IP Packet
PPP Packet
RFC 2516 ENET Payload Encapsulation of PPP—————
ENET Frame
2684 (LLC/VC)
AAALS
ATM
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Figure 2-5 shows the default New Connection Setup page, which defaults to the
PPPoE Connection Setup page. Notice this page can be logically divided into
three sections. Section A includes settings specific to the connection type.
Section B (VLAN settings) and Section C (PVC settings) remain the same for
all six connection types. For other connection types, we will focus on the fields
in Section A.

Figure 2-5 New Connection Setup - PPPoE

SETUP

PPPO onnectio etup
B "
Name: || Type: |PPPoE v Sharing: | Disable v
Options: [ NAT [ Firewall VLAN ID: Priority Bits:
(A e settings ) (€ pvesetungs )
2 Username: |username PVC:
Password: eeee VPI: |0
Idle Timeout: secs VCI: |0
Keep Alive: |10 min QoS: |UBR v
Authentication: (® Auto (O CHAP () PAP PCR: cps
MTU: |1492 bytes SCR: cps
On Demand: [J Default Gateway: M
. . MBS: cells
Enforce MTU: (o Debug: [J
. Auto
PPP Unnumbered: [J Valid Rx: (1 LAN: \ pvC: O /
\ Host Trigger: {1 I:l Y,

Use Table 2-1 on page 2-9, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references, and follow Procedure 2-1 to configure a PPPoE connection.

Procedure 2-1 Configure Gateway for PPPoE

Step - Action

1 Atthe Setup main page, click New Connection.
The default PPPoE Connection Setup page (Figure 2-5 on page 2-6) is
displayed.

2 Inthe Name field, enter a unique name for the PPPoE connection.
The name must not have spaces and cannot begin with numbers. In this
example, the unique name is PPPoE].

3 The Network Address Translation (NAT) and the Firewall options are
enabled by default. Leave these in the default mode.
Note—NAT enables the IP address on the LAN side to be translated to IP

address on the WAN side. If NAT is disabled, you cannot access the Internet.

4 If you want to enable VLAN, use Table 2-2 on page 2-11 as a reference to
configure the following fields:
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« Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.
« VLANID: Enter the VLAN ID.
« Priority Bits: Select the priority bits of the VLAN.

In the PPP Settings section, enter values from DSL service provider or your ISP.

In the PVC Settings section, enter values for the VPl and VCI.
Note—Your DSL service provider or your ISP supplies these values. In this
example, the DSL service provider is using 0,35.

Select the Quality of Service (QoS).

Leave the default value if you are unsure or if the ISP did not provide this

information.

Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-6.

Figure 2-6 WAN Connection Setup - PPPoE1

| SETUP | | | | |
Name: |PPPoE1 Type: PPPoE v Sharing: | Disable v
Options: [ NAT [ Firewall VLAN ID: Priority Bits:
2 Username: |username PVC:
Password: (eeee VPI: |0
Idle Timeout: secs VCI: 35|
Keep Alive: (10 min QoS: |UBR v
Authentication: @ Auto O CHAP O PAP PCR: cps
MTU: | 1492 bytes SCR: cps
On Demand: [J Default Gateway: [
Enforce MTU: Debug: (J N;Bf cells
uto
PPP Unnumbered: [J Valid Rx: {1 LAN: pPVC: O
Host Trigger: {1 I:I

A new link is created for this connection in the left-hand column. You can
connect, disconnect, apply, delete, or cancel this connection using the buttons
at the bottom of this page.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools (at the top of the page) and select
System Commands.
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Figure 2-7 System Commands

%3 TexAs INSTRUMENTS  HOME SETUP ADVANCED WIRELESS  [RDVEY STATUS HELP

System Commands

System Commands

Remote Log - Router System Commands allow you to carry out basic system actions. Press the button to execute a command.

Remote Log - Voice

Press this button in order to permanently save the current
configuration of the Gateway. If you do restart the system
without saving your configuration, the Gateway will revert
back to the previously saved configuration.

User Management

Update Gateway

Ping Test
Modem Test Use this button to restart the system. If you have not
saved your configurations, the Gateway will revert back to

Log Out m the previously saved configuration upon restarting. NOTE:

Connectivity to the unit will be lost. You can reconnect
after the unit reboots.

Use this button to restart the Wireless Access Point. It is
Restart Access Point important to Restart Access Point any time you change
your Wireless settings.

Use this button to restore factory default configuration.

Restore Defaults NOTE: Connectivity to the unit will be lost. You can

reconnect after the unit reboots.

On the System Commands page (Figure 2-7), click Save All.

To check the status, click Status (at the top of the page) and select
Connection Status. Figure 2-8 shows the Connection Status page.

Figure 2-8 Status - Connection Status

Q TEXAS INSTRUMENTS ~ HOME SETUP ADVANCED WIRELESS ~ TOOLS STATUS HELP

Network Statistics Connection Status (1)

Connection Status

Description Type IP  State Online Disconnect Reason

PPPOE1 pppoe N/A Not Connected 0 DSL Line is Disconnected

DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status|
Modem Status
Product Information
System Log

WDS Report

Log Out

End of Procedure 2-1
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Table 2-1 describes the PPP settings options on the PPPoE Connection Setup

page in Figure 2-5.

Table 2-1 PPP Settings Field Descriptions

Field

Definition/Description

Username

Your user name for the PPPoE access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length
is 64 characters. It cannot start with a number. The character type
restrictions do not apply for CLI-based configuration.

Password

Your password for the PPPoE access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length
is 128 characters. The character type restrictions do not apply for
CLI-based configuration.

Idle Timeout

Specifies that PPPoE connection should disconnect if the link has no
activity detected for n seconds. This field is used in conjunction with the
On-Demand feature and is enabled only when the On Demand field is
checked. To ensure that the link is always active, enter a 0 in this field.
You can also enter a value larger than 70 (secs).

Keep Alive

When the On Demand option is not enabled, this value specifies the
time to wait without being connected to your provider before
terminating the connection. To ensure that the link is always active,
enter a 0in this field. You can also enter any positive integer value in this
field.

Authentication

Three authentication options are available:
+ Auto

+ Challenge handshake authentication protocol (CHAP)
» Password authentication protocol (PAP)

Microsoft CHAP v2 is also supported in the Auto and CHAP options.
However, MS CHAP v1 is not supported.

MTU Maximum transmit unit the DSL connection can transmit. It is a
negotiated value that packets of no more than n bytes can be sent to the
service provider. The PPPoE interface default MTU is 1492 (max) and
PPPoA default MTU is 1500 (max). The minimum MTU value is 64.

On Demand Enables On Demand mode. The connection disconnects if no activity is

detected after the specified idle timeout value. When checked, this field
enables the following fields:

« Idle Timeout

» Host Trigger

« Valid Rx

Default Gateway

If checked, this WAN connection acts as the default gateway to the
Internet.

Enforce MTU This feature is enabled by default. It forces all TCP traffic to conform with
PPP MTU by changing TCP maximum segment size to PPP MTU. If it is
disabled, you may have issues accessing some Internet sites.

Debug Enables PPPoE connection debugging facilities. This option is used by

ISP technical support and ODM/OEM testers to simulate packets going
through the network from the WAN side.
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Table 2-1 PPP Settings Field Descriptions

Field

Definition/Description

PPP Unnumbered

PPP Unnumbered is a special feature. It enables the ISP to designate a
block of public IP addresses to the customer where it is statically
assigned on the LAN side. PPP Unnumbered is, in essence, like a bridged
connection.

LAN

The LAN field is associated with the PPP Unnumbered field and is
enabled when the PPP Unnumbered field is checked. You can specify the
LAN group the packets need to go to when the PPP Unnumbered feature
is activated.

Host Trigger

This field is used in conjunction with the On-Demand feature and is
enabled only when the On Demand field is checked. There are three
types of packets:

(Voice)

+ LAN packets (type 1): packets routed through the RG from LAN to
WAN.

+ Proxied packets (type 2): packets generated by the RG after receiving
packets from the LAN side, such as DNS proxy.

« Locally generated packets (type 3): Packets generated by the RG, such
as Voice, SNMP, etc.

When the On-Demand feature is enabled and Host Trigger is unchecked,
only flow of type 1 packets keeps the link active, i.e., if the RG has not
received type 1 packets for x mount of time (as specified in the Time Out
field), the connection times out.

If Host Trigger is checked, type 2 and type 3 packets can keep the link
active as well. You can configure the packets using the Trigger Traffic
page, which is accessed by clicking the Configure button next to Host
Trigger. The following fields can be used to identify the traffic of type 2
and/or type 3 that will keep the link alive:

+ Source Port (the character * is used to denote any port)

« Destination Port (the character * is used to denote any port)
« Protocol (TCP, UDP, ICMP, or Specify the protocol number)

Valid Rx

This field is used in conjunction with the On-Demand feature and is
enabled only when the On Demand field is checked.

When the On-Demand feature is enabled and Valid Rx is unchecked,
only packets going from the LAN side to the WAN side keep the link
active. After the RG times out, no packets can be received from the WAN
side to the LAN side.

When Valid Rx is checked, the incoming packets can keep the PPPoE
WAN connection active. There is one condition though, this incoming
packets should belong to a connection initiated from a LAN-side device.

End of Table 2-1
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Table 2-2 describes the VLAN settings options.

Table 2-2 VLAN Settings Field Descriptions

Field

Definition/ Description

Sharing

The following options are available:
- Disable: Disables connection sharing.
« Enable: Enables connection sharing.

+ VLAN: The VLAN ID and Priority Bits fields are activated when VLAN
is selected, which enable you to create VLAN.

VLAN ID

VLAN ldentification. Multiple connections over the same PVC are
supported, which requires the WAN network to have VLAN support and
for the DSLAMS and Routers on the ISP to handle VLAN Tags.

Extended supportis also available, which allows multiple connections to
be placed over the single PVC without VLAN support (VLAN Tag of 0'is
this special case). In this mode of operation, a received packet is flooded
on all the connections that reside over it.

Priority Bits

Priority is given to a VLAN connection from 0-7. All packets sent over the
VLAN connection have the Priority bits set to the configured value.

End of Table 2-2

Table 2-3 describes the PVC Settings options.

Table 2-3 PVC Settings Field Descriptions

Field

Definition/ Description

PvC

Permanent virtual circuit. This is a fixed virtual circuit between two users.
It is the public data network equivalent of a leased line. No call setup or
clearing procedures are needed.

VPI

Virtual path identifier, equivalent to the virtual path connection (VPC).

vdl

Virtual channel identifier. A 16-bit field in the header of an ATM cell. The
V(Cl, together with the VPI, is used to identify the next destination of a cell
as it passes through to the ATM switch.

QoS

Quality of service, a characteristic of data transmission that measures

how accurately and how quickly a message or data is transferred from a

source host to a destination host over a network. The three QoS options

are:

- Undefined Bit Rate (UBR): When UBR is selected, the PCR, SCR, and
MBS fields are disabled.

- Constant Bit Rate (CBR): When CBR is selected, the PCR field is
enabled.

- Variable Bit Rate (VBR): When VBRis selected, the PCR, SCR, and MBS
fields are enabled.

More on QoS is covered in Chapter 3 “QoS” on page 3-52.

PCR

Peak cell rate, measured in cells/sec, is the cell rate which the source may
never exceed.

SCR

Sustained cell rate, measured in cells/sec, is the average cell rate over the
duration of the connection.
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PVC Settings Field Descriptions

Field

Definition/ Description

MBS

Maximum burst size, a traffic parameter that specifies the maximum
number of cells that can be transmitted at the Peak Cell Rate.

Auto PVC

Auto-Sensing permanent virtual circuit. The overall operation of the
auto-sensing PVC feature relies on end-to-end OAM pings to defined
PVCs. There are two groups of PVCs: customer default PVCs which are
defined by the OEM/ISP and the backup PVCs. The customer default
must have 0/35 as the first default PVC. The backup list of PVCs must be
of the following VPI/VCI: 0/35, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51, and 8/59.
Thelist of PVCs are defined in XML and is configurable. The Auto-Sensing
PVC feature itself is also configurable in that the auto-search mechanism
can be disabled.

Upon DSL synchronization, end-to-end OAM pings will be conducted for
every defined PVCs. The result of the pings will be recorded in an array
for later use to determine the usability of the particular PVC for
connectivity. This list helps the PVC manage the available PVC for use,
and needs to be synchronized with connections made without
Auto-Sensing PVC. Update to this list is performed for any change in DSL
synchronization.

During connection establishment, the PVC module will first search
through the list of defined default PVCs. If a PVCis found from the default
list that is ping-able and not in use, the PVC module will update for that
particular PVC as in-use from the list and continues processing. If a PVCis
not found in the default, the backup PVClist is used. If no PVCis found
again, the module will let the end-user know that no available VCC was
found.

With the connection established, the PVC s stored in flash as the
connection default PVC. Therefore upon reboot, this PVCis
automatically chosen as the PVC for that connection. This saved PVCin
environment space of flash overrides the PVC connection saved in XML
configuration space of flash for that connection. During the connection
establishment processing, the saved PVC will be checked to see whether
a connection can be made with the PVC. If the PVCis OAM ping-able, the
connection process continues. If the PVC is not OAM ping-able, the
search for an available PVC starts. The process of PVC selection is the
same as described above.

The list of default PVCs and backup PVCs need to be global for the
management of all connections, non Auto-Sensing PVC connection, as
well as, Auto-Sensing PVC connections. These lists allow the end-users to
establish connectivity without keeping track of the PVC used.

End of Table 2-3
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2.3.2 PPPoA Connection Setup

PPPoA is also known as RFC 2364. It is a method of encapsulating PPP packets
in ATM cells that are carried over the DSL line. The data flow of a PPPoA
connection is shown in Figure 2-9.

Figure 2-9 PPPoA Data Flow

@ _____ Routed Packets - -

RG PPPOA (RFC 2364)

192.168.0.1

NSP Software

Ethernet @

uoIP3UUOD

Network —>» ISP

158.218.105.45

LAN devices use private address assigned
by DHCP Server if NAT is enabled.

192.168.0.4 192.168.0.5

192.168.0.3
LAN

PPP, or point-to-point protocol, is a method of establishing a network
connection/session between network hosts. It usually provides a mechanism of
authenticating users. Logical link control (LLC) and virtual circuit (VC) are two
different methods of encapsulating the PPP packet. Contact your ISP to
determine which encapsulation is being used on your DSL connection. The
encapsulation of datagrams in a PPPoA connection is shown in Figure 2-10.

Figure 2-10 PPPoA Encapsulation Diagram
PPPoA
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Figure 2-11 further shows the encapsulation and protocols used in a PPPoA
connection with TCP as the transport protocol.

Figure 2-11
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Figure 2-12 shows the default PPPoA Connection Setup page.

Figure 2-12 PPPoA Connection Setup

K TEXAS INSTRUMENTS|  HOME ADVANCED

LAN Setup

LAN Configuration

WAN Setup

New Connection

Modem
Log Out

WIRELESS = TOOLS ~ STATUS HELP

PPPoA Connection Setup

Options: ENAT MFirewaII VLAN ID: [:] Priority Bits: 0
PPP Settings PVC Settings
Encapsulation: ® LLCC VC pVC: | New
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Idle Timeout: Iil secs QoS: __UBR v
Keep Alive: min PCR: D ops
Authentication: (& Auto (O) CHAP () PAP D
SCR:
MTU: [1500 | bytes s
On Demand: [J Default Gateway: (¥ iz D cells
Debug: Auto
ebug: O pvc: U
PPP Unnumbered: [J Valid Rx: ] LAN: | I
Host Trigger: ] m
=3 =3
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Use Table 2-4 on page 2-17, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references, and follow Procedure 2-2 to configure a PPPoA connection.

Procedure2-2  Configure Gateway for PPPoA

Step - Action

1

On the Setup main page, click New Connection.

The default PPPoE Connection Setup page (Figure 2-5 on page 2-6) is
displayed.

2 From Type drop-down box, select PPPoA.
The default PPPoA Connection Setup page (Figure 2-12 on page 2-14) is
displayed.

3 Enter aunique name for the PPPoA connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this
example, the unique name is PPPoAT.

4 The Network Address Translation (NAT) and the Firewall options are
enabled by default. Leave these in the default mode.

5 If you want to enable VLAN, use Table 2-2 on page 2-11 as a reference to
configure the following fields:
» Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.
o VLANID: Enter the VLAN ID.
« Priority Bits: Select the priority bits of the VLAN.

6 Inthe PPP Settings section, select the encapsulation type (LLC or VC).
Note—If you are not sure, just use the default mode.

7 Inthe PVC Settings section, enter values for the VPl and VCI.
Note—Your DSL service provider or your ISP supplies these values. In this
example, the DSL service provider is using 0,32.

8 Select the Quality of Service (Qo0S). Leave the default value if you are unsure
or if the ISP did not provide this information.
The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS
selection. Enter the values provided by the ISP or leave the defaults.

9 Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-13.
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Figure 2-13 WAN Connection Setup - PPPoA1

TooLs
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LAN Setup PPPoA Connection Setup

LAN Configuration
Name: PPPoA1 Type: PPPoA Sharing: Disable
Options: NAT [ Firewall VLAN ID: Priority Bits: 0
s o g o T e
New Connection PPP Settings PVC Settings
Modem 2 Encapsulation: ® LLCO VC PVC: New
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Debug: Auto
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Host Trigger: (8 [ReINi [
[Conneat]
[ Apply | [ cancel |

A new link has been created for this connection in the left-hand column. You
can connect, disconnect, apply, delete, or cancel this connection using this
page by clicking the Connection Name to return to its Connection Setup

page.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools (at the top of the page) and select
System Commands.

At the System Commands page (Figure 2-7 on page 2-8), click Save All.

To check the status, click Status (at the top of the page) and select
Connection Status.

End of Procedure 2-2
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Table 2-4 describes the PPP setting options on the PPPoA Connection Setup
page in Figure 2-12 on page 2-14.

Table 2-4 PPPoA Settings Field Descriptions

Field

Definition/Description

Encapsulation

The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from
the data link layer, followed by a header from the network layer (IP),
followed by a header from the transport layer (TCP), followed by the
application protocol data. Two options are provided: Logical Link Control
(LLC) and Virtual Channel (VC).

Username

Your user name for the PPPoA access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length
is 64 characters. It cannot start with a number. The character type
restrictions do not apply for CLI-based configuration.

Password

Your password for the PPPoA access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length
is 128 characters. The character type restrictions do not apply for
CLI-based configuration.

Idle Timeout

Specifies that the PPPoA connection should disconnect if the link has no
activity detected for n seconds. This field is used in conjunction with the
On Demand feature. To ensure that the link is always active, entera 0 in
this field. You can also enter a value larger than 70 (secs).

Keep Alive

When the On Demand option is not enabled, this value specifies the
time to wait without being connected to your provider before
terminating the connection. To ensure that the link is always active,
enter a 0in this field. You can also enter any positive integer value in this
field.

Authentication

Three authentication options are available:
+ Auto

+ Challenge Handshake Authentication protocol (CHAP)
+ Password Authentication Protocol (PAP)

Microsoft CHAP v2 is also supported in the Auto and CHAP options.
However, MS CHAP v1 is not supported.

MTU Maximum transmit unit the DSL connection can transmit. It is a
negotiated value that packets of no more than n bytes can be sent to the
service provider. The PPPoE interface default MTU is 7492 (max) and
PPPoA default MTU is 1500 (max). The minimum MTU value is 64.

On Demand Enables On Demand mode. The connection disconnects if no activity is

detected after the specified Idle Timeout value.

Default Gateway

If checked, this WAN connection acts as the default gateway to the
Internet.

Debug

Enables PPPoA connection debugging facilities. This allows the ISP
technical support and ODM/OEM testers to simulate packets going
through from WAN side.
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Table 2-4 PPPoA Settings Field Descriptions

Field Definition/Description

PPP Unnumbered PPP Unnumbered is a special feature. It enables the ISP to designate a
block of public IP addresses to the customer where it is statically
assigned on the LAN side. PPP Unnumbered is, in essence, like a bridged
connection.

LAN The LAN group associated with the PPP Unnumbered field. The packets
need to go through specific LAN group when the PPP Unnumbered
feature is activated. By selecting a LAN group in this field, it enables the
PPP IP Address field in the configuration page of this particular LAN
group. To view a LAN Group Configuration page, go to Figure 2-37 on
page 2-42. For more information on LAN Groups, go to 2.4.1 “LAN
Configuration” on page 2-37.

End of Table 2-4

For VLAN field descriptions, please refer to Table 2-2 on page 2-11.
For PVC field descriptions, please refer to Table 2-3 on page 2-11.

2.3.3 Static Connection Setup

Static connection type is used whenever a known static IP address is assigned to
the RG. The data flow of a Static connection is shown in Figure 2-14.

Figure 2-14 Static Data Flow
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Additional addressing information such as the subnet mask and the default
gateway must also be specified. Up to three domain name server (DNS)
addresses can be identified. These servers resolve the name of the computer to
the IP address mapped to it and thus enable you to access other web servers by
typing the symbolic name (host name).
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The encapsulation of datagrams in a static connection is shown in Figure 2-15.

Figure 2-15 Static Connection Encapsulation Diagram
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Use Table 2-5 on page 2-21, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references and follow Procedure 2-3 to configure a static connection.

Procedure 2-3  Configure Gateway for Static Connection

Step - Action

1 Atthe Setup main page, click New Connection.
The default PPPoE Connection Setup page (Figure 2-5 on page 2-6) is
displayed.

2 Atthe Type field select Static.
The Static Connection Setup page (Figure 2-16) is displayed.

Figure2-16  Static Connection Setup

K TEXAS INSTRUMENTS  HOME SETUP ADVANCED ~ WIRELESS =~ TOOLS = STATUS HELP

LAN Setup Static Connection Setup
LAN Configuration

Options: NAT [ Firewall : jority Bits: |
WAN Setup P E E VLAN ID CJ Priority Bits
New Connection Static Settings PVC Settings
Modem 2 Encapsulation: ® LLC O VC ve.
IP Address:|0.0.0.0 ’
Log Out
VPI:
S: |UBR v
Default Gateway:: @ _
DNS 3: Mes:[0  |cels
Mode: ® Bridged O Routed Auto PVC: (]
| _Apply | | cancel |
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In the Name field, enter a unique name for the Static connection.
The name must not have spaces and cannot begin with numbers. In this
example, the unique name is Staticl.

The Network Address Translation (NAT) and the Firewall options are
enabled by default. Leave these in the default mode.

In the Static Settings section, select the Encapsulation Type (LLC or VC).
Note—If you are not sure, just use the default mode.

Based upon the information your DSL/ISP provided, enter your assigned IP

Address, Subnet Mask, Default Gateway (if provided), and Domain Name
Services (DNS) values (if provided).

For the static configuration, you can also select a Bridged connection or a
Routed connection.

In the PVC Settings section, enter values for the VPl and VCI.

Note—Your DSL service provider or your ISP supplies these values. In this
example, the DSL service provider is using 0,35.

Select the Quality of Service (QoS). Leave the default value if you are unsure
or if the ISP did not provide this information.

The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS
selection. Enter the values provided by the ISP or leave the defaults.

Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-17.

Figure 2-177 WAN Connection Setup - Static1

SETUP

Name: |Staticl Type: |Static ¥ Sharing:
Options: [ NAT ( Firewall VLAN ID: Priority Bits:
Static Settings PVC Settings

Encapsulation: LLC vC
- ® o PVC:
IP Address: 0.0.0.0
VPI:

Mask:|255.255.255.0

VCI:
Gateway:(192.168.1.15

Default Gateway: Des
DNS 1: PCR: cps
DNS 2: SER e
DNS 3: MBS: cells
Auto PVC: [J

Mode: ® Bridged (O Routed
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A new link has been created for this connection in the left-hand column. You
can apply, delete, or cancel this connection using the buttons on this page.

A new link is created for this connection in the left-hand column. You can
connect, disconnect, apply, delete, or cancel this connection using the buttons
at the bottom of this page.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools at the top of the page and select
System Commands.

At the System Commands page (Figure 2-7 on page 2-8), click Save All.

To check the status, click Status at the top of the page and select Connection
Status.

End of Procedure 2-3

Table 2-5 describes the static setting options on the Static Connection Setup
page in Figure 2-17 on page 2-20.

Table 2-5 Static Settings Field Descriptions

Field Definition/Description

Encapsulation The technique used by layered protocols in which a layer adds header

information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from
the data link layer, followed by a header from the network layer (IP),
followed by a header from the transport layer (TCP), followed by the
application protocol data. Two options are provided: Logical Link Control
(LLC) and Virtual Channel (VC).

IP Address IP address of the static connection provided by the ISP.

Mask Subnet mask provided by your ISP.

Gateway The IP address of your gateway provided by the ISP.

Default Gateway The IP address of the default gateway to the Internet provided by the ISP.
DNS Domain name server IP address provided by your ISP. You can configure

up to three DNS IP addresses.

Mode Two modes are available: Bridged and Routed.

End of Table 2-5

For VLAN field descriptions, please refer to Table 2-2 on page 2-11.

For PVC field descriptions, please refer to Table 2-3 on page 2-11.
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2.3.4 DHCP Connection Setup

The dynamic host configuration protocol (DHCP) allows the RG to
automatically obtain the IP address from the server. This option is commonly
used in situations where the IP is dynamically assigned and is not known prior
to assignment.The data flow of a DHCP connection is shown in Figure 2-18.

Figure 2-18 DHCP Data Flow
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by DHCP Server if NAT is enabled.
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The encapsulation of datagrams in a DHCP connection is shown in Figure 2-19.

Figure 2-19 DHCP Encapsulation Diagram
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Figure 2-20 shows the default DHCP Voice Connection Setup page.
Figure 2-20 DHCP - Voice Connection Setup

SETUP

D
Name: || Type: |[DHCP v Sharing: | Disable v
Options: [ NAT [# Firewall VLAN ID: Priority Bits:
@) Encapsulation: (® LLC( VC pVC:
IP Address: 0
VPI:
Mask:
Gateway: VCI: |0
Default Gateway: [ QoS: |UBR v
SCR: cps
MBS: cells
Auto PVC: [

Use Table 2-6 on page 2-25, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references and follow Procedure 2-4 to configure a DHCP connection.

Procedure 2-4  Configure RG for DHCP
Step - Action

1 On the Setup main page, click New Connection.
The default DHCP Connection Setup page (Figure 2-5 on page 2-6) is
displayed.

2 From the Type drop-down box, select DHCP.
The default DHCP Connection Setup page (Figure 2-20 on page 2-23) is
displayed.

3 Enter a unique name for the DHCP connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this

example, the unique name is DHCPI.

4 The Network Address Translation (NAT) and the Firewall options are
enabled by default. Leave these in the default mode.

5 If your DSL line is connected and your DSL/IPS provider is supporting DHCP,
you can click Renew and the gateway retrieves an IP Address, Subnet Mask,
and Gateway Address.

At any time, you can release the DHCP address by clicking Release, and renew
the DHCP address by clicking Renew.
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Under PVC Settings, enter values for the VPl and VCI.

Note—Your DSL service provider or your ISP supplies these values. In this
example, the DSL service provider is using 0,35.

Select the Quality of Service (Qo0S). Leave the default value if you are unsure
or if the ISP did not provide this information.

The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS
selection. Enter the values provided by the ISP or leave the defaults.

Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-21.

Figure 2-21 WAN Connection Setup - DHCP1

SETUP

D
Name: DHCP1 Type: |[DHCP v Sharing:
Options: [ NAT [ Firewall VLAN ID: Priority Bits:
DHCP Settings PVC Settings
Encapsulation: @ LLC( VC PVC:
IP Address: NA
VPI:
Mask: NA
Gateway: NA VCL:
Default Gateway: [J QoS:
| Renew || Release | per: =
SCR: cps
MBS: cells
Auto PVC:[J

A new link has been created for this connection in the left-hand column. You
can apply, delete, or cancel this connection using the buttons on this page.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools at the top of the page and select
System Commands.

At the System Commands page (Figure 2-7 on page 2-8), click Save All.

To check the status, click Status at the top of the page and select Connection
Status.

End of Procedure 2-4
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Table 2-6 describes the DHCP settings options on the DHCP Connection
Setup page (Figure 2-20 on page 2-23).

Table 2-6 DHCP Settings Field Descriptions

Field Definition/Description

Encapsulation The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from
the data link layer, followed by a header from the network layer (IP),
followed by a header from the transport layer (TCP), followed by the
application protocol data. Two options are provided: Logical Link Control
(LLC) and Virtual Channel (VC).

IP Address IP address assigned by the DHCP server.

Mask The subnet mask assigned by the DHCP server.

Gateway The IP address of your gateway.

Default Gateway If checked, this WAN connection acts as the default gateway to the
Internet.

End of Table 2-6

For VLAN field descriptions, please refer to Table 2-2 on page 2-11.
For PVC field descriptions, please refer to Table 2-3 on page 2-11.

2.3.5 Bridged Connection Setup

A pure bridged connection does not assign any IP address to the WAN
interface. NAT and firewall rules are not enabled. This connection method
makes the RG act as a bridge for passing packets between the WAN interface
and the LAN interface.The data flow of a Static connection is shown in
Figure 2-22.

Figure 2-22 Bridge Data Flow

_____ Routed Packets -

RG I (Bridged) |

| |

| |

<) | |

1

NSP Software \i | Network — ISP
[]
b=
Computer Computer Computer Computer
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Figure 2-23 shows the default Bridged Connection Setup page.

Figure 2-23 Bridged Connection Setup
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The encapsulation of datagrams in a bridged connection is shown in
Figure 2-24.

Figure 2-24 Bridged Connection Encapsulation Diagram
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Use Table 2-7 on page 2-28, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references and follow Procedure 2-5 to configure a bridged connection.

Procedure2-5  Configure a Bridged Connection

Step - Action

1 On the Setup main page, click New Connection.

The default PPPoE Connection Setup page (Figure 2-5 on page 2-6) is
displayed.
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2 From Type drop-down box, select Bridge.
The default Bridged Connection Setup page (Figure 2-23 on page 2-26) is
displayed.

3 Enter a unique name for the Bridged connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this

example, the unique name is Bridge 1.

4 The NAT and the Firewall options are enabled by default. Leave these in the
default mode.
5 Inthe Bridge Settings section, select the Encapsulation Type (LLC or VC).

Note—If you are not sure, just use the default mode.

6 Inthe PVC Settings section, enter values for the VPl and VCI.

Note—Your DSL service provider or your ISP supplies these values. In this
example, the DSL service provider is using 0,35.

7  Select the Quality of Service (QoS). Leave the default value if you are unsure
or if the ISP did not provide this information.

The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS
selection. Enter the values provided by the ISP or leave the defaults.

8 Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-25.

Figure 2-25 WAN Connection Setup - Bridge1
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A new link has been created for this connection in the left-hand column. You
can apply, delete, or cancel this connection using this page.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

9 To make the change permanent, click Tools at the top of the page and select
System Commands.

10 At the System Commands page (Figure 2-7 on page 2-8), click Save All.

11 To check the status, click Status (at the top of the page) and select
Connection Status.

End of Procedure 2-5

Table 2-7 describes the bridge settings options on the Bridged Connection
Setup page in Figure 2-23 on page 2-26.

Table 2-7

Bridge Settings Field Descriptions

Field

Definition/ Description

Encapsulation

The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from
the data link layer, followed by a header from the network layer (IP),
followed by a header from the transport layer (TCP), followed by the
application protocol data. Two encapsulation options are provided:
Logical Link Control (LLC) and Virtual Channel (VC).

Select LAN

Select the LAN group for the bridged connection. The following options
are available:

+ LAN Group 1

+ LAN Group 2

+ LAN Group 3

+ None

This bridged connection will be added to the selected LAN group. If you
select None, the connection is not added to any LAN group but to the
Interfaces box on the LAN Configuration page(Figure 2-31 on

page 2-37), which can be configured to a LAN group on the same page.

For more information on LAN Groups, go to 2.4.1 “LAN Configuration”
on page 2-37.

End of Table 2-7

For VLAN field descriptions, please refer to Table 2-2 on page 2-11.

For PVC field descriptions, please refer to Table 2-3 on page 2-11.
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2.3.6 CLIP Connection Setup

The Classical IP over ATM (CLIP) connection is supported on the AR7ZWRD
platform in this release. It is not supported on the AR7VW platform.

CLIP, defined in RFC 2225, provides the ability to transmit IP packets over an
ATM network. TT’s CLIP support encapsulates an IP datagram in an AAL5
PDU frame using RFC 2225 and it uses an ATM-aware version of the address
resolution protocol (ATMARP). TT’s CLIP support only allows support for
PVCs, SVCs are not supported by the RG. The data flow of a Static connection
is shown in Figure 2-14.

Figure 2-26 Static Data Flow
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Figure 2-27 shows the default CLIP Connection Setup page.
Figure 2-27 CLIP Connection Setup
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Residential Gateway User Guide (BookID: NSP-001584/A) 2-29

Product Release: 3.7.1 Network Support Package



2.3 Setup a WAN Connection
Chapter 2—Setup

DoclID: 001586

Use Table 2-8 on page 2-31, Table 2-2 on page 2-11, and Table 2-3 on page 2-11
as references and follow Procedure 2-6 to configure a CLIP connection.

Procedure2-6  Configure Gateway for CLIP Connection

Step - Action

1

2-30

On the Setup main page, click New Connection.

The default PPPoE Connection Setup page (Figure 2-5 on page 2-6) is
displayed.

From Type drop-down box, select CLIP.

The default CLIP Connection Setup page (Figure 2-27) is displayed.

Enter a unique name for the static connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this
example, the unique name is Clip1.

The Network Address Translation (NAT) and the Firewall options are
enabled by default. Leave these in the default mode.

Based upon the information your DSL/ISP provided, enter your assigned IP
Address, Mask, ARP Server, and Default Gateway.
In the PVC Settings section, enter values for the VPl and VCI.

Note—Your DSL service provider or your ISP supplies these values.

Select the Quality of Service (QoS); leave the default value if you are unsure
or if the ISP did not provide this information.

The PCR, SCR, and MBS fields are enabled/disabled depending on the QoS

selection. Enter the values provided by the ISP or leave the defaults.

Click Apply to complete the connection setup. This temporarily activates this
connection as shown in Figure 2-28.
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Figure 2-28 WAN Connection Setup - CLIP1
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SETUP

Name: Type: |CLIP v Sharing:
Options: (o NAT o Firewall VLAN ID: Priority Bits:
CLIP Settings PY¥C Settings
1P address: (0000 P
2 Mask: VPI: |0
ARP Server: |0.0.0.0 VCI: |0
Default Gateway: Qos: |UBR v
PCR: cps
SCR: cps
MBS: cells
CDVT: usecs
Auto PYC: [
[ ] [ | |

A new link has been created for this connection in the left-hand column. You
can apply, delete, or cancel this connection using this page.

Note—The changes take effect when you click Apply; however, if the RG

configuration is not saved, these changes will be lost upon

RG reboot.

To make the change permanent, click Tools at the top of the page and select

System Commands.

At the System Commands page (Figure 2-7 on page 2-8), click Save All.

To check the status, click Status at the top of the page and select Connection

Status.

End of Procedure 2-6

Table 2-8 describes the CLIP setting options on the CLIP Connection Setup
page in Figure 2-27 on page 2-29.

Table 2-8 CLIP Settings Field Descriptions
Field Definition/Description
IP Address IP address of the CLIP connection provided by your ISP.
Mask Subnet mask provided by your ISP.
ARP Server IP address of the Address Resolution Protocol (ARP) server provided by

your ISP.

Default Gateway

If checked, this WAN connection acts as the default gateway to the
Internet.

End of Table 2-8

For VLAN field descriptions, please refer to Table 2-2 on page 2-11.
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2.3.7 Two-Step PVC

For PVC field descriptions, please refer to Table 2-3 on page 2-11.

The Two-step PVC feature is only available on the AR7WRD platform for this
software release. It is not available on the AR7VW platform.

Figure 2-29 Two Step PVC Page
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The Two-step PVC page (Figure 2-29) is added to support the Remote
Management /Clear Embedded Operations Channel (EOC) feature, which is a
China MII requirement. This page allows WAN connections to be created in
two steps:

1. Create multiple PVCs with VPI, VCl values, and encapsulation types. The
following encapsulation methods are supported:

- PPPoA

- PPPoE

- Router 1483
- Bridge

- Static

- DHCP

- CLIP

2. Create a WAN connection from an existing PVC.

For PVC field descriptions, go to Table 2-3 “PVC Settings Field Descriptions”
on page 2-11. For information on creating a specific WAN connection, go to the
relevant headings in this chapter.
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2.3.8 Modify an Existing Connection

Use the following procedures to modify a WAN connection.

Procedure2-7  Modify a WAN Connection
Step - Action

1 Onthe Setup main page, select the connection you want to modify from the
left-hand column.

The connections are listed as Connection 1 through Connection 8.

Note—Up to eight WAN connections of all types are supported.

2 Make modifications on the individual connection page.

Note—Some fields are disabled after initial creation.

3 Click Apply to temporarily activate the changes you made.

Note—The changes take effect when you click Apply; However, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools at the top of the page and select
System Commands.

5 Onthe System Commands page, click Save All.

End of Procedure 2-7

2.3.9 Delete an Existing Connection
Use the following procedures to delete a WAN connection.

Procedure 2-8 Delete A WAN Connection
Step - Action

1 Onthe Setup main page, select the connection you want to modify from the
left-hand column.

The connections are listed as Connection 1 through Connection 8

2 C(lick Delete on the particular Connection Setup page.

Note—The changes take effect when you click Delete; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

3 To make the change permanent, click Tools at the top of the page and select
System Commands.

4 Atthe System Commands page (Figure 2-7 on page 2-8), click Save All.

End of Procedure 2-8
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The Modem Setup page is only available in the AR7WRD platform in this
release.

The Modem Setup page allows you to select any combination of DSL training
modes including:

NO_MODE

ADSL_G.dmt (G Discrete Multi-Tone): G.dmt (G.992.1)

ADSL_G.lite: G.lite (G.992.2)

ADSL_G.dmt.bis

ADSL_G.dmt.bis_DELT

ADSL_2plus

ADSL_2plus_DELT

ADSL_re-adsl

ADSL_re-adsl DELT

ADSL_ANSI_T1.413

Multi_MODE:

ADSL_G.dmt.bis_AnxI (currently not supported)
ADSL_G.dmt.bis_Anx] (currently not supported)
ADSL_G.dmt.bis_ AnxM

ADSL_2plus_AnxI (currently not supported)
ADSL_2plus_Anx] (currently not supported)
ADSL_2plus_AnxM

G.shdsl

IDSL (currently not supported)

HDSL (currently not supported)

SDSL (currently not supported)

VDSL (currently not supported)
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Figure2-30 Modem Setup Page
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2.3.11 Multi Mac Support

This features applies to ODM/OEMs. By default, all WAN connections use the
same MAC address. When you have multiple WAN connections, you want each
one of them to use a different MAC address, which can be configured in the
Environment Variable space (manufacturing time activity). Up to eight MAC
addresses are supported, which are (in the order of assignment):

« HWA_WANO: Assigned to the first connection created.
« HWA_WANI
« HWA_WAN2
« HWA_WAN3
« HWA_WAN4
« HWA_WANS5
« HWA_WANG6
« HWA_WAN7

The Multi Mac feature supports the following types of connections:
« Static
« DHCP
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o Bridge
« PPPoE
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2.4 LAN Setup

2.4.1 LAN Configuration

LAN Configuration

The RG provides LAN configuration for multiple LAN bridge groups. Up to five
LAN bridge groups are supported. The LAN interefaces could include: Ethernet
(for AR7WRD platform), Ethernet 1, Ethernet 2, Ethernet 3, Ethernet 4 (for
Ar7VW platform), USB, WLAN (Primary SSID), SSID1, SSID2, and SSID3. It
is possible to assign any LAN interface to any bridge group but only one group,
except that the Ethernet interface needs to stay in LAN group 1. Each LAN
group can then be configured with static IP address, dynamic IP address, or be
unmanaged (no IP).

Figure 2-31 LAN Configuration 1 (Default)
&3 TExAS INSTRUMENTS  HOME N3 ADVANCED = WIRELESS

TOOLS  STATUS HELP

LAN Setup LAN Configuration

LAN Configuration
Ethernet Switch LAN group 1
s [
Eth t
WLZEG Configure
— < temoc
New Connection — =
group
Modem @ Interfaces m
pppoel SSID1
SSID2
- ssios < remove
LAN group 3
< Remove
LAN group 4
v LAN group 5

Figure 2-31 shows the default LAN Configuration page. The following LAN
interfaces belong to a single LAN bridge group (LAN Group 1):

« USB
o Ethernet
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« WLAN

[J Note—The following interfaces are not valid until multiple SSID is enabled
and the secondary SSIDs are configured:

« SSID1 (corresponds to the first secondary SSID)
« SSID2 (corresponds to the second secondary SSID)
» SSID3 (corresponds to the third secondary SSID)

For more information on how to configure multiple SSIDs, go to 4.4 “Multiple
SSID” on page 4-9.

The RG performs routing between the LAN group 1 and the WAN connections
as shown in Figure 2-32.

Figure 2-32 RG Routing - LAN Groups (A)

LAN Group 1 Ethernet
Bridge
UsSB
LAN Group 2
Bridge
WLAN
WAN LAN Group 3
Bridge
SSID1
LAN Group 4
Bridge SSID2
LAN Group 5 SsID3

Bridge

Use Procedure 2-9 to configure LAN group 2.

Procedure2-9  LAN Configuration

Step - Action

1 Select WLAN interface in LAN group 1 and click Remove.
WLAN moves to the Interfaces box on the left as shown in Figure 2-33.

Note—You can configure the USB interface and WLAN interfaces to a different
LAN group; however, the Ethernet interface is default in LAN group 1 and
cannot be moved.
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Figure2-33  LAN Configuration 2
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No packets are sent to the WLAN interface as it does not belong to any LAN
group. This is shown in Figure 2-34.

Figure 2-34 RG Routing - LAN Groups (B)

LAN Group 1 Ethernet
Bridge
USB
LAN Group 2
Bridge
WLAN
WAN LAN Group 3
Bridge
SSID1
LAN Group 4
Bridge SSID2
LAN Group 5 SSID3
Bridge
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Select WLAN in the Interface box and click Add next to LAN group 2.

WLAN moves to LAN group 2 as shown in Figure 2-35. The Configure link for
LAN group 2 has also been generated, allowing additional configurations for
the defined LAN group.

Figure 2-35 LAN Configuration 3
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LAN Setup LAN Configuration
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Log Out
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LAN group 4
- Remove
LAN group 5

Two LAN segments have been configured as shown in Figure 2-36 with two
sets of IP addresses. The Ethernet and USB interfaces belong to LAN group 1
with an IP of 192.168.1.x. The WLAN interface belongs to LAN group 2 with an
IP of 192.168.2.x.
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Figure2-36 GRG Routing - LAN Groups (C)

LAN Group 1 Ethernet
Bridge 182.168.1.x

LAN Group 2 182.168.1.x
Bridge

WAN LAN Group 3

Bridge

SSID1

LAN Group 4

LAN Group 5 SSID3
Bridge

3 Click Apply to temporarily activate the changes.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4  To make the change permanent, click Tools at the top of the page and select
System Commands.

5 Onthe System Commands page (Figure 2-7 on page 2-8), click Save All.

End of Procedure 2-9

LAN Group Configuration

The LAN Group Configuration page (Figure 2-37) allows you to configure
settings for each defined LAN group.

Notice that you can also view the status of advanced services that can be applied
to this LAN group. A green status indicates that the services have been enabled,
while a red status indicates that the service is currently disabled.
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Figure 2-37 LAN Group Configuration Page
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LAN Setup LAN Group 1 Configuration
LAN Configuration
IP Settings Services Status
(Unmanaged LAY
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Log Out (O PPP IP Address Clients
. Static
(®Use the following Static IP address
IP Address: |192.168.1.1
Netmask: |255.255.255.0
Default Gateway: [192.168.1.1
Host Name: 'mygateway1
Domain: |ar7
(® Enable DHCP Server [0 Assign ISPDNS,SNTP
Start IP: |192.168.1.2
End IP: |192.168.1.254
Lease Time: | 3600 Seconds
(O Enable DHCP Relay
O Server and Relay Off

Table 2-9 describes the LAN Group Configuration page options.

Table 2-9 LAN Group Configuration Field Descriptions
Category/Field Field Definition/Description
Unmanaged Unmanaged is a state when the LAN group is not configured and no IP address
has been assigned to the bridge.
Obtain an IP address When this function is enabled, your RG acts like a client and requests an IP
automatically address from the DHCP server on the LAN side.
IP Address You can retrieve/renew an IP address from the DHCP server using the Release
and Renew buttons.
Netmask The subnet mask of your RG.
PPP IP Address Enables/disables PPP unnumbered feature.
IP Address The IP address should be different from, but in the same subnet as the
WAN-side IP address.
Use the following Static IP This field enables you to change the IP address of the RG.
address
IP Address The default IP address of the RG (as shown) is 192.768.1.1.
Netmask The default subnet mask of your RG is 255.255.255.0. This subnet allows the RG

to support 254 users. If you want to support a larger number of users you can
change the subnet mask.
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Table 2-9 LAN Group Configuration Field Descriptions

Category/Field

Field

Definition/Description

Default Gateway

The default gateway is the routing device used to forward all traffic that is not
addressed to a station within the local subnet. Your ISP provides you with the
IP address of the default gateway.

Host Name

The host name is used in conjunction with the domain name to uniquely
identify the RG. It can be any alphanumeric word that does not contain spaces.

Domain

The domain name is used in conjunction with the host name to uniquely
identify the RG. To access the web pages of the RG you can type 7192.768.1.1
(the IP address) or mygateway1.ar7 (Host Name.Domain).

Enable DHCP Server

Enables/disables DHCP. By default, your RG has the DHCP server (LAN side)
enabled. If you already have a DHCP server running on your network, you must
disable one of the two DHCP servers. The DHCP server data flow is shown in
Figure 2-38 on page 2-44.

Assign ISP DNS, SNTP

Enable/disables the Assign ISP DNS, SNTP feature when the DHCP server of
your RG has been enabled. To learn more about the Assign ISP DNS, SNTP
feature, go to “Assign ISP DNS, SNTP” on page 2-44.

Start IP

The Start IP Address is where the DHCP server starts issuing IP addresses. This
value must be greater than the IP address value of the RG. For example, if the
IP address of the RG is 7192.168.1.1 (default), then the starting IP address must
be 7192.168.1.2 (or higher).

Note: If you change the start or end values, make sure the values are still within
the same subnet as the RG. In other words, if the IP address of the RG is
192.168.1.1 (default) and you change the DHCP start/end IP addresses to be
192.168.1.2/192.168.1.100, you cannot communicate with the RG if your host
has DHCP enabled.

End IP

The End IP Address is where the DHCP server stops issuing IP addresses. The
ending address cannot exceed a subnet limit of 254, hence the max value for
the default gateway is 192.168.1.254. If the DHCP server runs out of DHCP
addresses, users do not get access to network resources. If this happens, you
canincrease the Ending IP address (to the limit of 254) or reduce the lease time.

Note: If you change the start or end values, make sure the values are still within
the same subnet as the IP address of the RG. In other words, if the IP address of
the RGis 792.168.1.1 (default) and you change the DHCP start/end IP addresses
to be 7192.168.1.2/192.168.1.100, you cannot communicate with the RG if your
host has DHCP enabled.

Lease Time

The Lease Time is the amount of time that a network user is allowed to
maintain a network connection to the RG using the current dynamic IP
address. At the end of the Lease Time, the lease is either renewed or a new IP
is issued by the DHCP server. The amount of time is in units of seconds. The
default value is 3600 seconds (1 hour). The maximum value is 999999 seconds
(about 278 hours).

Enable DHCP Relay

In addition to the DHCP server feature, the RG supports the DHCP relay
function. When the RG is configured as DHCP server, it assigns the IP addresses
to the LAN clients. When the gateway is configured as DHCP relay, it is
responsible for forwarding the requests and responses negotiated between
the DHCP clients and the server. See Figure 2-39.
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Table 2-9 LAN Group Configuration Field Descriptions

Category/Field Field Definition/Description
Relay IP The IP address of the DHCP relay server.
Server and Relay Off When the DHCP server and relay functions are turned off, the network

administrator must carefully configure the IP address, Subnet Mask, and DNS
settings of every host on your network. Do not assign the same IP address to
more than one host. Also, your RG must reside on the same subnet as all the

other hosts.

End of Table 2-9

Figure 2-38 DHCP Server Data Flow

=7

RG
DHCP Server
DHCP DHCP
A\ Request Request
192.168.0.2 192.168.0.3 192.168.0.4 192.168.0.n

Figure 2-39 Example of a DHCP Relay configuration

DHCP Client @—

» ISP J» DHCP Server

DHCP Ciient

Assign ISP DNS, SNTP

When you enable the DHCP server on the LAN side, the RG dynamically
assigns IP addresses to the hosts on the local network. The RG provides its own
LANIP address (192.168.1.1) as both the gateway and the DNS server (as shown
in Figure 2-40).
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On the WAN side, the RG receives the following data (among other data) from
the ISP:

o 1P:10.10.10.101
o Gateway: 10.10.10.1
« DNS: 10.10.10.5

The RG has a choice of advertising its own IP address (192.168.1.1) to the LAN
side hosts as the DNS server, or providing the DNS that was received from the
WAN side (10.10.10.5). This can be configured by enabling/ disabling Assign
ISP DNS SNTP on the LAN Group Configuration page.

[] Note—This section only applies when you have enabled DHCP server on the
LAN Group Configuration page (Figure 2-37 on page 2-42).

Figure 2-40 External DHCP Options

WAN
- Gateway:10.10.10.1
/_/___,—« DNS: 10.10.10.5

IP: 192.168.1.1
If feature disabled:
LAN Gateway:192.168.1.1
DNS: 192.168.1.1
If feature enabled:
Gateway:192.168.1.1
192.168.1.x 192.168.1.10 DNS:10.10.10.5

The default option (feature disabled)

As shown in Figure 2-40, when Assign ISP DSN SNTP is disabled, the hosts on
the LAN network use the LAN IP address of the RG as the DNS. The following
data is provided to the host by the DHCP server.

o IP:192.168.1.x
o Gateway: 192.168.1.1
o DNS: 192.168.1.1
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The external DHCP option (feature enabled)

As shown in Figure 2-40, when Assign ISP DSN SNTP is enabled, the host on
the LAN network uses the WAN side DNS. The following data is provided to
the host:

o [IP:192.168.1.x
o Gateway: 192.168.1.1
o« DNS:10.10.10.5

[ ] Note—If the WAN connection is also of DHCP type, the RG receives
additional data from the ISP, and if Assign ISP DSN SNTP is enabled, the data
is passed on to the LAN side hosts as well. The additional data may include (but
not limited to) the following:

e Time server

o Logserver

o Cookie server
e Print server

e NTP server

e  WINS server

2.4.2 Ethernet Switch Configuration

The Ethernet Switch Configuration page is available in the AR7WRD SDB and
not in the AR7VW SDB.

Ethernet switch port settings can be configured to meet the requirements of
your LAN configuration. As seen in the drop-down menu in Figure 2-41, port
setting options include:

o Auto detect (default)
o 10 Mbps half duplex
o 10 Mbps full duplex

o 100 Mbps half duplex
o 100 Mbps full duplex

In the example shown, the system has auto-detected an Ethernet cable
connected to LAN port 2 and assigned a port setting of 100 Mbps full duplex.
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Figure 2-41 Ethernet Switch Configuration
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2.5 Hidden Page

There is a hidden page in the Setup section that allows you to enable and disable
the firewall and NAT for all WAN connections. This feature is enabled by
default. If you disable it, it is disabled for all WAN connections. If you enable it
again after you have disabled, it could take sometime for the request to be
processed.

Note—The hidden page is to be used by ODMs/OEMs for development and
debugging purposes only. Do NOT distribute this section to the end user.

The Firewall/NAT Services hidden page (Figure 2-42) can be accessed by

replacing the pagename in the URL with “pagename=fw_nat” or typing in the

following address:
http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagenam
e=fw_nat&var:pagetitle=Home&var:menu=setup&var:menutitle=Setup

Figure 2-42  Firewall/NAT Services
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2.6 Log Out Page

By clicking Log Out, you log out of the RG GUI (not just the Setup interface) as
shown in Figure 2-43.

Figure 2-43 Log Out Page
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LAN Setup Log Out
LAN Configuration
Ethernet Switch

Firewall /NAT
Services

WAN Setup

New Connection

Modem Are you sure you want to Log Out?

Log Out

Use Procedure 2-10 to log out.

Procedure 2-10 Log Out
Step - Action

1 Click Log Out at the left-hand column.

You are prompted to confirm the Log Out.

2 Confirm by clicking Log Out at the bottom-right corner.
You are taken back to the Log In page (Figure 1-1 on page 1-7).

End of Procedure 2-10
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Advanced

The Advanced tab allows you to perform advanced configuration functions for
existing connections. This chapter discusses:

» "Advanced Tab Main Page" on page 3-2
« "Voice Page" on page 3-4

o "UPnP Page" on page 3-6

o "SNTP Page" on page 3-8

o "SNMP Page" on page 3-11

o "TR-069" on page 3-14

» "Port Forwarding Page" on page 3-16

« "IP Filters Page" on page 3-24

« "LAN Clients Page" on page 3-28

« "LAN Isolation Page" on page 3-31

o "TR-068 WAN Access" on page 3-32
 'Bridge Filters Page" on page 3-34

« "Web Filters Page" on page 3-36

« "Dynamic DNS Client" on page 3-37

« "IGMP Proxy Page" on page 3-39

o "Static Routing Page" on page 3-45

« "Dynamic Routing Page" on page 3-48

e "QoS"on page 3-52

« "Policy Database" on page 3-74

» "Web Access Control Page" on page 3-81
« "SSH Access Control Page" on page 3-83

« "Voice Provision" on page 3-86
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3.1 Advanced Tab Main Page
The Advanced tab allows you to perform advanced configuration functions for

existing connections including:

+ Enabling and disabling of key features including voice, voice provision,
UPnP, SNTP, SNMP, TR-069, RIP, access control, TR-068 WAN access,
and multicasting

o QoS (ingress, egress, shaper) and policy database
o Management of LAN port interfaces, packet flow, and filtering

At least one WAN connection must be configured before implementing
advanced WAN configuration features. At least one LAN group must be
defined before implementing advanced LAN configuration features.

Figure 3-1 shows the Advanced main page, which is accessed by clicking the
Advanced tab at the top of the page. This page providesaccess to the following
configuration pages:

« Voice (on AR7VW platform only)

e UPnP

« SNTP

o SNMP (on AR7WRD platform only)
« TR-069

o Port Forwarding

« IP Filters (per connection or LAN group)
o LAN Clients

o LAN Isolation (between LAN groups)

o« TR-068 WAN Access

 Bridge Filters

o Web Filters (for all LAN users)

o Dynamic DNS Client

o IGMP Proxy

« Static Routing (on AR7WRD platform only)
e Dynamic Routing

« Policy Database

o Ingress
o Egress
o Shaper

e  Web Access Control
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e SSH Access Control
« Voice Provision (on AR7VW platform only)
Figure 3-1 Advanced Main (on AR7VW Platform)

%3 TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS | TOOLS STATUS HELP

Voice Advanced

uPnP @) The Advanced section lets you configure advanced features like RIP, Firewall, NAT, Voice, UPnP, IGMP, Bridge
Filters, and LAN clients.

SNTP
TR-069

Voice Configure Voice for different connections.
Port Forwarding

uPnpP Configure UPnP for different connections.
IP Filters

SNTP Confi SNTP t i il Int 1%
LAN Clients onfigure o configure time server on Interne!
LAN Isolation Port Forwarding Configure Firewall and NAT pass-through to your hosted

applications.
TR-068 WAN
Access

Configure Firewall to block your LAN PCs from accessing

1P Filters
Bridge Filters the Internet.
Web Filters LAN Clients Configure LAN Clients.
Dynamic DNS Client LAN Isolation Disable traffic between LANs.
IGMP Proxy C Bridge Filters Select to setup Bridge Filters.
Static Routing Web Filters Select to setup Web Filters.
Policy Database . Configure Multicast pass-through for different
Multicast :
connections.
Ingress
Static Routing Configure Static routes.
Egress
Web Access .
Shaper Configure access control list for remote Web access.
Control
Web Access Control SSH Access i
Configure access control list for remote SSH access.
SSH Access Control Control
Voice provision Policy Database  Configure Policy Routing and QoS Database information.
Log Out Ingress Configure Ingress information.
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3.2 Voice Page

Figure 3-2 shows the default Voice page, which is accessed by clicking the Voice
link. This page allows you to enable or disable voice on a single WAN
connection. When voice is enabled, there is a green status indicator next to the
Voice link. When voice is disabled, the status indicator is red.

Figure 3-2 Voice Page
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At least one WAN connection must be configured in order to access the Voice
Setup page. While up to eight WAN connections can be configured on your RG,
only one connection can be selected to enable voice. By default, voice is
automatically enabled on the first WAN connection you create. Each additional
WAN connection you create is added to the list of Available Connections that
are also candidates for enabling voice.

Voice-specific parameters can be configured using one of the following three
methods:

1. The MXP command line interface, which is accessed from the CLI. More
information about voice-specific configuration commands and
parameters can be found in the NMM Command Reference Manual.

2. XML provisioning file. More information about XML previsioning can be
found in the XML Provisioning Developer Guide.

3. The web pages. For more information, visit 3.22 “Voice Provision” on
page 3-86.
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NMM vs. XML:
Most of the command line configuration can be done using XML tags. An
example is given below:
o MXP command line:
MXP>set tcid <tcids> rtcp enable <on|offs
o« XML Tag:
<RTCP_ENABLE>TRUE</RTCP_ENABLE>

Please keep in mind, the MXP CLI-to-XML mappings may not exist for all
configuration options. It is recommended that you start using XML tags
because XML provisioning will be the primary configuration method moving
forward.
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3.3 UPnP Page
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The NSP supports a control point for Universal plug and play (UPnP), version
1.0 and supports two key features: NAT traversal and Device Identification.
This feature requires one active WAN connection. In addition, the PC should
support this feature. In the presence of multiple WAN connections, select a
connection on which the incoming traffic is present, for example, the default
WAN connection.

Figure 3-3 shows the UPnP data flow. The UPnP application sits on top of a
HTTP based socket listening for UPnP requests. With NAT Traversal, when an
UPnP command is received to open ports in NAT, the application translates the
request into IP tables commands to open the ports in NAT and the firewall,
mapping them back to the IP address of the PC on the LAN making the request.
The connection to open the ports on is given to UPnP when it starts up and is
part of the configuration of the application.

For Device Identification, the application will send a description of the NSP as
a control point back to the device making the request. An example of how this
works is with Windows XP. You can go into the network for Windows XP and
you will see the RG represented. You can then click on the RG and get access to
its web pages.

Figure 3-3 UPnP Data Flow
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Figure 3-4 shows the default UPnP page.
Figure 3-4 UPnP Page
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Use Procedure 3-1 to configure UPnP.
Procedure3-1  Configure UPnP

Step - Action

1 Check Enable UPnP.
This enables the WAN Connection and LAN Connection fields.

2 Selectthe WAN Connection and LAN Connection that will use UPnP from the
drop-down lists.

3 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools (at the top of the page) and select
System Commands.

5 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-1
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3.4 SNTP Page

Simple network timing protocol (SN'TP) is a protocol used to synchronize the
system time to the public SNTP servers. It uses the UDP protocol on port 123 to
communicate between clients and servers.The NSP supports SNTP client
functionality in compliance with IETF RFC 2030. The system clock time in NSP
can be configured by SNTP client functioning in daemon mode which issues
sending client requests to the configured SNTP server addresses periodically.
The NSP can be configured with the SNTP server addresses either through CLI
or Web or through DHCP at boot time. Figure 3-5 shows the SNTP client
functionality.

Figure3-5  SNTP Client Functionality

— WAN

Primary SNTP server

Figure 3-6 shows the default SNTP page.
Figure 3-6 SNTP Page
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When the SNTP feature is enabled, your RG starts querying for the time clock
information from the primary SNTP server. If it fails to get a valid response
within the Timeout period, it makes additional attempts based on the number
specified in the Retry Count field before moving to the Secondary SNTP server.
If it fails to get a valid response from Secondary STNP server within the
specified retry count, it starts querying the Tertiary SNTP server. If it fails to get
a valid response from all the servers, then the program stops. Once a valid
response is received from one of the servers, the program goes to sleep for
number of minutes specified in the Polling Interval field before starting the
whole process again.

Use Procedure 3-2 to enable SNTP.

Procedure 3-2 Enable SNTP
Step - Action

1 Check Enable SNTP.

2 Use Table 3-1 as a reference and configure the following fields:
» Primary SNTP Server
» Secondary SNTP Server
o Tertiary SNTP Server
« Timeout
» Polling Interval
+ Retry Count
« Time Zone

» Day Light

3 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools and select System Commands.

5 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-2
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Table 3-1 describes the SNTP page fields.

Table 3-1 SNTP Field Descriptions

Field Definition/ Description

Primary SNTP Server The IP address or the host name of the primary SNTP server. This can be
provided by ISP or user-defined.

Secondary SNTP Server The IP address or the host name of the secondary SNTP server. This can
be provided by ISP or user-defined.

Tertiary SNTP Server The IP address or the host name of the tertiary SNTP server. This can be
provided by ISP or user-defined.

Timeout If the RG failed to connect to a SNTP server within the Timeout period, it

retries the connection.

Polling Interval

The amount of time between a successful connection with a SNTP server
and a new attempt to connect to an SNTP server.

Retry Count The number of times the RG tries to connect to an SNTP server before it
tries to connect to the next server in line.

Time Zone The time zone in which the RG resides.

Day Light Check/uncheck this option to enable/disable daylight saving time (DST).

Note: DST is not automatically enabled or disabled. You need to
manually enable and disable it.

End of Table 3-1
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3.5 SNMP Page

The SNMP page is only available on the AR7WRD platform and not available
on the AR7VW platform in this release.

Simple network management protocol (SNMP) is a troubleshooting and
management protocol that uses the UDP protocol on port 161 to communicate
between clients and servers. The NSP can be managed either locally or remotely
by Network Management stations through SNMP protocol. SNMP access on
the LAN or WAN side must be allowed to enable SNMP management.

Figure 3-7 shows the SNMP agent diagram.

Figure 3-7 SNMP Agent Diagram
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Figure 3-8 shows the default SNMP page.
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SNMP uses a Manager- Management information base (MIB)-Agent solution
to fulfill network management needs. The manager is a separate station that can
request data from an SNMP agent, which resides in each modem on the
network. The agent uses the MIBs as dictionaries of manageable objects. The
SNMP agent supports GET, SET, GETNEXT, and TRAP for four groups with
MIB-II: System, Interface, IP, and ICMP.

The SNMP agents support three community names authentication. Table 3-2
describes the SNMP Management page fields.

Table 3-2 SNMP Field Descriptions

Field

Definition/ Description

Enable SNMP Agent

The SNMP agent is enabled by default.

Enable SNMP Traps

SNMP traps are enabled to send by default.

Name

An administratively-assigned name for the RG.

Location

The physical location of the RG.

Contact

Contact person and/or contact information for the RG.

Vendor OID

Vendor object identifier. The vendor's authoritative identification of the
network management subsystem contained in the entity. This value is
allocated within the SMI enterprises subtree (1.3.6.1.4.1). For example,
Texas Instruments was assigned the subtree 1.3.6.1.4.1.294.

Community

SNMP defines a community to be a relationship between an SNMP agent
and one or more SNMP managers. Once the clear-text community name
corresponds to a community known to the receiving SNMP entity, the
sending SNMP entity is considered to be authenticated as a member of
that community and is granted different levels of access: read-only or
read-write. The combination of community access mode and a
MIB-managed project defines the community profile for each object.
The community profile defines the operations that can be applied to the
object. In the RG, a default community name of public with access mode
of read-only is created in the configuration file. It allows a GET or a
GETNEXT operation to all objects with access rights of READ-ONLY and
READ-WRITE in the MIB.

In the RG, up to three community names can be configured through the
web page. The view_subtrees of SNMPv2c and user-based security
model and view-based access control model of SNMPv3 will be
supported in future SNMP agent development.

Community Name

Name of community. SNMP supports up to 3 communities including the
default community name of public.

Community Access Right

Two options are offered:
+ ReadOnly: Allows a GET or a GETNEXT operation to all objects in the
MIB.

+ ReadWrite: Allows ReadOnly access right to all objects and SET
operation to objects defined as read-writable in the MIB.
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Table 3-2 SNMP Field Descriptions

Field

Definition/ Description

Trap

Trap is an event notification. There are four standard traps supported in
the RG:
« WarmStartTrap

+ LinkUpTrap
+ LinkDownTrap
+ AuthenticationFailureTrap

Trap Destination IP

Destination IP address of the trap. Traps can be sent to three different
destinations.

Trap Community

Community name of the trap.

Trap Version

Two trap versions/formats are supported:
+ SNMP v1

+ SNMP v2c

End of Table 3-2
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3.6 TR-069
TR-069 is CPE Management Protocol from WAN side, intended for
communication between a CPE and Auto-Configuration Server (ACS). The
CPE WAN Management Protocol defines a mechanism that encompasses
secure auto-configuration of a CPE, and also incorporates other CPE
management functions into a common framework.
The CPE WAN Management Protocol is intended to support a variety of
functionalities to manage a collection of CPE, including the following primary
capabilities:
« Auto-configuration and dynamic service provisioning
» Software/firmware image management
o Status and performance monitoring
» Diagnostics
Figure 3-9 shows the default TR-069 page, which is accessed by clicking the
TR-069 link on the Advanced page. The TR-069 page allows you to set up
connection parameters and may not be seen by the end user.
Figure 3-9 TR-069 Page
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Table 3-3 describes the TR-069 page settings.

Table 3-3 TR-069 Field Descriptions

Field

Definition/ Description

ACS URL

URL of the auto configuration server (ACS) provided by the ISP.

Periodic Inform Enabled

Enable/disables the RG to connect to the ACS periodically. If you enable
this feature, you should enter a value in the Periodic Inform Interval
field.

Periodic Inform Interval

This field is enabled only when the Periodic Inform Enabled field is
checked. It defines the amount of time (in seconds) between a successful
connection with an ACS server and a new attempt to connect to an ACS
server. A recommended value is 86400 seconds (7 day).

ACS Connect

By clicking the ACS Connect button, you manually connect the RG to the
ACS.

ACS Connection Request:
Username/Password

The username/password are used when the ACS wants to initiate a
connection with the RG. The RG authenticates the ACS using the
username/password. The username/password are provided by the ISP.

End of Table 3-3

Use Table 3-3 as a reference and follow Procedure 3-3 to configure parameters

related to TR-069.

Procedure 3-3  Configure TR-069

Step - Action

1 Leave the default URL in the ACS URL field.

2 Check Periodic Inform Enabled and enter a value in the Periodic Inform

Interval field.

or

Click ACS Connect to manually connect to the ACS. Once a connection is
established, the ACS can update all three fields: ACS URL, Periodic Inform
Enabled, and Periodic Inform Interval.

3 Toallow ACS to initiate a connection with your RG, you can enter the ACS
Connection Request Username and Password.

The RG uses these two fields to authenticate the ACS.

4 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

5 To make the change permanent, click Tools and select System Commands.

6 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-3
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3.7 Port Forwarding Page

The port forwarding (or virtual server) feature allows you to direct incoming
traffic to specific LAN hosts based on a protocol port number and protocol.
Using the Port Forwarding page, you can provide local services (for example,
web hosting) for people on the Internet or play Internet games. Port forwarding
is configurable per LAN group.

A database of predefined port forwarding rules allows you to apply one or more
rules to one or more members of a defined LAN group. You can view the rules
associated with a predefined category and add the available rules for a given
category. You can also create, edit, or delete your own port forwarding rules.

Figure3-10 Port Forwarding Page
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Table 3-4 describes the Port Forwarding page fields.

Table 3-4 Port Forwarding Field Descriptions

Field Definition/ Description

WAN Connection Select the WAN connection to which port forwarding is applied.

Select LAN Group Select the LAN Group to which port forwarding is applied.

LAN IP Select the IP address to host the service.

Allow Incoming Ping Enabling incoming ping (ICMP) requests on the Port Forwarding page
allows the RG to respond to a ping from the Internet.

DMz Demilitarized zone. More information on DMZ is available in 3.7.1 “DMZ
Settings Page” on page 3-20
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Table 3-4 Port Forwarding Field Descriptions

Field Definition/ Description

Custom Port Forwarding | This link takes you to the Custom Port Forwarding page. More
information is available in 3.7.2 “Custom Port Forwarding Page” on

page 3-21.
Category Custom and user-defined categories.
Available Rules Predefined and user-defined IP filtering rules for each category.
Applied Rules Lists the IP filtering rules you elect to apply for each given category.

End of Table 3-4

You can use the pre-configured entry for a LAN segment following
Procedure 3-4.

Procedure 3-4  Configure Port Forwarding

Step - Action

1 Onthe Port Forwarding Configuration page, select WAN Connection, LAN
Group, and LAN IP.

If the desired LAN IP is not available in the LAN IP drop-down menu, you can
additusing the LAN Client page (Figure 3-19 on page 3-28), whichis accessed
by clicking New IP.

2 Select the available rules for a given category and click Add to apply the rule
for this category.

Note—You can click View to view the rule associated with a predefined filter
on the Rule Management page (Figure 3-11).
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Figure3-11 Po
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If a rule is not in the list, you can create your own rule in the User category.

Select User (Figure 3-12), then click New.
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Note—The New, View, and Delete buttons become available only when the
User category is selected. All the custom rules you create fall under the User
Category.

The Rule Management page (Figure 3-13) populates for you to create new
rules. Enter Rule Name, Protocol, Port Start, Port End, and Port Map fields,
then click Apply.

Figure3-13 Rule Management
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The rules you create become available in the User category. You are able to
view or delete the rules you create.

Continue to add rules as they apply from each category.

Click Apply when you finish to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools and select System Commands.
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8 Onthe System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-4

Note—You can also use the Custom Port Forwarding link to add programs to
the existing list, which is discussed in 3.7.2 “Custom Port Forwarding Page” on
page 3-21.

3.7.1 DMZ Settings Page

By setting a PC on your local network as demilitarized zone (DMZ), you can
choose to forward all incoming packets that cannot be routed to a specific IP
address to the PC with the DMZ IP address. This opens the access to the DMZ
host from the Internet. This function is disabled by default. By enabling DMZ,
you add an extra layer of security protection for hosts behind the firewall. Use
the Procedure 3-5 to enable it.

Procedure 3-5 Enable DMZ
Step - Action

1 Onthe Port Forwarding page (Figure 3-12), click the DMZ link.
You are taken to the DMZ Settings page (Figure 3-14).

Figure 3-14  Port Forwarding - DMZ Settings Page
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2 Check the Enable DMZ box.
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3 Select the WAN Connection, LAN Group, and LAN IP Address.
DMZ is configurable per LAN segment.

4 Click Apply when you finish to temporarily activate the settings.
Note—You can access the LAN Clients page by clicking the LAN Clients link.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

5 To make the change permanent, click Tools and select System Commands.

6 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-5

Table 3-5 describes the DMZ Settings page fields.

Table 3-5 DMZ Field Descriptions

Field Definition/ Description

Enable DMZ Enables/disables the Demilitarized Zone feature. This field is unchecked
(disabled) by default.

Select your WAN Select the WAN connection on which the DMZ feature is applied.

Connection

Select LAN Group Select the LAN Group on which the DMZ feature is applied.

Select a LAN IP Address Select the LAN IP address you are going to use as the DMZ host. This host
is exposed to the Internet. Be aware that this feature may expose your
local network to security risks.

LAN Clients This link takes you to the LAN Clients page. More information on LAN
Clients can be found in 3.9 “LAN Clients Page” on page 3-28.

End of Table 3-5

3.7.2 Custom Port Forwarding Page

The Custom Port Forwarding page (Figure 3-15) allows you to create up to 15
custom port forwarding entries to support specific services or applications, such
as concurrent NAT/NAPT operation.
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Figure3-15 Custom Port Forwarding Page
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Table 3-6 describes the Custom Port Forwarding page fields.

Table 3-6 Custom Port Forwarding Field Descriptions

Field Definition/ Description

Connection Select the WAN connection on which the Custom Port Forwarding rule is
to be applied.

Enable The Enable button is checked by default, meaning this rule is
automatically applied when you click the Apply button.

Application Name of the application for which your ports will be opened.

Protocol There are three options available: TCP, UDP, and TCP and UDP.

Source IP Address

You can define the source IP address from which the incoming traffic is
allowed. Enter 0.0.0.0 for all.

Source Netmask

Netmask of the source IP address. Enter 255.255.255.255 for all.

Destination IP Address

The LAN-side destination IP address for incoming traffic.

Destination Netmask

The LAN-side destination netmask for incoming traffic. The default value
of this field is 255.255.255.255.

Destination Port Start

The starting port number that is made open for this application.

Destination Port End

The ending port number that is made open for this application.

3-22

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package



DoclID: 001587

Table 3-6

3.7 Port Forwarding Page
Chapter 3—Advanced

Custom Port Forwarding Field Descriptions

Field

Definition/ Description

Destination Port Map

Destination port mapped on the LAN (destination) side to which packets

are forwarded. There are two types of port mapping:
« One-to-one (one port mapped to one)

+ Multiple-to-one (multiple ports mapped to one port)

Multiple-to-One One-to-One

WAN  [500 ... 600] [500 ... 600]
' oy

LAN 700 [500 ... 600]

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.

End of Table 3-6
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3.8 IP Filters Page

The IP filtering feature allows you to block specific applications/services based
on the IP address of a LAN device. You can use the IP Filters page (Figure 3-16)
to block specific traffic (for example, block web access) or any traffic from a host
on your local network.

A database of predefined IP filters allows you to apply one or more filtering rules
to one or more members of a defined LAN group. You can view the rules
associated with a predefined filter and add the available rules for a given
category. You can also create, edit, or delete your own IP filter rules.

Figure 3-16 IP Filters Page
*3 Texas InstRuMents| HOME | SETUP  EEUVZUGUNN WIRELESS  TOOLS | STATUS | HELP

Voice & 1P Filters
UPnP
SNTP @ Select LAN Group: lLAN group 1 V‘
TR-069 LAN IP: | 192.168.1.2 v m
Port Forwarding Block All Traffic: [J [ Block Outgoing Ping Custom IP Filters
IP Filters
LAN Clients Category Available Rules Applied Rules
- Alien vs Predator A
EANGSelation ® Games Asheron's Call
TR-068 WAN
- Dark Rein 2
Access D O VPN
Delta Force =
Bridge Filters QO Audio/Video |Doom m
Web Filters O Apps Dyne 2000
Dynamic DNS Client O Servers glli:ee(l::t:'cgﬂ) Games
IGMP Proxy @ O User EverQuest
Static Routing Fighter Ace Il A4
Policy Database T
Ingress
Egress [ _apply ] cancel |

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

Table 3-7 describes the IP Filters page fields.

Table 3-7 IP Filters Field Descriptions

Field Definition/ Description

Select LAN Group Select the LAN group to which the IP fllters feature will be applied.

LAN IP Select the IP address in the given LAN group to which the IP Fllters
feature will be applied.

Block All Traffic When checked, complete network access is blocked for the specific IP
address.

Block Outgoing Ping Blocking outgoing ping (ICMP) generated from a particular LAN IP can be

used if your host has a virus that attempts a Ping-of-Death Denial of
Service attack.
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Table 3-7 IP Filters Field Descriptions

Field Definition/ Description

Custom IP Filters This link takes you to the Custom IP Filters page. More information is
available in 3.8.1 “Custom IP Filters Page” on page 3-26.

Available Rules Predefined and user-defined IP filtering rules for each category.

Applied Rules Lists the IP filtering rules you elect to apply for each given category.

End of Table 3-7

You can use the pre-configured entry for a LAN group using Procedure 3-6.

Procedure3-6  Configure IP Filters

Step - Action

1 OnthelP Filters page (Figure 3-16 on page 3-24), select LAN Group and LAN
IP.

If the desired LAN IP is not available in the LAN IP drop-down menu, you can
add it using the LAN Client page (Figure 3-19 on page 3-28), which is accessed
by clicking New IP.

2 Select the available rules for a given category. Click View to view the rule
associated with a predefined filter. Click Add to apply the rule for this category.

3 Ifaruleis notin the list, you can create your own rule in the User category.
Select User (Figure 3-17), then click New.

Figure 3-17  IP Filters - User Category
¥ Texas Instruments HOME | serup  [EDNEUDG  WIRELESS | T0OLS | STATUS | HELP

Voice S 1P Filters

uPnP

SNTP @|| Select LAN Group: | LAN group 1 v
TR-069 LAN IP: [192.168.1.2 v m

Port Forwarding Block All Traffic: [J [0 Block Outgoing Ping Custom IP Filters

IP Filters

LAN Clients Category Available Rules Applied Rules

LAN Isolation example

TR-068 WAN
Access VPN

O

O
Bridge Filters QO Audio/Video
Web Filters O Apps

O

®

Games

Dynamic DNS Client Servers
IGMP Proxy User

Static Routing

il Dmeaac @ e P view

Ingress
Egress [ apply ] cancel |

Shaper

Web Access Control

SSH Access Control

Voice provision
Log Out
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Note—The New, View, and Delete buttons become available only when the
User category is selected. All the custom rules you create fall under the User
Category.

The Rule Management page (Figure 3-13 on page 3-19) populates for you to
create new rules. Enter Rule Name, Protocol, Port Start, Port End, and Port
Map fields, then click Apply.

The rules you create appear in the Available Rules box in the User category.
You can view or delete the rules you create.

Continue to add rules as they apply from each category using the Add button.

Click Apply when you finish to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-6

[ ] Note—You can also use the Custom IP Filters link to add programs to the
existing list. This is discussed in the following section.

The Custom IP Filters page (Figure 3-18) allows you to define up to 20 custom
IP filtering entries to block specific services or applications based on:

Source/destination IP address and netmask
TCP port (ranges supported)
Protocol

« TCP

. UDP

e TCPand UDP

« ICMP

 Any
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Figure3-18 Custom IP Filters
& TExas INSTRUMENTS | HOME | SETUP WIRELESS | TO0LS | STATUS | HELP

Voice & Custom IP Filters

uPnP

SNTP &
Filter Name: I:I Enable
TR-069
Port Forwarding
LAN Clients Port Start: \:’ Port End: ‘:’

LAN Isolation Protocol:

TR-068 WAN — .
Access Q Enabled Name Source IP Destination IP PortStart Protocol Edit Delete

Bridge Filters Mask Mask PortEnd

Web Filters

Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database

Egress

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

Table 3-8 describes the Custom IP Filters page fields.

Table 3-8 Custom IP Filters Field Descriptions

Field Definition/ Description
Filter Name Name of the IP filter rule you are creating.
Enable The Enable button is checked by default, meaning this rule is

automatically applied when you click Apply.

Source IP The LAN-side source IP address assigned to outgoing traffic on which
filtering is applied.

Source Netmask Netmask of the source IP on your LAN side.

Destination IP You can define the destination IP address to which your source IP will be
banned access. Enter 0.0.0.0 for all.

Destination Netmask Netmask of the destination IP. Enter 255.255.255.255 for all.

Port Stat The starting port number that will be blocked for this application.

Port End The ending port number that will be blocked for this application.
Protocol There are five options available: TCP, UDP, TCP and UDP, ICMP, and Any.

End of Table 3-8
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3.9 LAN Clients Page

The LAN clients feature allows you to see all the hosts on the LAN segment.
Each host is qualified to be either dynamic (host obtained a lease from this RG)
or static (host has a manually-configured IP address).

You can add a static IP address (belonging to the RG’s LAN subnet) using the
LAN Clients page (Figure 3-19). Any existing static entry falling within the
DHCEP server's range can be deleted and the IP address is made available for
future allocation.

[ ] Note—Dynamic clients show up in the list only when the DHCP server is
running.

Figure 3-19 LAN Clients
K TEXAS INSTRUMENTS| HOME | SETUP WIRELESS | TOOLS | STATUS | HELP

Voice 5 LAN Clients

uPnP S To add a LAN Client, Enter IP Address and Hostname, then click Apply.
SNTP

TR-069 Select LAN Connection: |LAN group 1 v
IP Filters

LAN Clients

T .

TR-068 WAN
Access

Bridge Filters
Web Filters

Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database

Ingress

Egress

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

You can configure a LAN client using Procedure 3-7.

Procedure3-7  Configure a LAN Client

Step - Action

1 Onthe LAN Clients page, select LAN Connection, and enter IP Address,
Hostname, and MAC Address.

2 Click Apply.

The IP address is allocated and it shows up in the list of LAN clients as a
Dynamic entry (Figure 3-20).
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Figure3-20 LAN Clients with Dynamic Address

&k TEXAS INSTRUMENTS  HOME LI ADVANCED WIRELESS ~ TOOLS  STATUS HELP

Voice C LAN Clients

uPnP S To add a LAN Client, Enter IP Address and Hostname, then click Apply.
SNTP

TR-069 Select LAN Connection: |LAN group 1 |+
IP Filters
LAN Clients

TR-068 WAN
Access

Bridge Filters
Web Filters

Dynamic Addresses
Reserve [P Address Hostname MAC Type
0 192.168.1.2 GTD63C871 00:11:43:75:dc:42 Dynamic

Dynamic DNS Client
IGMP Proxy

Static Routing

Policy Database

Ingress

Egress

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

3 Youcan convertthe dynamic entry into a static entry by clicking Reserve, then
Apply.

As shown in Figure 3-21, the IP is now changed to a Static address. You can
delete this entry by selecting Delete.

Figure 3-21  LAN Clients with Static Address
D Texas INsTRUMENTS | HOME | SETUP WIRELESS | TOOLS | STATUS | HELP

Voice S LAN Clients

upPnP C To add a LAN Client, Enter IP Address and Hostname, then click Apply.
SNTP

TR-069 Select LAN Connection: |LAN group 1 v
IP Filters

LAN Clients

TR-068 WAN
Access € Static Addresses

Bridge Filters Delete IP Address  Hostname MAC Type
Web Filters O 192.168.1.2 GTD63C871 00:11:43:75:dc:42 Static

Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database

Ingress

Egress

Shaper

Web Access Control
SSH Access Control

Voice provision

Log Out
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4 When you finish, click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

5 To make the change permanent, click Tools and select System Commands.

6 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-7

Note—The firewall rules that are applied to a Dynamic IP address will be
removed after the release time expires.

Table 3-9 describes the LAN Clients page fields.

Table 3-9 LAN Clients Field Descriptions

Field

Definition/ Description

Select LAN Connection

Select the LAN connection to which the client is to be added.

Enter IP Address

Assign the dynamic IP address to the host here. This is a mandatory field.

Hostname

Hostname of the client. This is an optional field.

MAC Address

MAC address of the host. This is an optional field.

End of Table 3-9
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3.10 LAN Isolation Page

The LAN Isolation page (Figure 3-22) allows you to disable the flow of packets
between up to five user-defined LAN groups (interfaces include WLAN, USB,
Ethernet, SSID1, SID2, and SSID3). This allows you to secure information in
private portions of the LAN (such as a hot spot deployment) from other publicly
accessible LAN segments.

Figure 3-22 LAN Isolation
¥ Texas Instruments . HOME | seTup  EDITUDM WIRELESS | TOOLS | STATUS | HELP

Voice o LAN Isolation
uPnP & To block traffic from one LAN to another LAN, check the Disable check box.

SNTP
TR-069 [ pisable traffic between LAN group 1 and LAN group 2

Port Forwarding
IP Filters
LAN Clients

LAN Isolation

TR-068 WAN
Access

Bridge Filters

Web Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database

Ingress
|_apply [ cancel |

Egress

Shaper
Web Access Control

SSH Access Control

Voice provision
Log Out

Use Procedure 3-8 to configure LAN isolation.

Procedure 3-8  Configure LAN Isolation

Step - Action
1 Check the LAN group combinations that define which traffic will be blocked.

2 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

3 To make the change permanent, click Tools and select System Commands.

4  On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-8
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3.11 TR-068 WAN Access

The TR-068 WAN Access page (Figure 3-23) enables you to give temporary
permission to someone (such as technical support staff) to be able to access your
RG from the WAN side. From the moment the account is enabled, the user is
expected to log in within 20 active minutes, otherwise the account expires. Once
the user has logged in, if the session remains inactive for more than 20 minutes,
the user will be logged out and the account expires.

Figure 3-23 TR-068 WAN Access Page
®3 Texas INsTRumenTs | HOME | SETUP NIV WIRELESS | T0OLS | STATUS | HELP

Voice & Enable WAN Access Update
uPnpP & To Enable Webpage Update from WAN side
SNTP
TR-069 WAN Update: [J
y WAN Access: [J
Port Forwarding
IP Filters
LAN Clients Password: ‘ |
LAN Isolation Port:|51003
TR-068 WAN
Access
Bridge Filters
Web Filters
Dynamic DNS Client
IGMP Proxy
Static Routing
Policy Database
— [wply J[ cancel

Egress
Shaper
Web Access Control

SSH Access Control

Voice provision

Log Out

Table 3-10 describes the TR-068 WAN Access page settings.

Table3-10 TR-068 WAN Access Field Descriptions

Field Definition/ Description

WAN Update Check this field to give the account read and write access.

WAN Access Check this field to give the account read-only access.

User Name User name of the WAN access account.

Password Password of the WAN access account.

Port Enter the port number to be opened for the temporary WAN access.
End of Table 3-10

To create a temporary user account for a remote access to your RG, use
Table 3-10 as a reference and follow Procedure 3-9.
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Procedure 3-9 Create Temporary User Account (WAN-Side)

Step - Action

1 Check WAN Update to enable write privilege of the RG.

2 Check WAN Access to enable read privilege of the RG.

3 Enterauser name and password in the User Name and Password fields.

4 Enter a port number In the Port field (for example, 57003).

5 Click Apply to temporarily activate the temporary user account.
Note—This is a temporary account and cannot be saved to the flash. It expires
upon RG reboot.

6 To access your RG remotely, from the remote PC, enter the following in the

URL:
http(s)://10.10.10.5:51003
Syntax: http(s)://WAN IP of RG:Port Number

End of Procedure 3-9
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3.12 Bridge Filters Page

The bridge filtering mechanism provides a way for you to define rules to allow
or deny frames through the bridge based on source MAC address, destination
MAC address, frame type, and physical ports. When bridge filtering is enabled,
each frame is examined against every defined filter rule in sequence. When a
match is found, the appropriate filtering action (allow or deny) is performed.
Note that the bridge filter only examines frames from interfaces that are part of
the bridge itself. Up to 20 filter rules are supported with bridge filtering.

Figure 3-24 Bridge Filters Page

ADVANCED

Bridge Filters

[ Enable Bridge Filters
2 [ Enable Bridge Filter Management Interface
Select LAN:|LAN group 1 v
Bridge Filter Management Interface:
Src MAC Src Port Dest MAC Dest Port Protocol Mode
00-00-00-00-00-00 |ANY v |00-00-00-00-00-00 |ANY v |PPPoE Session v |Deny v
.J
Bridge Filters Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete

|

The Bridge Filters page (Figure 3-24) allows you to enable, add, edit, or delete
the filter rules.

Use Procedure 3-10 to enable and configure bridge filters.

Procedure 3-10 Configure Bridge Filters

Step - Action
1 Check Enable Bridge Filters.

2 Toadd arule, enter the source MAC address, destination MAC address, and
frame type with desired filtering type, then click Add.

Note—You can also edit a rule that you created using the Edit checkbox. You
can delete a rule using Delete.
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3 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools and select System Commands.

5 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-10

[J Note—There are four hidden filter rules within the bridge filter table. These
rules are entered to ensure you do not "lock” yourself out of the RG on a
particular port. The rules pertain to the combination of source/destination
MAC addresses, source/destination ports, and protocols.

Table 3-11 describes the Bridge Filters page fields.

Table3-11  Bridge Filters Field Descriptions

Field

Definition/ Description

Enable Bridge Filters

Enables/disables bridge filtering. It can be set/unset during any add, edit,
or delete operation. It can also be set/unset independently by clicking

Apply.

Enable Bridge Filter
Management Interface

When checked, it enables the Bridge Filter Management Interface field.
This ensures that you do not get locked out of the RG on the interface of
the LAN group specified in the next two fields.

Select LAN

Select your LAN group to enable the Bridge Filter Management Interface
feature.

Bridge Filter Management
Interface

Select the interface of the LAN group to have the Bridge Filter
Management Interface feature enabled. Depending on the LAN group
that is selected, the interface selections are Ethernet, USB, and/or WLAN.

SRC MAC

The source MAC address. It must be in a xx-xx-xx-xx-xx-xx format, with
00-00-00-00-00-00 as don't care. Blanks can be used in the MAC address
space and are also considered as don't care.

SRC Port

Source port. You can choose from Any, Ethernet, USB, WLAN, or WAN
Bridge Connection Port for the particular bridge. If any of the selections
are not available, please check your DSL connection.

Dest MAC

The destination MAC address.

Dest Port

Destination port. You can choose from Any, Ethernet, USB, and WLAN.

Protocol

You can choose from the following options: PPPoE Session, PPPoE
Discovery, IPX - Ethernet Il, RARP, IPv6, IPv4, and Any.

Mode

There are two filtering modes: Deny and Allow.

End of Table 3-11

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package

3-35



3.13 Web Filters Page
Chapter 3—Advanced

DoclID: 001587

3.13 Web Filters Page

The Web Filters page (Figure 3-25) allows you to manage the type of web
content that passes through your RG.

E

memory limitations.

Note—This feature is not present on some RG platforms due to runtime

Figure 3-25 Web Filters Page

ﬁ TeExAS INSTRUMENTS ~ HOME SETUP ADVANCED WIRELESS TooLs STATUS HELP

Voice Web Filters

uPnP

— Proxy Oenabled @ Disabled
Cookies O Enabled @® Disabled

TR-069 Java Applets O Enabled @® Disabled

Port Forwarding ActiveX O Enabled ® pisabled
Pop-Ups OeEnabled @ Disabled

IP Filters

LAN Clients

LAN Isolation

TR-068 WAN
Access

Bridge Filters
Web Filters

Dynamic DNS Client

IGMP

Proxy

Static Routing

Policy Database

Ingress

Egress

Shaper

Web Access Control

SSH Access Control

Voice

provision

Log Out

The following web filters are disabled by default:

Proxy server
Cookies

Java applets
ActiveX controls

Pop-ups

To enable a web filter, check Enabled next to the filter name, then click Apply.
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3.14 Dynamic DNS Client

Each time your RG connects to the Internet, your ISP assigns a different IP
address to your RG. In order for you or other users to access your RG from the
WAN-side, you need to manually track the IP that is currently used. The
Dynamic DNS feature allows you to register your RG with a DNS server and
access your RG each time using the same host name. The Dynamic DNS Client
page (Figure 3-26) allows you to enable/disable the Dynamic DNS feature.

Figure3-26 Dynamic DNS Client

% Texas Instruments | HOME | SETup  [EEDNITUEN WIRELESS | TOOLS | STATUS HELP

Voice & Dynamic DNS Client
uPnP

SNTP O Connection |PPPoE1 v
ER5069 DDNS Server | DynDNS v

Port Forwarding DDNS Client [J

LAN Clients

LAN Isolation Password l ‘

Aecess S
Access 0 Domain Name

Bridge Filters

Web Filters

Dynamic DNS Client
IGMP Proxy

Static Routing

Policy Database

Ingress

Egress m m

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

Use Table 3-12 as a reference and follow Procedure 3-11 to enable Dynamic
DNS feature on your RG.

Procedure 3-11 Enable Dynamic DNS
Step - Action

1 Onthe Dynamic DNS Client page, configure the following fields:
+ Connection
» DDNS Server
« DDNS Client
+ User Name
» Password

¢ Domain Name
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2 Click Apply to temporarily activate the settings.
Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

3 To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-11

Table 3-12 describes the Dynamic DNS Client page fields.

Table3-12 Dynamic DNS Client Field Descriptions

Field Definition/ Description

Connection This field defaults to your RG's WAN connection over which your RG will
be accessed.

DDNS Server This is where you select the server from different DDNS service providers.
A charge may occur depends on the service you select.

DDNS Client Enables/disables the DDNS client feature for the WAN connection. This
field is disabled by default.

User Name User name assigned by the DDNS service provider.

Password Password assigned by the DDNS service provider.

Domain Name Domain name to be registered with the DDNS server.

End of Table 3-12
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3.15 IGMP Proxy Page

Multicasting is a form of limited broadcast. UDP is used to send datagrams to
all hosts that belong to what is called a Host Group. A host group is a set of one
or more hosts identified by a single IP destination address. The following
statements apply to host groups:

« Anyone can join or leave a host group at will.
o There are no restrictions on a host’s location.

o There are no restrictions on the number of members that may belong to a
host group.

« A host may belong to multiple host groups.

« Non-group members may send UDP datagrams to the host group.

Multicasting is useful when the same data needs to be sent to more than one
device. For instance, if one device is responsible for acquiring data that many
other devices need, then multicasting is a natural fit. Note that using
multicasting as opposed to sending the same data to individual devices uses less
network bandwidth. The multicast feature also enables you to receive multicast
video streams from multicast servers.

IP hosts use Internet group management protocol (IGMP) to report their
multicast group memberships to neighboring routers. Similarly, multicast
routers use IGMP to discover which of their hosts belong to multicast groups.
Your RG supports IGMP proxy that handles IGMP messages. When enabled,
your RG acts as a proxy for a LAN host making requests to join and leave
multicast groups, or a multicast router sending multicast packets to multicast
groups on the WAN side. This application needs to be run when NAT is
enabled. As can be seen in Figure 3-27, the IGMP proxy intercepts the Join and
Leave commands for Version 1 and 2 IGMP messages. On a Join, the proxy sets
up a multicast route for the interface and PC requesting the video content. It
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then forwards the Join to the upstream multicast router. The Multicast IP traffic
will then be forwarded to the requesting device. Multicast traffic does not pass
trough the Firewall or NAT. On a leave, the Proxy removes the route and then
forwards the leave to the upstream Multicast router.

Figure 3-27 IGMP Proxy Data Flow

&=

RG

NAT /
>

Computer IGMP Router

PROXY (@]
=]
3
=]

3 Network
T Multicast g'

Routing Table .

IGMP LeaveiJoins

< @
-

Set top
Box

data flow

Multicast
Router Server

Figure 3-28 IGMP Proxy Page
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Port Forwarding
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TR-068 WAN PPPoE1 lgnore v
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Ingress
| apply J] cancel |

Egress
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Web Access Control
SSH Access Control
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Log Out

3-40

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package



3.15 IGMP Proxy Page
DoclID: 001587 Chapter 3—Advanced

The IGMP Proxy page (Figure 3-28) allows you to enable multicast on available
WAN and LAN connections. You can configure the WAN or LAN interface as
one of the following:

o Upstream: The interface that IGMP requests from hosts are sent to the
multicast router.

o Downstream: The interface data from the multicast router are sent to hosts
in the multicast group database.

« Ignore: No IGMP request nor data multicast are forwarded.

You can perform one of the two options:
1. Configure one or more WAN interface as the upstream interface.

2. Configure one or more LAN interface as the upstream interface.
Each option is discussed in more details as follows.

3.15.1 Configure a WAN Interface as the Upstream IGMP Proxy:

This applies when the multicast server in on the network. Hosts on your LAN
side can send IGMP requests through the WAN interface. And the WAN will
pass multicast packets from the multicast server to the hosts on the LAN side.

In Figure 3-29 shown below, the WAN interface DHCP1 is enabled as the
upstream IGMP interface, which forwards IGMP requests from LAN group 1 to
the multicast router on the network and forwards multicast frames from the
multicast router to hosts on the downstream interface (LAN group 1). No
IGMP request nor data multicast are forwarded to PPPoE1 or LAN Group 2.

Figure 3-29 Enable IGMP Proxy: WAN = Upstream
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Use Procedure 3-12 to configure a WAN connection as the upstream interface.

Procedure 3-12 Enable IGMP Proxy - Configure WAN as Upstream Interface

Step - Action
1 Check Enable IGMP Proxy.

2 Configure the following WAN/LAN interfaces:
e DHCP1: Upstream
« PPPoE1:Ignore
e LAN group 1: Downstream
 LANgroup 2:Ignore

Figure 3-30 IGMP Proxy Page (WAN = Upstream)
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Log Out

3 Click Apply to temporarily activate the settings.
Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-12
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3.15.2 Configure a LAN interface as the Upstream Interface.

This applies when the multicast server in on the LAN side. Hosts on the network
can sent IGMP request from the WAN side through the LAN interface. And the
LAN interface, acting as the upstream interface, forwards data multicast from
the LAN-side multicast server to hosts on the network.

In Figure 3-31 shown below, there is a multicast router on the LAN side and
LAN Group 1 interface is enabled as the upstream IGMP proxy. IGMP requests
from the network are forwarded to LAN group 1 and multicast frames from
multicast router 1 are forwarded to hosts on the LAN side (LAN group 3) and
on the WAN side (DHCP1 and PPPoE1l). No IGMP request nor data multicast
are forwarded to LAN Group 2.

Figure3-31 Enable IGMP Proxy: LAN = Upstream
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Use Procedure 3-13 to configure your LAN group 1 as the upstream interface.

Procedure 3-13 Enable IGMP Proxy - Configure a LAN Group as Upstream Interface
Step - Action

1 Check Enable IGMP Multicast.

2 Configure the following WAN/LAN interfaces:
o DHCP1: Downstream
e PPPoE1: Downstream
e LAN group 1: Upstream
« LAN group 2:Ignore
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e LAN group 3: Downstream

Figure 3-32
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3 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

4 To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-13

Note—Atleast one WAN interface should be configured in order to enable the

IGMP proxy.

Table 3-13 describes the IGMP Proxy page fields.

Table 3-13

IGMP Proxy Field Descriptions

Field

Definition/ Description

Enable IGMP Proxy

Enables/disables IGMP multicast feature of the RG.

Connections

« Ignore

« Downstream

There are three types of configuration for each WAN/LAN connection:
» Upstream

End of Table 3-13
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3.16 Static Routing Page

The Static Routing page (Figure 3-33) enables you to define routes for specific
subnets on the WAN/LAN side. The RG allows you to manually program the
RG's routing table. Up to 16 static routes can be added.

Figure 3-33  Static Routing Page (Default)
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Table 3-14 describes the Static Routing page fields.

Table 3-14  Static Routing Field Descriptions

Field

Definition/ Description

Select a Connection

Select the LAN group or WAN connection to which a static routing
subnet is to be applied.

New Destination IP

The network IP address of the subnet. (You can also enter the IP address
of each individual station in the subnet).

Mask

The network mask of the destination subnet.

Gateway

The IP address of the next hop through which traffic will flow towards
the destination subnet.

Metric

Defines the number of hops the between network nodes that data
packets travel. The default value is 0, which means that the subnet is
directly one hop away on the local LAN network.

End of Table 3-14
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Suppose you have a network like the one shown in Figure 3-34. In your LAN,
you have an RG (192.168.1.1) and three stations connected to it (192.168.1.x). A
subnet is added to your LAN group by adding a second router (192.168.1.5/
10.0.0.1) with four stations (10.0.0.x) connected to it. The four stations in the
subnet cannot receive packets unless they are added to the routing table of your
RG. You can add each individual station to the routing table using the Static
Routing page, or more easily, you can add the whole subnet in one entry.
Procedure 3-14 explains how to add the subnet to the RG routing table.

Figure 3-34 Static Routing - LAN with Subnet

_g 192.168.1.2
—ﬂ 192.168.1.3
_g 192.168.1.4
10.0.0.2
2™ Router
192.168.1.5/
10.0.0.1 10.0.0.3

10.0.0.4

10.0.0.5

LU B G

Procedure 3-14 Configure Static Routing

Step - Action

1 From the Choose a connection drop-down menu, select your LAN
connection LAN Group 1.

2 Enter or leave the default entry for the following parameters:

New Destination IP: 70.0.0.0 (the network IP address of the subnet)
Mask: 255.255.255.0 (the subnet mask)

Gateway: 7192.168.1.5 (the LAN-side IP address of the second router,
through which the stations in the subnet access the network)

Metric: 0

You are telling the RG that a new subnet with an IP of 70.0.0.0 and a netmask
of 255.255.255.0 has been added and can access the RG via station 192.768.1.5.
The metric is 0 since the subnet is one level down on the LAN.
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5

6

Click Apply to temporarily activate the settings.

You have added the subnet to the routing table (Figure 3-35). The four stations
in the subnet can receive packets from the WAN.

Figure 3-35 Static Routing (with One Entry)
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Note—You can add up to 16 entries. You can also delete any entry using the
Delete checkbox.

Click Apply again when you finish making all the changes.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-14
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3.17 Dynamic Routing Page

The Dynamic Routing page is only available on the AR7WRD platform and not
availabel on the AR7VW platform in this release.

The dynamic routing feature enables the RG to dynamically define routes for
WAN and LAN subnets. Dynamic routing uses routing information protocol
(RIP) for exchanging routing information with other routers in the network. It
is supported across both WAN and LAN interfaces. Any RIP-enabled router
sends out automatic update packets containing its own routing table on a
periodic basis (every 30 secs). Similarly, it accepts such periodic updates from
other routers and adds, deletes, or modifies routes in its own routing table
accordingly. The router is also expected to receive requests for its routing table
and respond accordingly. Use the Dynamic Routing page (Figure 3-36) to
define dynamic routing routes for the available interfaces.

Figure 3-36 Dynamic Routing Page
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Table 3-15 describes the Dynamic Routing page fields.

Table3-15 Dynamic Routing Field Descriptions

Field

Definition/ Description

Enable RIP

Enables/disables RIP.

Protocol

The following three RIP versions are available:

« RIP v1 (UDP protocol)

+ RIP v2 (multicast protocol)

» RIP v1 compatible (UDP protocol with multicast format)

Note: Routers using RIP v1 or RIP v1-compatible protocol can talk to each
other, but not to routers using RIP v2 protocol.

Enable Password

This is an optional field. RIP version v2 compatibility allows you to
provide simple plain-text password-based authentication to RIP packets.
This field is disabled if RIP v1 protocol is selected.

Password

The password can be up to 16 characters long.

Direction

Normally when RIP is enabled on a router, it dynamically learns/provides
routes on all its configured interfaces. This parameter allows you to
select the interfaces on which RIP is expected to learn and distribute
routing information. This feature allows you to control how and which
routes get distributed through the network. For example, by selecting In
only mode, routes to private LAN networks are prevented from being
sent over to the WAN-side router. The following four direction options
are available:
+ Both: Receive updates on the interface and also send its routing table
to other routers connected to that interface.

« In: Receive routing updates from other routers connected to that
interface but do NOT send routing updates on that interface.

+ Out: Send routing updates but do NOT receive updates on this
interface from the other routers connected to that interface.

+ None: Ignore this interface and do not send or receive routing
updates through this interface.

End of Table 3-15

To demonstrate the use of the dynamic routing feature, consider an expanded
version of the network used in the static routing example in 3.16 “Static
Routing Page” on page 3-45. As shown in Figure 3-37, you have a network with
two LAN connections (192.168.1.x and 172.168.1.x), and each has a router and
a subnet. How can host A in subnet 1 (193.168.1.x) talk to host B in subnet 2
(173.168.1.x)? You have two options:

» As previously demonstrated in Procedure 3-14, using the static routing
feature, you can add both subnets to the routing table using the Static
Routing page (two separate entries).

« Youcan enable dynamic routing on all routers without having to manually
enter the individual routes. Keep in mind that you need to enable all
routers on this network and they should use the same protocol to be able
to communicate with each other. Procedure 3-15 shows you how to enable
and configure the dynamic routing feature on your RG.
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Figure 3-37 Dynamic Routing - LAN with Subnets
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Procedure 3-15 Configure Dynamic Routing

Step - Action
1 Check Enable RIP.

2 Select the RIP Protocol RIP v2 for training purpose.
The Enable Password field is enabled.
Note—The same RIP protocol should be used to enable dynamic routing on
all routers on the network.

3 Check Enable Password and enter a password.

This is an optional field for additional security.
4 For LAN group 1 and LAN group 2, leave Both checked in the Direction field.

5 Click Apply to temporarily activate the settings.

Notice you did not need to enter the subnet IP, mask, or gateway when using
the dynamic routing feature. The RGs can receive and transmit routing
information and add it to their own routing tables.

You also need to enable dynamic routing on routers 2 and 3.

6 Click Apply again when you finish making all the changes.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

7 To make the change permanent, click Tools and select System Commands.
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8 On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-15
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3.18 QoS
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QoS challenges in multiple
networks:

CoS:
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Quality of service (QoS) is an important feature for this release. The QoS
framework allows network administrators to configure the routers to meet the
real time requirements for voice and video.

As shown in Figure 3-38, different QoS marking is used in different network:
« ToS network: ToS bits in the IP header
o VLAN network: priority bits in the VLAN header
« DSCP network: uses only 5 bits of the CoS
e  WLAN: WLAN QoS header.

Figure 3-38 QoS Network
TOS Network DSCP Network
(TOS bits) (COS bits)

WME (WLAN)
LAN QoS header

VLAN Network
(Priority bits)

The QoS framework is supported on all the above domains. How do you make
them talk to each other? How can you make sure the priority from one network
is carried over to another network? Class of service (CoS) is introduced as the
common language for the QoS mappings. When QoS is enabled, the RG has full
control over packets from the time they enter the RG till they leave the RG. This
is how it works: The domain mapping (ToS bits, priority bits, etc.) of a packet
needs to be translated to CoS when the packet enter the RG, and vice versa, the
CoS of a packet needs to be translated back to the domain mapping when the
packet leaves the RG.

There are 6 types of CoS (in descending priority):

o« CoSl1
o« CoS2
e CoS3
« Co$4
o« CoS5
« CoS6
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The rules are:

1.

CoS1 has absolute priority and is used for expedited forwarding (EF)
traffic. This is always serviced till completion.

CoS2-CoS5 are used for assured forwarding (AF) classes. They are serviced
in a strict round robin manner using the following priority scheme:

CoS2 > CoS3 > CoS4 > CoS5
CoS6 is for best effort (BE) traffic. This is only serviced when there is no

other class of service. If QoS is not enabled on your RG, all traffic will be
treated as best effort.

AdditionalTerms ~ There are some additional terms you should get familiarize with:

Ingress: Packets arriving into the RG from a WAN/LAN interface.
Egress: Packets sent from the RG to a WAN/LAN interface.

Trusted mode: Honors the domain mapping (ToS byte, WME, WLAN
user priority).

Untrusted mode: Does not honor domain mapping. This is the default
QoS setting.

Traffic Conditioning Agreement (TCA): The TCA needs to be defined for
each interface:

- Ingress mappings (Domain =>CoS)
- Egress Mappings (CoS => Domain)

- By default, all interfaces are in Untrusted mode.
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o Shaper

Qos Flow Diagram  Figure 3-39 is a diagram that shows the QoS packet flow.

Figure 3-39 QoS Flow Diagram
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GUI Configuration  Your RG provides the following web pages for you to configure QoS:

« Ingress page: The Ingress page allows you to translate domain mapping
of an incoming packet to CoS. For more information, visit
3.18.1 “Ingress” on page 3-55.

o Egress page: The Egress page allows you to translate CoS of an outgoing
packet to a domain mapping. For more information, visit 3.18.2 “Egress”
on page 3-66.

« Shaper page: The Shaper page allows you to define rules and assign
bandwith for the CoS types. This page is applicable only to the Egress
interface. For more information, visit 3.18.4 “Shaper” on page 3-69.

« Policy Database page: Policy Routing (PR) rules apply when you
configure QoS for multiple WAN connection. The Policy Database page
also enables you to classify packets on the basis of various fields in the
packet. For information on how to configure PR, visit 3.19 “Policy
Database” on page 3-74. For information on QoS Ingress Payload
Database configuration, visit “Ingress Payload Database Configuration”
on page 3-61.

Note—The QoS/PR pages are recommended for ODM/OEMs’ use only and
should not be exposed to the end user.
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3.18.1 Ingress

The Ingress page (Figure 3-40) enables you to configure QoS for packets as
soon as they come into the RG. This page is accessed by selecting Ingress on the
Advanced main page. The domain mappings are converted to CoS (the
common language) so that the priority marking is carried over. There are four
modes that are discussed below:

Ingress Untrusted Mode

Untrusted is the default Ingress page setting for all interfaces. In this mode, no
domain mapping is honoured in the RG. All packets are treated as CoS6 (best
effort) as shown in Figure 3-40.

Figure 3-40 Ingress Page - Untrusted
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Ingress Layer 2 Configuration

Layer 2 page ((Figure 3-41) enables you to map an incoming packet with VLAN
priority to CoS. This feature is only configurable on the WAN interfaces as
VLAN is only supported on the WAN side in the current software release.
Figure 3-41 Ingress Page - Layer 2
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Table 3-16 describes the Ingress Layer 2 Configuration page settings.

Table 3-16  Ingress - Layer 2 Page Descriptions

Field Definition/ Description

Interface Select the WAN interface here to configure the CoS for incoming traffic.
Only WAN interface can be selected as VLAN is currently supported only
on the WAN side.

Class of Service The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

User Priority The selectionsare 0,1,2,3,4,5,6,7.

End of Table 3-16

Use Table 3-16 as a reference and follow Procedure 3-16 to configure Ingress
Layer 2 QoS settings.

Procedure 3-16 Ingress Layer 2 Priority Bits to CoS Configuration

Step - Action

1 From Interface drop-down box, select PPPoE].

You are configuring QoS on this WAN interface.
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2 Select CoSTin Class of Service and 5 in Priority Bits.

Any packets with priority marking 5 is mapped to CoS7, the highest priority
that is normally given to the voice packets.

3 Click Apply to temporarily activate the settings.

4 Select CoS2in the Class of Service field and 7 in the Priority Bits field.
Any packets that have a priority bits of 7 is mapped to CoS2, which is the
second highest priority. This is given to the high priority packets such as video.
5 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

6 Repeat step 2-5 to add more rules to PPPoE1.
Up to eight rules can be configured for each interface.
Note—Any priority bits that have not been mapped to a CoS default to CoS6,
the lowest priority.

7 Repeat step 1-6 to create rules to another WAN interface.
Note—Any WAN interface that is not configured has the default Untrusted
mode.

8 To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-16

Ingress Layer 3 Configuration

The Layer 3 page (Figure 3-42) allows you to map ToS bits of incoming packets
from the IP network to CoS for each WAN/LAN interface.
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Figure 3-42
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Table 3-17 describes the Ingress - Layer 3 Configuration page settings.

Table 3-17 Ingress - Layer 3 Page Descriptions
Field Definition/ Description
Interface For both WAN and LAN interfaces, you can configure QoS for layer 3 (IP)

data traffic.

Class of Service

This CoS field allows you to map incoming layer 3 WAN/LAN packets to
one of the following CoS (in the order of descending priority): CoS7,
CoS2, CoS3, CoS4, CoS5, and CoSé.

ToS

The type of service field takes values from 0 to 255.

Default Non IP

A static CoS can be assigned to all layer 3 incoming packets (per
interface) that do not have an IP header, such as PPP control packets and
ARP packets. The default is CoS7 (recommended).

End of Table 3-17

Procedure 3-17

Use Table 3-17 as a reference and follow Procedure 3-17 to configure Ingress
Layer 3 QoS settings.

Ingress Layer 3 ToS to CoS Configuration

Step - Action

1 From Interface drop-down box, select LAN Group 1.

You are configuring QoS on this interface.
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2 Select CoST7in Class of Service and enter 22 in Type of Service (ToS).

Any incoming packet from LAN Group 1 (layer 3) with a ToS of 22 is mapped to
CoS1, the highest priority, which is normally given to the voice packets.

3 Leave the default value CoS7 in Default Non-IP.
Any incoming packet from LAN Group 1 without an IP is mapped to CoS1, the
highest priority.

4 C(Click Apply to temporarily activate the settings.
Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

5 Repeat step 2-4 to add more rules to LAN Group 1.
Up to 255 rules can be configured for each interface.
Note—Any ToS that have not been mapped to a CoS is treated as CoS6, the
lowest priority.

6 Repeat step 1-5 to create rules to another WAN/LAN interface.
Note—Any WAN/LAN interface that is not configured has the default
Untrusted mode.

7 To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-17
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Ingress Static Configuration

The Ingress - Static page (Figure 3-43) enables you to configure a static CoS for
all packets received on a WAN or LAN interface.

Figure 3-43 Ingress Page - Static
*3 Texas Instruments | HOME | SETUP EENIEUDGNN WIRELESS | TOOLS | STATUS | HELP

Voice & INGRESS

uPnP &

SNTP 2 Interface :

TR-069 O Untrusted O Layer2 O Layer3 @ Static
Port Forwarding
IP Filters

LAN Clients

ENessation Class of Service : v

TR-068 WAN
Access

Bridge Filters

Web Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Policy Database
Ingress
Egress

shaper Creser | aoowy ]| concel|

Web Access Control

SSH Access Control
Voice provision
Log Out

To configure, follow Procedure 3-18 to configure Ingress static QoS settings.

Procedure 3-18 Ingress Static Configuration

Step - Action

1 Atthe Interface drop-down box, select Ethernet.

You are configuring QoS on this interface only. Any WAN/LAN interface that is
not configured has the default Untrusted mode.

2 Select CoST7in Class of Service.
All incoming traffic from the Ethernet interface receives CoS1, the highest
priority.

3 Click Apply to temporarily activate the settings.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.
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4 To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-18

Ingress Payload Database Configuration

The Policy Database Configuration page (Figure 3-44) is accessed by selecting
Policy Database on the Advanced home page. This page enables you to
configure QoS payload database and policy routing. The QoS payload database
configuration will be discussed here. The policy routing configuration will be
discussed in 3.19 “Policy Database” on page 3-74.

Figure 3-44 Policy Database Page - Ingress Payload Database Configuration

3 Texas Instruments HOME | SETUP  EEDITUDG WIRELESS  T00LS | STATUS | HELP

Voice Q Policy Database Configuration
uPnp
SNTP

TR-069 Ingress Interface :| LAN group 1 W Destination Interface :| PPPoE1 v

Port Forwarding DiffServ Code Point : | Class of Service :| CoS1 v

IP Filters
Source IP :l:’ Destination IP :I:J

LAN Clients

LAN Isolation

TR-068 WAN

Access Q Protocol : !

Bridge Filters Source Port Start: E Source Port End: E
Web Filters Destination Port Start: E Destination Port End: E

Dynamic DNS Client

1GMP pro 2 L]
Xy Source MAC Qos related fields

Static Routing
Policy Database Local Routing Mark: E
Ingress

Egress Ingress Interface DSCP Source IP Destination IP Source Port Start Destination Port Start  Protocol Local Mark Delete
Shaper Dest Interface  CoS  Mask Mask Source Port End Destination Port End Source MAC

Web Access Control m m

SSH Access Control

Voice provision
Log Out

QoS can be configured in the Ingress and Egress pages on a per interface basis.
The Policy Database page enables you to classify packets on the basis of various
fields in the packet.

The following fields, as shown in Figure 3-44, can be configured for QoS:
« CoS
o Source IP address/mask
o Destination IP address/mask
» Protocol

o Source port start
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o Source port end
o Destination port start
o Destination port end

o Source Mac address

You can configure any or all field as needed. Table 3-18 describes the
QoS-related fields on the Policy DatabaseConfiguration page.
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Table 3-18  Policy Database Page QoS-related Field Descriptions

Field

Definition/ Description

Ingress Interface

This field is applicable for policy routing configuration only and will be
discussed in 3.19 “Policy Database” on page 3-74.

Destination Interface

This field is applicable for policy routing configuration only and will be
discussed in 3.19 “Policy Database” on page 3-74.

DiffServ Code Point

This field is applicable for policy routing configuration only and will be
discussed in 3.19 “Policy Database” on page 3-74.

Class of Service

The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
CoS6, and N/A.

Source IP

The IP address of the traffic source.

Mask

The source IP netmask. This field is required if the source IP has been
entered.

Destination IP

The IP address of the traffic destination.

Mask The netmask of the destination. This field is required if the destination IP
has been entered.
Protocol The selections are TCP, UDP, ICMP, Specify, and none. If you choose

Specify, you need to enter the protocol number in the box next to the
Protocol field.

This field cannot be configured alone, additional fields like IP and/or
Source MAC should be configured.

This field is also required if the source port or destination port has been
entered.

Source Port Start

The starting port of the source protocol. You cannot configure this field
without entering the protocol first.

Source Port End

The ending port of the source protocol. You cannot configure this field
without entering the protocol first.

Destination Port Start

The starting port of the destination protocol. You cannot configure this
field without entering the protocol first.

Destination Port End

The ending port of the destination protocol. You cannot configure this
field without entering the protocol first.

Source MAC

The MAC address of the traffic source.

Local Routing Mark

This field is applicable for policy routing configuration only and will be
discussed in 3.19 “Policy Database” on page 3-74.

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.

End of Table 3-18

Using Table 3-18 as a reference, let’s configure QoS using the Policy Database
Configuration page. In Figure 3-45, your RG has the following configuration:

o WAN connection: PPPoE1 (default gateway).
o Two LAN groups: LAN group 1 and LAN group 2

o Two PCsin LAN group 1. You use PC 1 (192.168.1.5) to download movie
and PC 2 (192.168.1.10) to surf the internet.
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Goal: You want to give priority to PC 1 traffic over PC 2 traffic.

Figure 3-45 Ingress Payload Database Configuration Example 1

WAN
PPPoE1
LAN group 1 LAN group 2
192.168.1.x | 192.168.2.x
- ﬂ é
PC1 PC2:

192.168.1.5 192.168.1.10

Follow Procedure 3-19 to configure the QoS rule. Use Table 3-18 on page 3-63
as a reference.

Procedure 3-19 Configure Ingress Payload Database

Step - Action

1 IntheIngress field, select not applicable.

The field is applicable for policy routing only.

2 Inthe Destination Interface field, select not applicable.

The field is applicable for policy routing only.
3 Inthe Class of Service field, leave the default CoS7.
4 Inthe Destination IP field, enter 792.168.1.5.
5 Inthe Destination IP Mask field, enter 255.255.255.255.
6 Inthe Protocol field, leave the default selection TCP.

7 Click Apply to temporarily activate the settings on the page.
The rule is generated at the bottom of the page (Figure 3-46).
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Figure 3-46
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Note—The changes take effect when you click Apply; however, if the RG

3 Texas INSTRUMENTS | HOME

Ingress Payload Database Rule 1

R  ADVANCED

Ingress Interface :| LAN group 1 v
DiffServ Code Point :|:|

Protocol : E
Source Port Start: I:l
Destination Port Start: |:|

Local Routing Mark:l:]

WIRELESS  TOOLS

STATUS  HELP

Policy Database Configuration

Destination Interface :| PPPoE1 v
Class of Service :| CoS1 v

Destination IP :l:l

Source Port End:l:l
Destination Port End: |:|

Ingress Interface DSCP Source IP  Destination IP Source Port Start Destination Port Start  Protocol ~Local Mark Delete

Dest Interface CoS  Mask Mask Source Port End Destination Port End Source MAC
192.168.1.5 tcp ]
CoS1 255.255.255.255

configuration is not saved, these changes will be lost upon RG reboot.

8 To make the change permanent, click Tools and select System Commands.

On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-19

WLAN Ingress Support

WLAN Ingress is supported; however, it is hard-coded and is not configurable
on the Ingress pages. More information is available at 3.18.3 “WLAN QoS
Support” on page 3-69.
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3.18.2 Egress
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Egress Layer 2 Configuration
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Static Routing
Policy Database
Ingress

Egress

Shaper

Web Access Control
SSH Access Control

Voice provision

Log Out

For packets going out of the RG, the marking (CoS) need to be translated to the
mappings understood by the network domains. The reverse CoS and domain
mapping is configured using the Egress page (Figure 3-47). This page is
accessed by selecting Egress on the Advanced main page.

The default Egress page setting for all interfaces is No Egress. In this mode, the
domain mappings of the packets are untouched.

Figure 3-47 Egress Page - No Egress
%3 TExAS INSTRUMENTS  HOME

SETUP ADVANCED WIRELESS | TOOLS  STATUS HELP

EGRESS

Connection :

® No Egress (O Layer2 (O Layer3

No Egress TCA defined

The Egress Layer 2 page (Figure 3-48) enables you to map the CoS of an
outgoing packet to user priority bits, which is honoured by the VLAN network.
Again, this feature is only configurable on the WAN interfaces as VLAN is only
supported on the WAN side in the current release.
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Figure 3-48 Egress Page - Layer2
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EGRESS

Connection :
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Port Forwarding
IP Filters
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TR-068 WAN
Access

Bridge Filters

Web Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database
Ingress

Egress

Undlassified Packet : b

User Priority : Class of Service :

Class of Service User Priority

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

Table 3-19 describes the Egress Layer 2 Configuration page settings.

Table 3-19  Egress - Layer 2 Page Descriptions

Field

Definition/ Description

Interface

Select the WAN interface to configure the QoS for outgoing packets. LAN
interface can not be selected as VLAN is currently supported on the WAN
side only.

Unclassified Packet

Some locally generated packets might not have been classified and thus
do not have a CoS value, such as PPP control packet and ARP packet. You
can define the CoS for all unclassified outgoing packets on layer 2 using
this field, which will then pick up the user priority bits based on the
mapping rules you create. The selections are (in the order of descending
priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6. The default value is
CoST1 (recommended).

User Priority

The selectionsare 0,1, 2,3,4,5,6, 7.

Class of Service

The selections are (in the order of descending priority): CoS71, CoS2, CoS3,
CoS4, CoS5, and CoS6.

End of Table 3-19
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Egress Layer 3 Configuration
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Log Out

The Egress Layer 3 page (Figure 3-49) enables you to map CoS to ToS so that
the priority marking of outgoing packets can be carried over to the IP network.

Figure 3-49 Egress Page - Layer 3

SETUP  ELIEUTWSE  WIRELESS | TOOLS  STATUS HELP

EGRESS

Connection :

(O No Egress (O Layer2 ® Layer3

Default Non-IP:
Translated Tos: |:| Class of Service :
Class of Service Translated TOS

| Reset [ Apply ] cancel |

Table 3-20 describes the Egress - Layer 3 Configuration page settings.

Table 3-20  Egress - Layer 3 Page Descriptions
Field Definition/ Description
Interface Select the WAN/LAN interface here to configure the QoS for outgoing

traffic to the IP network.

Default Non-IP

Locally generated packets (such as ARP packets) do not have a CoS
marking. You can define the CoS for all unclassified outgoing packets on
layer 3 using this field. The selections are (in the order of descending
priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6. The default value is
CoST (recommended).

Translated ToS

The Type of Service field takes values from 7 to 255. The selections are 0,
1,2,3,4,56,7.

Class of Service

The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoS6.

End of Table 3-20
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WLAN Egress Support

WLAN Egress is supported; however, it is hard-coded and is not configurable
on the Egress pages. More information is available in the WLAN QoS Support
section that follows.

3.18.3 WLAN QoS Support

The WLAN QoS is supported; however, it is hard-coded and is not configurable
on the Ingress and Egress pages.

Table 3-20 describes the WLAN QoS settings.

Table3-21  WLAN QoS Settings

User Priority Class of Service WME Priority DSCP Map
0 (Best-Effort) CoS5 0 0 (0x0)

1 (Background) CoS6 1 8 (0x20)

2 (Background) CoS6 2 16 (0x40)

3 (Best-Effort) CoS5 3 24 (0x60)
4 (Video) CoS2 4 32 (0x80)

5 (Video) CoS2 5 40 (0xAO0)
6 (Voice) CoS1 6 48 (0xCO0)
7 (Voice) CoS1 7 56 (0xEO)
End of Table 3-21

There is no shaper support on WLAN interface.

3.18.4 Shaper

The Shaper Configuration page (Figure 3-50) is accessed by selecting Shaper
on the Advanced main page. Three shaper algorithms are supported:

« HTB
o Low Latency Queue Discipline
« PRIOWRR

[ ] Note—Egress TCA is required if shaper is configured for that interface.
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Figure 3-50 Shaper Page
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Table 3-22 describes

the Shaper Configuration page settings.

Table3-22  Shaper Configuration Descriptions

Field

Definition/ Description

Interface

The selections are WAN/LAN interfaces except WLAN, which does not
support Shaper feature. This field needs to be selected before shaper
configuration.

Max Rate

This field is applicable for the HTB Queue Discipline and Low Latency
Queue Discipline, both are rate-based shaping algorithms.

HTB Queue Discipline

The hierachical token bucket queue discipline is a rate-based shaping
algorithm. This algorithm rate shapes the traffic of a class over a specific
interface. All CoSx traffic is assigned a specific rate to which data will be
shaped to. For example: If CoS1 is configured to 100Kbps then even if
300Kbps of CoS1 data is being transmitted to the interface only 100Kbps
will be sent out.

Low Latency Queue
Discipline

Thisis similar to the above algorithm except that CoS1 is not rate limited.
So in the example above CoS1 data is not rate limited to 100Kbps but
instead all 300Kbps is transmitted. The side effect is that a misconfigured
stream can potentially take all bandwidth.

PRIOWRR

This is a priority based weighted round robin algorithm operating on
CoS2-CoS6. CoS1 queues have the highest priority and are not
controlled by the WRR algorithm.

End of Table 3-22
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Of the three shaping algorithms available on the Shaper Configuration page,
only one can be enabled at a time. An example of each configuration is given as
follows.

Example 1: HTB Queue Discipline Enabled

In the example below, HTB Queue Discipline is enabled. The PPPoE1
connection has a total of 300 kbits of bandwith, of which 100 kbits is given to
CoS1 and another 100 kbits is given to CoS2. When there is no CoS1 or CoS2
packets, CoS6 packets have the whole 300 kbits of bandwith.

Figure 3-51 Shaper Page - HTD Queue Discipline Enabled
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Example 2: Low Latency Queue Discipline Enabled

In this second example (Figure 3-52), Low Latency Queue Discipline is
enabled. CoS1 is not rate controlled (hence the field is disabled). CoS2 takes 100
kbits when there is no CoS1 packets. CoS6 has 300 kbits when there is no CoS1
or CoS2 packets. This is similar to the HTB queue discipline as they are both
rate-based algorithm, except that CoS1 is handled differently.

Figure 3-52 Shaper Page - Low Latency Queue Discipline Enabled

%3 TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS = TOOLS  STATUS HELP

Voice & Shaper Configuration

uPnP

SNTP &

TR-069 Interface :

Port Forwarding [J HTB Queue Discipline Max Rate:

1P Filters E‘ Low Latency Queue Discipline

LAN Clients

I':(-::gss e 2 Cos3: |0 Kbits CoS4 : D Kbits
:::g;;t:rs CoSS5 : D Kbits  CoS6 : Kbits

Dynamic DNS Client () PRIOWRR

IGMP Proxy & CoS2 : l:'% CoS3: E]% CoS4 : ‘:l% CoS5 : C]% CoS6 : [:]%

Static Routing
Policy Database

Ingress
|_Reset [ apply [§ cancel |

Egress

Shaper
Web Access Control

SSH Access Control

Voice provision
Log Out

3-72

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package



3.18 QoS
DoclID: 001587 Chapter 3—Advanced

Example 3: PRIOWRR Enabled

In this third example, PRIOWRR is enabled. Since PRIOWRR operates only on
the number of packets being transmitted, the max rate field has been disabled.
Only percentage can be assigned to the CoS2 - CoS6. CoSl1 is not rate controlled
(hence the field is not displayed). When there is no CoS1 packets, CoS2, CoS3,
CoS4 each has 10 percent, and CoS6 has 70 percent. This is similarly to the Low
Latency Queue discipline, except that one is packet-based, and the other is
rate-based.

Figure 3-53 Shaper Page - PRIOWRR Enabled
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3.19 Policy Database

The Policy Database Configuration page (Figure 3-54) is accessed by selecting
Policy Database on the Advanced home page. This page enables you to
configure policy routing and QoS. The policy routing configuration is discussed
as follows. The QoS configuration is discussed in “Ingress Payload Database
Configuration” on page 3-61.

Figure 3-54 Policy Database Configuration Page

ADVANCED

Policy Database Configuration

Ingress Interface :| LAN group 1 v Destination Interface :| PPPoE1 v
DiffServ Code Point : Class of Service :|CoS1 v
Source IP : Destination IP :
Mask : Mask :
Q| Protocol :| TCP v
Source Port Start: Source Port End:
Destination Port Start: Destination Port End:
Source MAC :
Policy Database Local Routing Mark:
Ingress Interface DSCP Source IP Destination IP Source Port Start Destination Port Start  Protocol Local Mark Delete
Dest Interface CoS  Mask Mask Source Port End Destination Port End  Source MAC

Table 3-23 describes the Policy Database Configuration page settings.

Table 3-23  Policy Database Configuration Field Descriptions

Field Definition/ Description

Ingress Interface The incoming traffic interface for a Policy Routing rule. Selections
include LAN interfaces, WAN interfaces, Locally generated (traffic), and not
applicable. Examples of Locally generated traffic are: voice packets,
packets generated by applications such as DNS, DHCP, etc.

Destination Interface The outgoing traffic interfaces for a Policy Routing rule. Selections
include LAN Interfaces and WAN interfaces.

DiffServ Code Point The diffServ code point (DSCP) field value ranges from 1 to 255. This field
cannot be configured alone, addtional fields like IP, Source MAC, and/or
Ingress Interface should be configured.

Class of Service This field is applicable for Ingress Payload Database configuration only
and is discussed in “Ingress Payload Database Configuration” on
page 3-61.
Source IP The IP address of the traffic source.
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Table 3-23  Policy Database Configuration Field Descriptions

Field Definition/ Description

Mask The source IP netmask. This field is required if the source IP has been
entered.

Destination IP The IP address of the traffic destination.

Mask The netmask of the destination. This field is required if the destination IP

has been entered.

Protocol The selections are TCP, UDP, ICMP, Specify, and none. If you choose
Specify, you need to enter the protocol number in the box next to the
Protocol field.

This field cannot be configured alone, addtional fields like IP, Source
MAC, and/or Ingress Interface should be configured.

This field is also required if the source port or destination port has been
entered.

Source Port Start The starting port number of the source protocol. You cannot configure
this field without entering the protocol first.

Source Port End The ending port number of the source protocol. You cannot configure
this field without entering the protocol first.

Destination Port Start The starting port number of the destination protocol port. You cannot
configure this field without entering the protocol first.

Destination Port End The ending port number of the destination protocol. You cannot
configure this field without entering the protocol first.

Source MAC The MAC address of the traffic source.

Local Routing Mark This field is enabled only when Locally Generated is selected in the
Ingress Interface field. The mark for DNS traffic generated by different
applications are described below:

« Dynamic DNS: OxE1

+ Dynamic Proxy: OxE2

+ Web Server: OXE3

« MSNTP: OxE4

+ DHCP Server: OXE5

« IPtables Utility: OXE6

+ PPP Deamon: OxE7

« IP Route: OXE8

+ ATM Library: OXE9

+ NET Tools: OXEA

+ RIP: OXEB

+ RIP v2: OXEC

« UPNP: OxEE

«+ Busybox Utility: OXEF

«» Configuration Manager: 0xFO

+ DropBear Utility: OxF1

+ Voice: 0

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields
End of Table 3-23
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Currently routing algorithms make decision based on destination address, i.e.,
only Destination IP address and subnet mask is supported. The Policy Routing
page enables you to route packets on the basis of various fields in the packet. The
following fields can be configured for Policy Routing:

o Destination IP address/mask

o Source IP address/mask

o Source MAC address

e Protocol (TCP, UDP, ICMP, etc)
e Source port

o Destination port

o Incoming interface

« DSCP

Example 1: Traffic Segregation

In the first example, we will use the Policy Routing Configuration page to
configure traffic segregation. In Figure 3-55, your RG has the following
configuration:

o Two WAN connection: PPPoE1 (broadband connection) and PPPoE2
(dial-up and default gateway).

o Two LAN groups: LAN group 1 and LAN group 2
o Two computers in LAN group 1
o Two computers in LAN group 2
Goal: You want to reserve PPPoE1 for use by LAN group 1 computers only.

Figure 3-55 Policy Routing Configuration Example 1

PPPOE1 PPPoE2
(Broadband) (Dial-up
WAN and default gateway)

LAN group 1 LAN group 2

)
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Use Table 3-23 on page 3-74 as a reference and follow Procedure 3-20 to
configure the PR rule.

Procedure 3-20 Create PRrule

Step - Action
1 InthelIngress field, select LAN Group 1.
2 Inthe Destination Interface field, select PPPoE]1.
3 Inthe Class of Service field, select N/A.
4 Inthe Protocol field, leave the default selection None.
This is to select all protocols.
5 Click Apply to temporarily activate the settings on the page.
The first rule is created. Voice traffic from LAN group 1 will go out on PPPoET1.
6 Inthe Ingress field, select PPPoET.
7 Inthe Destination Interface field, select LAN Group 1.
8 Inthe Class of Service field, select N/A.
9 Inthe Protocol field, leave the default selection None.
This is to select all protocols.
10 Click Apply to temporarily activate the settings on the page.
Packets arriving into LAN group 1 will come from PPPoE1. The rule is generated
at the bottom of the page (Figure 3-56).
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Figure3-56 Policy Database Rule 1
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ADVANCED

S

Ingress Interface :| LAN group 1
DiffServ Code
Point :
Source IP :
Mask :
| Access %)
Protocol :| TCP v
Source Port Start:
Destination Port Start:
Qi Source MAC :

Local Routing Mark:
Policy Database

Destination
b Interface : PPPoET b

Class of Service :/CoS1 v

Destination IP :

Mask :

Source Port End:

Destination Port End:

Ingress Interface DSCP Source IP Destination IP Source Port Protocol Local Mark Delete
Dest Interface CoS  Mask Mask Destination Port Source MAC
br0 O
PPPO
PPPO O
br0
_apply [ cancel |

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

11 To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

End of Procedure 3-20

Example 2: Handling Voice Traffic

In the second example, you will learn how to handle voice traffic in policy

routing.

In Figure 3-55, your RG has the following configuration:
o Two WAN connection: PPPoE1 (broadband connection) and PPPoE2

(data traffic and default gateway).

o LAN side: LAN group 2 with two computers connected

« Two phones plugged into the phone ports

Goal: You want to route the locally-generated voice traffic to PPPoEL.

What you should do: You should enable voice on the Voice setup page (“Voice
Page” on page 3-4). By default, voice is enable on the first WAN connection that
is created. Make sure PPPoEl is enabled and Policy routing rules are

automatically added. No configuration is required on the Policy Database page.
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Figure 3-57 Policy Routing Configuration Example 2

PPPoE1 PPPoE2
(Voice Traffic Only) (data traffic
WAN and default gateway)
LAN
LAN group 2

Es & S

Example 3: Handling DNS Packets

In example 3 (Figure 3-58), you will learn how to handle DNS packets. The
policy routing configuration for all four types of DNS packets are disscussed
below.

Figure 3-58 Policy Routing Configuration Example 3

PPPoE1
PPPoE2 PPPoE3
(default gateway)

DNS server

RG 192.168.1.1
—Ey

IP: 192.168.1.3
Gateway: 192.168.1.1 IP: 192.168.1.2
Gateway: 192.168.1.1
DNS: 10.10.10.5
DNS: 192.168.1.1

PC 1 (with static IP) PC 2 (DHCP enabled)

1. DNS packets generated by voice application
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The following settings should be configured:

Ingress interface: Locally generated
Destination interface: PPPoE2
Protocol: UDP

Destination port start: 53 (DNS port)
Destination port end: 53 (DNS port)

Local marker: 0

DNS packets generated by applications such as DDNS

The following settings should be configured:

Ingress interface: Locally generated
Destination interface: PPPoE3
Protocol: UDP

Destination port start: 53 (DNS port)
Destination port end: 53 (DNS port)
Local marker: 225 (0xE1)

DNS requests from DHCP clients (when the RG is the DHCP/DNS server)
The following settings should be configured:

Ingress interface: Locally generated
Destination interface: PPPoE3
Protocol: UDP

Destination port start: 53 (DNS port)
Destination port end: 53 (DNS port)
Local marker: 226 (0xE2)

DNS requests from the LAN side (When there is a external DHCP/DNS
server)

Ingress interface: LAN Group I or N/A (not Locally generated)
Source IP address: 192.168.1.3

Mask: 255.255.255.255

Protocol: UDP

Destination port start: 53 (DNS port)

Destination port end: 53 (DNS port)
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3.20 Web Access Control Page

The Web Access Control page (Figure 3-59) allows you to access the RG
remotely via the web from the WAN side.

Figure 3-59 Web Access Control Page

® TEXAS INSTRUMENTS  HOME

Voice

uPnP

SNTP

TR-069

Port Forwarding
IP Filters

LAN Clients

LAN Isolation

TR-068 WAN
Access

Bridge Filters

Web Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Policy Database
Ingress

Egress

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

SETUP ADVANCED WIRELESS | TOOLS  STATUS HELP

Web Access Control

Enable: [J

Choose a connection: [ PPPoE1 v ‘

Remote Host IP:|0.0.0.0
Remote Netmask: 255.255.255.255
Redirect Port:|8080

If you want to access your RG at home from a remote location such as your
office, use Table 3-24 on page 3-82 as a reference and configure your WAN IP
address using Procedure 3-21.

Procedure 3-21

Enable Web Access Control (WAN-Side)

Step - Action

1

2

On your LAN-side PC, access the Web Access Control page.

Check Enable to enable the Web Access Control feature.

In the Choose a Connection field, leave the default WAN connection selected.

In the Remote Host IP field, enter the IP address of the PC on the WAN-side
(for example, 70.70.10.7). This is the PC you will use to access your RG remotely.

In the Remote Netmask field, enter the IP netmask of the WAN-side PC for

remote access.

Enter a port number In the Redirect Port field (for example, 8080).
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Click Apply to temporarily activate the settings on the page.

This WAN address is added to the IP Access List. This allows you to access you
RG at home from a WAN IP (70.70.70.1) via Web.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

To access your RG from the remote IP (70.10.70.1), enter the following in the
URL:

Syntax: http(s)://WAN IP of RG:Port Number

Example: http(s)://10.10.10.5:80
Note—The WAN-side IP address of the RG can be obtained from the Status =>
Connection Status page (Figure 6-6 on page 6-6).

Log in as Admin/Admin, user/user, or router/router.

End of Procedure 3-21

Table 3-24 describes the Web Access Control page settings:

Table3-24 Web Access Control Field Descriptions

Field Definition/ Description

Enable Enables/disables the remote web access feature.

Choose a connection Select the WAN connect over which the remote web access feature is
enabled.

Remote Host IP Enter the IP address of the remote host.

Remote Netmask Enter the netmask of the remote host.

Redirect Port You can enter a port number in this field that is different from the
well-known IP port number 80. The port number that you enter will be
viewed externally and mapped to port 80 internally in the RG.

End of Table 3-24
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3.21 SSH Access Control Page

The SSH Access Control page (Figure 3-60) allows you to access the RG
remotely via SSH from the WAN side. You need a SSH client such as Tera term
(v.31).

Figure 3-60 SSH Access Control Page

KB TexAs INSTRUMENTS | HOME SETUP ADVANCED WIRELESS ~ TOOLS = STATUS HELP

Voice & SSH Access Control
uPnP
SNTP ble: O
Enable:

TR-069

Choose a connection: [ PPPoE1 V‘
Port Forwarding
IP Filters Remote Host IP:|0.0.0.0
LAN Clients Remote Netmask: |255.255.255.255
LAN Isolation
TR-068 WAN
Access
Bridge Filters
Web Filters
Dynamic DNS Client
IGMP Proxy
Static Routing
Policy Database
Ingress
o |_apply ] cancel

Shaper
Web Access Control

SSH Access Control

Voice provision

Log Out

If you want to access your RG at home from a remote location such as your
office via SSH, use Table 3-25 on page 3-84 as a reference and configure your
WAN IP address using Procedure 3-22.

Procedure 3-22 Enable SSH Access Control (WAN-Side)
Step - Action

1 Onyour LAN-side PC, access the SSH Access Control page.
2 Check Enable to enable the SSH Access Control feature.
3 Inthe Choose a Connection field, leave the default WAN connection selected.

4  Inthe Remote Host IP field, enter the IP address of the PC on the WAN-side
(for example, 70.70.70.7). This is the PC you will use to access your RG remotely.

5 In the Remote Netmask field, enter the IP netmask of the WAN-side PC for
remote access.

6 Enter a port number In the Redirect Port field (for example, 8080).

Residential Gateway User Guide (BookID: NSP-001584/A) 3-83
Product Release: 3.7.1 Network Support Package



3.21 SSH Access Control Page
Chapter 3—Advanced

3-84

7

10

DoclID: 001587

Click Apply to temporarily activate the settings on the page.

This WAN IP address is added to the IP Access List. This allows you to access
you RG at home from a WAN IP (70.70.10.1) via the Web.

Note—The changes take effect when you click Apply; however, if the RG
configuration is not saved, these changes will be lost upon RG reboot.

To make the change permanent, click Tools and select System Commands.
On the System Commands page (Figure 5-2 on page 5-3), click Save All.

To access your RG from the remote IP (70.70.70.7), open a SSH client such as
Tera term (v.3.1). Select New Connection under File and configure the
following:

o TCP/IP: check to enable TCP/IP
o Host: Enter the RG’'s WAN-side IP address, for example, 70.70.70.5

« Service: Select SSH

Figure 61 Create New SSH Connection Using Tera term
Tera Term: New connection

® TCP/IP

fost hd

Service: (~ Telnet  TCP port# ,227
® SSH
(" Other

(" Serial

oK Cancel | Help

Note—The WAN-side IP address of the RG can be obtained from the Status =>
Connection Status page (Figure 6-6 on page 6-6).

Click OK. At the prompts, enter your login and password, such as
Admin/Admin.

End of Procedure 3-22

Table 3-25 describes the SSH Access Control page settings:

Table 3-25 SSH Access Control Field Descriptions
Field Definition/ Description
Enable Enables/disables the remote SSH access feature.

Choose a connection

Select the WAN connection over which the remote SSH access feature is
enabled.
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Table 3-25 SSH Access Control Field Descriptions

Field

Definition/ Description

Remote Host IP

Enter the IP address of the remote PC you will use to access the RG.

Remote Netmask

Enter the netmask of the remote PC you will use to access the RG.

End of Table 3-25
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3.22 Voice Provision

Figure 3-62 shows the default Voice Provision page. The Voice Provisioning
page (Figure 3-62) allows you to define voice DNS servers, view provisioning
status, and access the voice parameters configuration page.

Figure 3-62 Voice Provision Page
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Web Filters

Dynamic DNS Client

IGMP Proxy

Voice DNS Serverl:

Static Routing

Policy Database

Ingress
| apply ] cancel |

Egress

Shaper

Web Access Control
SSH Access Control
Voice provision

Log Out

Table 3-26 describes the Voice Provision page settings:

Table 3-26  Voice Provision Field Descriptions

Field Definition/ Description

Provisioning Status Provides the provisioning status: Provisioned or Not provisioned. This is a
view-only field.

Voice DNS Server 1 The IP address of the primary voice DNS server provided by the voice
service provider.

Voice DNS Server 2 The IP address of the secondary voice DNS server provided by the voice
service provider.

End of Table 3-26
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3.22.1 Voice Parameters Page

The Voice Parameters page can be accessed by clicking the Configure Voice
Parameters link on the Provisioning page (Figure 3-63 is for the SIP build and
Figure 3-64 is for the MGCP build). This page enables ODM/OEMs to
configure voice parameters for phone port 1. Since port 2 is also supported,
ODM/OEMs have the option to add a voice parameters page for port 2. The
Voice Parameters pages should not be seen by the end user.

[J Note—More information about voice configuration parameters can be found
in the XML Provisioning Developer Guide.

Figure 3-63 Voice Parameters Page (SIP Build)
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Figure 3-64 Voice Parameters Page (MGCP Build)
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Wireless LAN (WLAN)

The wireless local area networks (WLAN) tab allows you to perform WLAN
interface configuration functions.

This chapter discusses:

o "Wireless Main Page" on page 4-2

o "Wireless Setup Page" on page 4-3

o "Wireless Configuration Page" on page 4-7
o "Multiple SSID" on page 4-9

o "Wireless Security Page" on page 4-11

o "Wireless Management" on page 4-16

o "WDS" on page 4-18

o "Wireless Statistics Page" on page 4-20

« "Hidden Pages" on page 4-21
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4.1 Wireless Main Page

Figure 4-1 shows the Wireless main page, which is accessed by clicking the
Wireless tab at the top of the page. This page provides access to the following
wireless configuration pages:

o Setup

« Configuration
o Multiple SSID
o Security

e Management
« WDS

e LogOut

Figure 4-1 Wireless Main

%3 TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS To0LS STATUS HELP

Setup Wireless

Configuration The Wireless section allows you to:
Multiple SSID
Security

Setup Select to setup basic wireless parameters for primary SSID.

Management Configuration Select to configure advanced wireless parameters.

WDS Multiple SSID Configure Multiple SSIDs.

Log Out Security Configure Wireless Security.

Management Configure Wireless Management.

WDS Configure Wireless Distribution System parameters.
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4.2 Wireless Setup Page

Figure 4-2 shows the default Wireless Setup page, which is accessed by clicking
the Setup link. This page provides basic access point (AP) parameter settings.

Figure4-2  Wireless Setup Page

& TExas INSTRUMENTS  HOME | SETUP | ADVANCED WIRELESS STATUS HELP

TooLs

Setup Wireless Setup
Configuration
Multiple SSID
Security Enable AP:
Management Primary SSID: | TI-FAR7VW
LS Hidden SSID:

Loglouy Channel B/G:

802.11 Mode: Mixed v
4X:

User Isolation:

DDDIiDIEL

QoS Support:

Note: you must Restart Access Point for Wireless changes to take effect. m m

Table 4-1 describes the Wireless Setup page fields.

Table 4-1 Wireless Setup Field Descriptions

Field Definition/Definition
Enable AP Enables/disables the access point.
Primary SSID The primary service set identifier of the AP, which is the only SSID your

AP broadcasts (if hidden SSID is disabled). The default is TI-AR7VW and
you can assign a unique SSID to your AP. The SSID is up to 32 characters.

Hidden SSID Enables/disables the hidden SSID feature. When hidden SSID is enabled,
the SSID is removed from the beacon frames the AP transmits, thus the
AP will not be seen by any other station.

Channel B/G The channel on which the AP and the wireless stations communicate.
Different domains have different ranges of channels. For FCCin 2.4 GHz,
the default channel is 17.
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Wireless Setup Field Descriptions

Field

Definition/Definition

802.11 Mode

You can select from the following modes:

» Mixed mode: Both 802.11b and g modes are supported. The legacy
supported rates information element (SR IE) contains the 802.11b
legacy supported rates and the additional OFDM supported rates.
Extended SR IE contains the extended supported rates, if present.
Beacon & Probe Response Frames are sent in b rate.

+ 11b only Mode: The legacy SR IE contains only the 802.11b legacy
supported rates. The extended SR IE is not present.

» 11b+ Mode: Similar to the 802.11b-only mode except that 22Mbps
PBCC rate/modulation is included, which is Tl proprietary.

+ 11g only Mode: The legacy SR IE contains only the OFDM additional
supported rates. The extended SR IE contains the extended
supported rates, if present.

4X

Enables/disables the 4x feature for 802.11g mode. This function is Tl
proprietary and is only available when both Tl wireless station card and
TIRG are used.

User Isolation

When checked, wireless users will not be able to directly access other
wireless users. More details on User Isolation are discussed in 4.2.1 “User
Isolation” on page 4-4.

QoS Support

Refer to 3.18.3 “WLAN QoS Support” on page 3-69 for more
information.

End of Table 4-1

4.2.1 User Isolation

When user isolation is enabled, wireless users will not be able to directly access
other wireless users. Access can be controlled by the AP.

Figure 4-3 illustrates the three states of enabling the user isolation feature:

1. AP disabled basic service set (BSS) bridging: Before user isolation is
enabled, the stations can exchange data via the AP. This is disabled when
user isolation is enabled.

2. All data is sent to WAN.

3. Enable/disable flag: No station has direct access to other stations as a result

of user isolation.

4-4
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Figure 4-3 User Isolation

Direct access to
another station
via the AP is
blocked

4.2.2 Save Your Changes

Follow Procedure 4-1 to save changes you have made on the Wireless Setup
page.

/N\ CAUTION—Any changes you make to the WLAN page do NOT get saved
automatically. Clicking Apply on the individual page is not sufficient for the
changes you made to take effect. For changes you made to any WLAN page to
take effect, you must perform the steps in Procedure 4-1.

Procedure 4-1 Save Your Changes

Step - Action
1 Click Apply.

2 Click Restart Access Point at the bottom of the page, which takes you to the
System Commands page.

Note—An alternative way to access the System Commands page is to select
Tools (at the top of the page), then click the System Commands link.

3  Onthe System Commands page, click Save All.

This temporarily saves all the changes you have made. You will still need to
restart the access point for any changes to take effect.
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4 Click Restart Access Point for changes to the WLAN settings to take effect.

End of Procedure 4-1
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You can access the Wireless Configuration page (Figure 4-4) by clicking the
Configuration link. This page provides the advanced wireless network

parameter settings.

Figure 4-4

Wireless Configuration Page

Configuration

WIRELESS

Wireless Configuration

DTIM Period: |3
Frag Threshold: (2346

Beacon Period: [100
RTS Threshold: |2347
Full

msec

Power Level: ¥

Multi Domain Capability: Country String:

Band B/G
Current Reg. Domain:
Private Reg. Domain:
Note: you must Restart Access Point for Wireless changes to take effect. : I:I

] Note—The highlighted area relates to the multi domain capability function,
which cannot be configured on this page. It is configured on a hidden page
(Figure 4-15). For more information on the wireless hidden pages, refer to the
AP-DK Web-based Configuration Utility User’s Guide.

Table 4-2 describes the Wireless Configuration page fields.

Table 4-2

Configuration Field Descriptions

Field

Definition/Definition

Beacon Period

The time interval between beacon frame transmissions, which ranges
from 0 - 65535 msec. The default value of this field is 700 msec.

DTIM period

Delivery traffic identification map period: The number of beacon frame
transmissions before frames that are targeted for stations operating in
low-power mode, will be transmitted. The default value of this field is 3.

RTS threshold

Request to send threshold: The number of bytes in a Mac protocol data
unit (MPDU) below which an RTS/CTS handshake will not be performed.
The default value is 2347; however, when 4x is enabled on the setup
page, the RTS threshold value changes to 4096.

Fragmentation Threshold

The minimum length of a frame that will be fragmented. The default
value is 2346; however, when 4x is enabled on the Setup page, the
fragmentation threshold value changes to 4096.

Power Level

The Tx output power percentage compared to the maximum Tx power:
full, 75%, 50%, 25%, and 6%.
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Table 4-2 Configuration Field Descriptions

Field

Definition/Definition

Multi Domain Capability

This feature can only be configured on a hidden page (Figure 4-15) by
the OEM/ODM. It is not recommended that the end users configure this
feature.

Country String

This feature can only be configured on the hidden page (Figure 4-15) by
the OEM/ODM. It is not recommended that the end users configure this
feature.

Current Reg. Domain

This feature can only be configured on the hidden page (Figure 4-15) by
the OEM/ODM. It is not recommended that the end users configure this
feature.

Private Reg. Domain

This feature can only be configured on the hidden page (Figure 4-15) by
the OEM/ODM. It is not recommended that the end users configure this
feature.

End of Table 4-2

For information on how to save the settings you have changed, refer to
Procedure 4-1 on page 4-5.
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4.4 Multiple SSID

You can access the Multiple SSID page (Figure 4-5) by clicking the Multiple
SSID link. The Enable SSID field allows you to create multiple SSIDs for the
AP. The Multiple SSID feature supports up to four SSIDs (one primary and
three secondary).

Figure4-5  Configure Multiple SSID (Default)

K3 TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS T00LS | STATUS HELP

Setup Configure Multiple SSID
Configuration
Multiple SSID

Security [OJ Enable Multiple SSID

Management Secondary SSID: |:|

WDS Hide this SSID: [J

— [ Add_|

Note: you must Restart Access Point for Wireless changes to take effect. m m

Follow Procedure 4-2 to configure multiple SSIDs.
Procedure4-2  Configure Multiple SSIDs

Step - Action
1 Check Enable Multiple SSID.

2 Enteravaluein the Secondary SSID field, for example, userl.

Note—The SSID field takes up to 32 alpha-numeric characters.
3 You can enable the Hide this SSID field or leave it disabled.

4 Click Add.
The SSID appears as shown in Figure 4-6.
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Figure 4-6

Setup
Configuration
Multiple SSID
Security
Management
WDS

Log Out

Configure Multiple SSID (New)
%3 Texas Instruments | HOME | SErup | apvanced |[ETITIED

TOOLS  STATUS HELP

Configure Multiple SSID

™ Enable Multiple SSID

Hide this SSID: [J

Available secondary SSID(s)
Delete Key SSID Hidden

O 1 userl No

[0 Delete All

Note: you must Restart Access Point for Wireless changes to take effect. m m

5 You can repeat step 2 - 4 to add more SSIDs.

Note—Up to 3 secondary SSIDs are supported (in addition to the primary

SSID).

6 Todeletean SSID, check the SSID, then click Delete in the pop-up window. To
delete all SSIDs, check Delete All.

Note—When the last secondary SSID is deleted, WLAN QoS is disabled and the
VLAN ID of the primary SSID is changed to the default 0.

7 Tosave your settings, refer to Procedure 4-1 “Save Your Changes” on

page 4-5.

End of Procedure 4-2

Table 4-3 describes the Configure Multiple SSID page fields.

Table 4-3 Configure Multiple SSID Field Descriptions

Field

Definition/Definition

Enable Multiple SSID

Enables/disables multiple SSID.

Secondary SSID

The secondary SSID of the AP, is up to 32 characters and is unique from
the primary SSID.

Hide this SSID

Enables/disables the hidden SSID feature. When hidden SSID is enabled,
the SSID is removed from the beacon frames the AP transmits, thus the
AP will not be seen by any other station.

End of Table 4-3
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4.5 Wireless Security Page

Figure 4-7 shows the default Wireless Security page, which provides the
following wireless network security options:

None: No security used.

Wired equivalent privacy (WEP): Enable legacy stations to connect the
AP.

802.1x: Enable stations with 802.1x capability to connect the AP.

Wi-Fi protected access (WPA): Enable stations with WPA capability to
connect the AP.

WPAZ2: Enable stations with WPA?2 capability to connect the AP. This
option is available under the WPA option.

Figure 4-7 Wireless Security - None

WIRELESS

Select an SSID and its security level:| TFAR7VW v
® None O WEep O 802.1x O  wpA
Note: you must Restart Access Point for Wireless changes to take effect. |:| :I

If you have multiple SSID enabled, you can assign security to each SSID. There
are a few rules/limitations that you should follow:

WEP cannot be assigned to more than one SSID.
802.1x cannot be assigned to more than one SSID.
WEP and 802.1x cannot both be assigned concurrently to different SSIDs.

When more than one SSID exists with security enabled, the
Authentication type for WEP cannot be Shared.

4.5.1 Wireless Security - WEP

WEP is a security protocol for WLAN. WEP provides security by encrypting the
data that is sent over the WLAN.
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The RG supports three levels of WEP encryption:
o 64-bit encryption
o 128-bit encryption
o 256-bit encryption

With WEP, the receiving station must use the same key for decryption. Each
radio network interface card (NIC) and AP, therefore, must be manually
configured with the same key. Figure 4-8 shows the default setting of the WEP
Wireless Security page.

Figure 4-8  Wireless Security Page- WEP

&3 TExAs INSTRUMENTS  HOME | SETUP | ADVANCED LGS TOOLS | STATUS HELP

Setup Wireless Security
Configuration

Multiple SSID

Security Select an SSID and its security level: W
Management O
WDS

Log Out

None @® WEP O 802.1x O wpA

[0 Enable WEP Wireless Security
Authentication Type: Ope

Select Encryption Key Cipher

|
|
|

Enter 10, 26, or 58 hexadecimal digits for 64, 128 or 256 bit Encryption
Keys respectively. e.g., AA AA AA AA AA for a key length of 64 bits.

Note: you must Restart Access Point for Wireless changes to take effect. m m

WEDP is disabled by default. Follow Procedure 4-3 to enable WEP on your AP.

Procedure 4-3 Enable WEP
Step - Action

1 Select the SSID that you want to apply security to.
2 Check Enable WEP Wireless Security.
3 Select Authentication Type.

4  Enter Encryption key and select Cipher following the instructions on the
page.

You will need to enter the same key for the first time configuration of each
station.

4-12
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5 To save your settings, refer to Procedure 4-1 “Save Your Changes” on

page 4-5.

End of Procedure 4-3

Table 4-4 describes the Wireless Security - WEP page settings.

Table 4-4 WEP Field Descriptions

Field

Definition/ Description

Select an SSID and its
Security Level

If multiple SSID is enabled, use this drop-down menu to select the SSID
that you want to apply wireless security to.

Enable WEP Wireless
Security

Check this field to enable WEP wireless security on the selected SSID.

Authentication Type

Authentication algorithm to use when the security configurationis set to
Legacy. When the security configuration is set to 802.1x or WPA, the
authentication algorithm is always open. This field is enabled when the
WEP security field is checked. There are three options:

- Open (default): In open-system authentication, the access point
accepts any station without verifying its identify.

+ Shared: Shared-key authentication requires a shared key (WEP
encryption key) be distributed to the stations before attempting
authentication.

+ Both: If both is selected, the access point will perform shared-key
authentication, then open-system authentication.

Encryption Key

This field is enabled when the WEP security is checked to identify the key
value that is used when the security configuration is set to WEP. The key
length must match the WEP cipher.

WEP Cipher

This field is enabled when the WEP security field is checked. You can
select from 64 bits, 128 bits, and 256 bits. The WEP cipher that is used
when the security configuration is set to WEP. This field is not used when
the security configuration is set to 802.7x and WPA.

End of Table 4-4

4.5.2 Wireless Security - 802.1x

802.1x is a security protocol for WLAN. It is a port-based network access
control that keeps the network port disconnected until authentication is
completed. 802.1x is based on extensible authentication protocol (EAP). EAP
messages from the authenticator to the authentication server typically use the
remote authentication dial-in user service (RADIUS) protocol. Figure 4-9
shows the default setting of the Wireless Security - 802.1x page.
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Figure 4-9 Wireless Security - 802.1x

WIRELESS

Select an SSID and its security level: [JLRARAALS ¥

@] None O WEP (® 802.1x O WPA

Radius Settings

Server IP Address:
Port: |1812
Secret:

Group Key Interval: |3600

Note: you must Restart Access Point for Wireless changes to take effect. :] :]

Table 4-5 describes the Wireless Security - 802.1x page settings.

Table 4-5 802.1 Field Descriptions

Field Definition/ Description

Select an SSID and its If multiple SSID is enabled, use this drop-down menu to select the SSID

Security Level that you want to apply wireless security to.

Server IP Address The IP address of the RADIUS server. Used for authentication.

Port The protocol port of the RADIUS server.

Secret The secret that the AP shares with the RADIUS server. You can enter up
to 63 alpha-numeric characters in this field.

Group Key Interval The group key interval that is used to distribute the group key to 802.1x
and WPA stations. The default value of this field is 3600 secs.

End of Table 4-5

4.5.3 Wireless Security - WPA

4-14

WPA is a security protocol for WLAN. WPA uses a sophisticated key hierarchy
that generates new encryption keys each time a mobile device establishes itself
with an AP. Protocols including 802.1X, EAP, and RADIUS are used for strong
authentication. Like WEP, keys can still be entered manually (pre-shared keys);
however, using a RADIUS authentication server provides automatic key
generation and enterprise-wide authentication. WPA uses temporal key
integrity protocol (TKIP) for data encryption. WPA2, also known as 802.11i,
uses advanced encryption standard counter mode CBC-MAC protocol
(AES-CCMP) for data encryption.

Figure 4-10 shows the default setting of the Wireless Security - WPA page.

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package



DoclID: 001588

4.5 Wireless Security Page
Chapter 4—Wireless LAN (WLAN)

Figure 4-10 Wireless Security - WPA

&3 TExAS INSTRUMENTS  HOME

Setup
Configuration
Multiple SSID
Security

Management o

SETUP  ADVANCED WIRELESS T00LS | STATUS HELP

Wireless Security

Select an SSID and its security level:| TFAR7VW v

None O WEP O 802.1x ® WPA

wDS
Log Out

®WPA QOWwPA2 COAnyWPA
[ Enable WPA2 Pre-authentication

Group Key Interval: |3600 Note: This is shared by all WPA options.

Port: (1812

@ Radius Server

O Pre-Shared Key

Note: you must Restart Access Point for Wireless changes to take effect.

Table 4-6 describes the Wireless Security - WPA page settings.

Table 4-6

WPA Field Descriptions

Field

Definition/ Description

Select an SSID and its
Security Level

If multiple SSID is enabled, use this drop-down menu to select the SSID
that you want to apply wireless security to.

WPA

Enables stations that support WPA v.1 to connect to the AP.

WPA2

Enables stations that support WPA v.2 to connect to the AP.

AnyWPA

Enables stations that support WPA v.1 and WPA v.2 to connect to the AP.

Enable WPA2
Pre-authentication

Enables/disables WPA2 pre-authentication. This field is activated only
when WPA2 or AnyWPA is enabled.

Group Key Interval

This value is measured in seconds.

Radius Server

When selected, the WPA stations authenticate with the RADIUS server
using extensible authentication protocol - transport layer security
(EAP-TLS) over 802.1x.

IP Address

IP address of the RADIUS server.

Port

The protocol port of the RADIUS server.

Secret

The secret that the AP shares with the RADIUS server. You can enter up
to 64 alpha-numeric characters in this field.

Pre-shared Key

When selected, the WPA stations do not authenticate with the RADIUS
server using EAP-TLS. Instead they share a pre-shared secret with the AP
(ASCIl format).

PSK String

Pre-shared key string. The PSK string needs to be entered in the first-time
configuration of each station. You can enter 8 - 63 alpha-numeric
characters in this field.

End of Table 4-6
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4.6 Wireless Management

The wireless management function gives another level of security to your AP. It
allows you to create an allowed access list or a banned access list (not both) and
view a list of stations associated with your access point.

4.6.1 Access List

By clicking Management from the left-hand navigation list, you are taken to the
default Access List page (Figure 4-11).

Figure 4-11 Wireless Management - Access List

WIRELESS

Select an SSID: | TIFAR7VW v

Management | Access List
Access List

[0 Enable Access List

CaAllow OBan
Mac Address: l:l

Note: you must Restart Access Point for Wireless changes to take effect. :I l:l

You can create an Allowed or Banned access list for each SSID from the Access
List page using Procedure 4-4.

Procedure 4-4 Create an Access List

Step - Action
1 Select a SSID from the drop down list.
2 Check Enable Access List.

3 Select Allow to create an allowed access list or Ban to create a banned list.

Note—You can create only one (allowed or banned) access list for each SSID.
Only the same type of access list (allowed or banned) can be created for all
SSIDs.

4 Enter a MAC address of an allowed or banned station, then click Add.

This station appears in your allowed or banned access list.

5 Repeat this step for each station you want to add to your access list.
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6 To save your settings, refer to Procedure 4-1 “Save Your Changes” on

page 4-5.

End of Procedure 4-4

4.6.2 Associated Stations

By clicking Associated Stations on the Wireless Management page, you are
taken to the Associated Stations page (Figure 4-12). This page allows you to see
a list of all stations associated with the access point. You can ban any stations on
the list by clicking Ban Station next to the MAC Address. If the Allowed Access
list is enabled, this station will be deleted from the Allowed Access List. If the
Banned Access list is enabled, this station will be added to the Banned Access
List. To save your settings, refer to Procedure 4-1 “Save Your Changes” on

page 4-5.

Figure 4-12 Wireless Management - Associated Stations

& TEXAS INSTRUMENTS

Setup
Configuration
Multiple SSID
Security
Management
WDS

Log Out

ADVANCED WIRELESS To0LS

Wireless Management

HOME SETUP STATUS HELP

Associated Stations

There are no Associated Stations at this time.

Note: you must Restart Access Point for Wireless changes to take effect.
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4.7 WDS
Wireless distribution system (WDS) is a system that interconnects BSS to build
a premise wide network. WDS network allows users of mobile equipment to
roam and stay connected to the available network resources. You can configure
your RG/AP as WDS mode using the WDS page (Figure 4-13).
Figure4-13 WDS
'a'lbuslnsnwuzms HOME SETUP ADVANCED WIRELESS TOOLS | STATUS HELP
Setup Wireless Distribution System
Configuration
L WDS Mode:
Security i
WDS Name: (WDS_T
Management
Activate as Root: [J
WDS ) ) i
Log Out WDS Privacy: [J Secret: l:’
Auto Channel Selection: [J
Auto Configuration: [J
Bridging Direction Enable MAC address
Note: you must Restart Access Point for Wireless changes to take effect. m m
Table 4-7 describes the WDS page settings.
Table 4-7 WDS Field Descriptions
Field Definition/ Description
WDS Mode The following WDS modes are available:

+ Bridge: In Bridge mode, the AP basic service set (BSS) service is
enabled.

+ Repeater: In Repeater mode, the AP BSS is disabled when connection
to the upper layer AP is established.

+ Crude: In Crude mode, the AP BSS service is always enabled; however,
the links between APs are configured statically and are not
maintained.

- Disabled (Default): WDS inactive.

In Both Bridge and Repeater modes, WDS uses management protocol to

establish and maintain links between APs.

WDS Name The WDS name is used to identify WDS network. The field takes up to
eight characters. Two or more WDS networks may exist in the same area.
Activate as Root This field must be checked for the root device in WDS hierarchy. Only one

WDS root device may exist in WDS network. This field is not applicable

for Crude mode.
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Table 4-7 WDS Field Descriptions

Field

Definition/ Description

WDS Privacy

Checking this field commands WDS manager to use a secured
connection between APs in the WDS network. Security settings must be
the same in all APs in the WDS network.

Note: WDS privacy is not supported in Crude mode.

Secret

The 32-character alpha-numeric privacy key.

Auto Channel Selection

Auto channel selection is not supported in the current version.

Auto Configuration

Auto configuration is not supported in the current version.

Uplink Connection Check
Box

The BSS ID of the upper device in the WDS hierarchy. This uplink cannot
be configured if Root is enabled.

Downlink Connection
Check Boxes

The BSS ID of the lower device in the WDS hierarchy connected to this
AP. Up to four downlinks can be configured.

End of Table 4-7

To learn more about WDS report, visit 6.10 “WDS Report” on page 6-14.

Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package

4-19



4.8 Wireless Statistics Page
Chapter 4—Wireless LAN (WLAN) DoclID: 001588

4.8 Wireless Statistics Page

The Network Statistics - Wireless page (Figure 4-14) allows you to check on
the wireless statistics of your RG.

Figure 4-14 Network Statistics Page - Wireless

%3 TEXAS INSTRUMENTS  HOME SETUP | ADVANCED WIRELESS | TOOLS YR HELP

Network Statistics Network Statistics

Connection Status Choose an interface to view your network statistics:

DDNS Update Status O Eivget O s o bst @ Wireless
DHCP Clients Transmit
= MPDUs 7
QOS-TCA NTCA Status MSDUs 76
Modem Status Multicast MSDUs 0
. Failed MSDUs 69
Product Information Retry MSDUs 69
System Log Receive
'WDS Report MPDUs 0
MSDUs 0
Log Out Multicast MSDUs 0
FCS Error MPDUs 11
MIC Failure MSDUs 0
Decrypt Error MPDUs 0

Use Procedure 4-5 to access the Network Statistics - Wireless page.

Procedure 4-5 Wireless Statistics

Step - Action
1 Click Status at the top of the page.
2 Select Network Statistics from the left-hand column.

3 Click Wireless.
For your information, here is a description of the acronyms used in this page:
« MPDU: MAC protocol data unit
o MSDU: MAC service data unit
o FCS: Frame check sequence

End of Procedure 4-5

4-20 Residential Gateway User Guide (BookID: NSP-001584/A)
Product Release: 3.7.1 Network Support Package



4.9 Hidden Pages
DoclID: 001588 Chapter 4—Wireless LAN (WLAN)

4.9 Hidden Pages

There are four WLAN hidden pages:
o Wireless Production 1
o Wireless Channel Range
o Wireless Production 2
o Wireless Advanced

Note—The hidden pages are to be used by ODMs/OEMs for development and
debugging purposes only. Do NOT distribute this section to the end user.

4.9.1 Wireless Production 1

The Wireless Production 1 hidden page (Figure 4-15) allows you to configure
country string, domain, and so on. You can access this page by replacing the
pagename in the URL with “pagename=wireless_productionl” or by typing in
the following address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagenam

e=wireless_productionl &Var:pagetitle=Home&var:menu=wireless&var:
menutitle=Wireless

Figure 4-15 Wireless Hidden 1

%3 TEXAS INSTRUMENTS  HOME SETUP  ADVANCED WIRELESS T00LS | STATUS HELP

Setup Wireless Production 1
Configuration
Multiple SSID
Security 4X Concatenate:
Management 4X Packet Bursting: [J
WDS 4X Mixed: O

Log Out 4X Feature Set:
Power Constraint: D (-50 to 50 dBm)
Multi Domain Capability: [J Country String:

Band B/G

Current Reg. Domain:
Private Reg. Domain: D

Note: you must Restart Access Point for Wireless changes to take effect. m m
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Table 4-8 describes the Wireless Production 1 page settings.

Table 4-8 Wireless Production 1 Field Descriptions

Field

Definition/ Description

4X Concatenate

4xis a Tl proprietary feature that is designed to improve throughput. 4X
Concatenate, when enabled along with the 4X Packet Bursting field,
enables the 4X feature.

4X Packet Bursting

4x is a Tl proprietary feature that is designed to improve throughput. 4X
Packet Bursting, when enabled along with the 4X Concatenate field,
enables the 4X feature.

4X Mixed

Enables/disables 4x with CCK (Complementary Code Key).

4X Feature Set

Two options are provided: version 0 and version 1.

Power Constraint

The power constraint to the Tx power in dBm. The range is-50to 50 dBm.

Multi Domain Capability

Enables/disables multi domain capability (802.11d). This field is disabled
by default.

Country String

The first two characters of the country string specifies the country name.
The third character is defined as I for indoor, O for outdoor, and none for
any.

Current Reg. Domain

The current regulatory domain options are: FCC, IC, ETSI, Spain, France,
MKK, and MKK1.

Private Reg. Domain

This field defines a private regulatory domain. This domain is an addition
to the standard domains that already reside in the AP. The rangeis 1-8
for band a, and 7-4 for band b/g.

End of Table 4-8

4.9.2 Wireless Channel Range

4-22

The Wireless Channel Range hidden page (Figure 4-16) allows you to
configure the wireless channel range. You can access this page by replacing the
pagename in the URL with “pagename=wireless_chl_range” or by typing in the

following address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagenam
e=wireless_chl_range&var:pagetitle=Home&var:menu=wireless&var:me

nutitle=Wireless
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Figure 4-16 Wireless Channel Range

*3 TExAS INSTRUMENTS  HOME

Setup
Configuration
Multiple SSID
Security
Management
WDS

Log Out

SETUP  ADVANCED WIRELESS T00LS  STATUS HELP

Wireless Channel Range

Power(db)

e [ ][ ][] [ | me

Note: you must Restart Access Point for Wireless changes to take effect.

Table 4-9 describes the Wireless Channel Range page settings.

Table 4-9 Wireless Channel Range Field Descriptions

Field

Definition/ Description

Band

The default value is B/G.

Start

The Start and Stop fields define the range of the channels. Enter the
starting channel in this field.

Stop

The Start and Stop fields define the range of the channels. Enter the
ending channel in this field.

Step

This defines how the channel value increments in the channel range. For
example, if the channel range is 7-8 and the step value is 7, the channels
defined are: 1,2, 3,4,5,6,7,8,9.

Power (db)

The transmit power limit in dBm. The range is -50 to 50 dBm.

End of Table 4-9

4.9.3 Wireless Production 2

The Wireless Production 2 hidden page (Figure 4-17) enables/disables
spectrum management. The Spectrum Management (IEEE 802.11h) defines
spectrum management for 802.11a (only) to ensure that concurrent
deployment of the technology inter-operates and effectively shares the
bandwidth of the spectrum. You can access the Wireless Production 2 page by
replacing the pagename in the URL with “pagename=wireless_production2” or
by typing in the following address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagenam

e=wireless_pr0duction2&Var:pagetitle=Home&Var:menu=wireless&var:
menutitle=Wireless
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Figure 4-17 Wireless Production 2

% Texas INSTRUMENTS HOME | SETUP | ADVANCED [ERUTCIUSS Tools | STATUS HELP

Setup Wireless Production 2

Configuration

Multiple SSID Spectrum Management O
Security

Management

WDS

Log Out

Note: you must Restart Access Point for Wireless changes to take effect. m m

4,9.4 Wireless Advanced

The Wireless Advanced hidden page (Figure 4-18) allows advanced
configuration of the wireless connection. You can access this page by replacing
the pagename in the URL with “pagename=wireless_advanced” or by typing in
the following address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagenam

e=wireless_advanced&var:pagetitle=Home&var:menu=wireless&var:me
nutitle=Wireless
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Figure 4-18 Wireless Advanced

&3 TEXAS INSTRUMENTS  HOME SETUP  ADVANCED LGSR TOOLS  STATUS HELP

Setup Wireless Advanced

Configuration

Multiple SSID
- Select Band: Band B/G v

Security Preamble Algo
Management O Always Long(() Always Short(® Local STAs
WDS ITime Slot Algo
Log Out O Always off () Always on(® Local STAs () Enhanced Dynamic
PBCC Algo
O Always Offo Always On O Local STAsO Dynamic @ Enhanced Dynamic
ERP Mode
o Always Offo Always On O Local STAs@ Dynamic O Enhanced Dynamic
ERP Type
(O RTS CTS(® CTS To Self
ERPTI: [J Rate Adaption Algorithm: [
Additional 802.11g AP Legacy rates
oMN [oMN [12mN [18MN_[2amN [36MN [agmN [samN |

Additional 802.11g AP Extended rates

9M 12M 18M 24M 36M 48M 54M
CwMin Mode: Usage Time: msec
Long Retry Limit: Short Retry Limit:
Tx Lifetime Limit: Rx Lifetime Limit:
0
o |

Energy Detect: Radio Calibration:

Radio Calibration Interval: |65535 |sec

Rate Fallback
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Table 4-10 describes the Wireless Advanced page fields.

Table 4-10

Wireless Advanced Field Descriptions

Field

Definition/ Description

Preamble Algo

The preamble algorithm mode, which can be one of the following:

+ Always Long: Transmission uses long preamble, the Barker bit in the
effective radiated power (ERP) IE is set, and the short preamble (SP)
bit in the Capability field is cleared.

+ Always Short: Transmission uses short preamble, the Barker bit in the
ERP IE is cleared, and the SP bit in the Capability field is set.

+ Local STAs (default): The SP setting depends on the SP capability of
the AP’s associated stations. If all associated stations support the SP,
then the AP clears the Barker bit in the ERP ISE and uses short
preamble. If one or more associated stations do not support the SP,
then the AP sets the Barker bit in the ERP IE and uses long preamble.

Time Slot Algo

The short slot time algorithm mode, which can be one of the following:
+ Always Off: The SST bit in the capability field is cleared and the
TNETW1x30 or 1350/A works with a 20ps slot time.

+ Always On: The SST bit in the Capability field is set and the
TNETW1x30 or 1350/A works with a 9us slot time.

« Local STAs (default): The SST setting depends on the SST capability of
the AP’s associated stations. If all associated stations support the
SST, then the AP sets the SST bit in the Capability field and the
TNETW1x30 or 1350/A uses a 9us slot time. If one or more
associated stations do not support the SST, then the AP clears the
SST bit and the TNETW1x30 or 1350/A uses a 20us slot time.

+ Enhanced Dynamic: Similar to the Dynamic mode with the following
extension: If associated stations with no SST capability do not
transmit for a period of time, the SST bit in the Capability field is set
and the TNETW1x30 or 1350/A uses a 9us slot time.

PBCC Algo

The packet binary convolution coding (PBCC) algorithm mode, which
can be one of the following:
+ Always Off: The PBCC bit in the Capability field is cleared.

- Always On: The PBCC bit in the Capability field is set.

« Local STAs: The PBCC setting depends on the PBCC capability of the
AP’s associated stations. If all associated stations support PBCC, then
the AP sets the PBCC bit in the Capability field. If one or more
associated stations do not support PBCC, then the AP clears the
PBCC bit in the Capability field.

- Dynamic: Similar to Local STAs mode with the following extension:
The PBCC capability setting is dependent on received beacon
frames from overlapping BSSs. If beacons with no PBCC capability
are received, the PBCC capability is cleared.

The algorithm is rechecked in intervals that equal the longest
beacon interval.

Enhanced Dynamic (default): Similar to dynamic mode with the
following extension: If associated stations with no PBCC capability
do not transmit for a period of time, the PBCC bit in the Capability
field is set.
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Table4-10 Wireless Advanced Field Descriptions

Field

Definition/ Description

ERP Mode

The Extended rate phy protection mode, which can be one of the

following:

- Always Off: MPDUs transmitted at one of the OFDM rates do not use
protection. The Use_Protection bit is always cleared. The
NonERP_Present bit is set if as least one non-ERP STA is associated
with the AP; otherwise, it is cleared.

+ Always On: MPDUs transmitted at one of the OFDM rates are
protected according to the prototype command setting. The
Use_Protection bit is always set. The NonERP_Present bit is set if at
least one one-ERP STA is associated with the AP; otherwise, it is
cleared.

+ Local STAs: The protection mode setting depends on the ERP
capability of the AP’s associated stations. If all associated stations
support ERP, then the AP clears the Use_Protection bit. If one or
more associated stations do not support ERP, then the AP sets the
Use_Protection bit in the Capability field.

- Dynamic (default): Protection is enabled or disabled using the
following triggers:
- Non-ERP STAs association or disassociation.
- Starting or stopping the reception of beacons with the
NonERP_Present bit set from an overlapping BSS.

Enhanced Dynamic: Similar to Dynamic mode with the following
extension: When there is no interference by an overlapping BSS, the
AP acts as follows:

- On MPDU reception from a non-ERP STA, the AP updates the
FrameFromNonERPstaion timestamp.

- Before MPDU transmission, the AP checks the difference between
the time elapsed from the last timestamp update. If the difference is
below a configurable threshold (set by the dynalgotimeout
command), the AP protects its FOFDM transmission. If the
difference is above the threshold, there is no need for protection.

- On beacon reception with the NonERP_Preset bit set from an
overlapping BSS (that is, interference exists), the Enhanced Dynamic
and Dynamic modes are the same.

ERP Type

The following two options are available:
+ RTS/CTS: A CCK RTS/CTS handshake will precede the OFDM
transmission.

« CTS to Self (default): A CCK CTS frame will precede the OFDM
transmission.

ERPTI

Enables/disables ERP Tl proprietary:
« Short CCK frame with a preamble that indicates a duration that
protects the OFDM frame that follows.

+ Used only by Tl APs and STAs that announce this capability during
association frame exchange.

+ Used by AP only for MPDUs transmitted to TI STAs, OFDM
transmission to other STAs will be protected by CTS to Self frames.

- Legacy RTS/CTS frame exchange is checked first and only in case the
MPDU length is below the threshold, the protection mechanism is
used.

This field is disabled by default.
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Table4-10 Wireless Advanced Field Descriptions

Field Definition/ Description

Rate Adaption Algorithm | Enables/disables the rate adaption algorithm, which is the ability of the
access point to change the bit rate depending on the network
conditions. This field is enabled by default.

Additional 802.11g AP The additional OFDM rates in the legacy supported rates IE (information
Legacy rates element). The options are:
- Y:Rate supported

+ N (default): Rate not supported
« B: Basic rate supported

Additional 802.11g AP The OFDM rates in the extended supported rates IE. The options are:
Extended rates « Y (default): Rate supported

+ N: Rate not supported
«+ B:Basic rate supported

CwMin Mode The following contention window minimum modes are available:

+ 0: CwMin=31, the CW min. is set to the range 7-37.

+ 1: CwMin=15, the CW min. is set to the range 7-15.

« 2 (default): CWMin dot11mode dependent. The CW min. is
dot11mode command dependent:

- For dot11mode settings 802.11b only and 802.11b+, CW Min. is set to
the range 7-31.

- For dot11mode settings 802.11g only and 802.11a only and Mixed, CW
Min. is set to the range 1-15.

If the 4x feature is enabled, CW Min. is set to the range 7-15.

Usage Time Sets initial time slice for b/g band and a band. The default value of this
field is 20.
Long Retry Limit A retry limit is the number of times a station attempts to retransmit a

frame before discarding it. The long retry limit applies to frames longer
than the RTS threshold. The default value of this field is 4 (out of 7-255)

Short Retry Limit A retry limit is the number of times a station attempts to retransmit a
frame before discarding it. The short retry limit applies to frames shorter
than the RTS threshold. The default value of this field is 7 (out of 7-255).

Tx Lifetime Limit In addition to the associated retry count, fragments are given a
maximum lifetime by the MAC. When the fragment is transmitted, the
transmit lifetime counter is started. When the transmit lifetime limit is
reached, the frame is discarded and no attempt is made to transmit any
remaining fragments. The default value of this field is 572.

Rx Lifetime Limit In addition to the associated retry count, fragments are given a
maximum lifetime by the MAC. When the fragment is received, the
receive lifetime counter is started. When the receive lifetime limit is
reached, the frame is discarded and no attempt is made to receive any
remaining fragments. The default value of this field is 572.

Energy Detect Enables/disables energy detection mechanism. This field is enabled by
default.
Radio Calibration Sets the radio calibration algorithm. The default value of this field is 7.
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Table4-10 Wireless Advanced Field Descriptions

Field Definition/ Description
Radio Calibration Interval | Sets the radio calibration interval in seconds. The default value of this
field is 65535.

Rate Fallback Sets rate fallback retry limit value. The default value of this field is 0.

End of Table 4-10
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Chapter 5

Tools

The Tools chapter discusses:

» "Tools Main Page" on page 5-2
 "System Commands Page" on page 5-3

« "Remote Log - Router Page" on page 5-4
» "Remote Log - Voice Page" on page 5-6
+ "User Management Page" on page 5-7

« "Update Gateway Page" on page 5-8
 "Ping Test Page" on page 5-11

« "Modem Test Page" on page 5-13
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5.1 Tools Main Page

Figure 5-1 shows the Tools main page, which is accessed by clicking Tools at

th

e top of the page. This page provides access to the following tools pages:
System Commands
Remote Log - Router
Remote Log - Voice
User Management
Update Gateway
Ping Test
Modem Test

Figure 5-1 Tools Main Page

%3 TExAS INSTRUMENTS  HOME SETUP | ADVANCED WIRELESS  ER(TI[& STATUS HELP

System Commands Tools

GGG BT G ) The Tools section allows you to save the configuration, restart the gateway, update the gateway firmware,
setup user and remote log information and run Ping and Modem tests.

Remote Log - Voice

User Management Save the current configuration, Restart the gateway
System Commands

Update Gateway and Restore to factory defaults.

Ping Test Remote Log Setup Remote Log Information.

Modem Test User Management Configure User Name and password.

Log Out Update Gateway  Upgrade the Gateway Firmware.

Ping Test Run a Ping Test.

Check whether the Modem with a specific Connection is

Modem Test properly connected to the Network.
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5.2 System Commands Page

Figure 5-2 shows the default System Commands page. Figure 5-3 shows the
default System Commands page. This page is accessed by clicking the System
Commands link at the left of the Tools page.

Figure 5-2 System Commands Page (Admin and user)

3 Texas INSTRUMENTS | HOME || SETUP || ADVANCED  WIRELEsS [ERODVEY STATUS | HELP

System Commands System Commands

Remote Log Systern Commands allow you to carry out basic system actions, Press the button to execute a command.

User Management

Press this button in order to permanently save the
current configuration of the Gateway. If you do restart
the systern without saving your configuration, the
Gateway will revert back to the previously saved
configuration.

Update Gateway
Ping Test
Modem Test

Log Out Use this button to restart the systermn. If you have not
saved your configurations, the Gateway will revert back to
the previously saved configuration upon restarting,
NOTE: Connectivity to the unit will be lost. You can

reconnect after the unit reboots,

Use this button to restart the Wireless Access Point, It is
Restart Access Poinl important to Restart Access Point any time you change
vour Wireless settings,

Use this button to restore factory default configuration.
Restore Defaults NOTE: Connectivity to the unit will be lost, You can
reconnect after the unit reboots,

Figure 5-3 System Commands Page (router)
Table 5-1 describes the System Commands page options.

Table 5-1 System Commands Field Descriptions
Field Definition/Definition
Save All This button allows you to permanently save the current configuration of

the RG. If you restart the system without saving your configuration, the
RG reverts to the previously saved configuration.

Restart This button allows you to restart the system. If you have not saved your
configurations, the RG reverts to the previously saved configuration
upon re-starting.

Note: Connectivity to the unit will be lost. You can reconnect after the
unit reboots.

Restart Access Point This button allows you to restart the wireless AP. It isimportant to restart
the AP any time you change your wireless settings.

Restore Defaults Use this button to restore the factory default configuration.

Note: Connectivity to the unit will be lost. You can reconnect after the
unit reboots.

End of Table 5-1
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5.3 Remote Log - Router Page

Figure 5-4 shows the default Remote Log page, which is accessed by clicking the
Remote Log link at the left of the Tools page. The remote log feature is used in
conjunction with the PC tool (software provided with your RG). For PPPoE and
PPPoA connections, you can select Debug in the Log Level field if you want to
log the connection information. This is helpful when trying to debug
connection problems. The remote log feature allows you to forwards all logged
information to one (or more) remote syslog server. The type of information
forwarded to the remote server depends upon the Log level. Each log message is
assigned a severity level, which indicates how seriously the triggering event
affects RG functions. When you configure logging, you must specify a severity
level. Log messages that are rated at that level or higher are sent to the syslog
server and can be viewed using the syslog server application, which can be
downloaded from the web or comes with a linux machine. To view the log
information on the web, refer to 6.9 “System Log Page” on page 6-13.

Figure 5-4 Remote Log Page

Remote Log - Router Settings

Remote Log - Router
Log Level
Log Level: |Notice v
Add an IP Address: |:]
Select a logging destination: |None v l:]

Use Table 5-2 as a reference and follow Procedure 5-1 to configure remote log
settings.

Procedure 5-1 Configure Remote Log Settings

Step - Action

1 Select you desired Log Level from the drop-down list.

Note—When you selectalog level, all log information within this severity level
and levels above (meaning, more severe levels) are sent to the remote station.
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2 EntertheIP Address of the remote station (for example, the syslog server) that
the log information is to be sent to, and click Add.

This station is added to the drop-down list of the Select a Logging

Destination field.

3 Select the Logging Destination.

You can edit the logging destination list using the Add and Delete buttons.

4 C(Click Apply.

End of Procedure 5-1

Table 5-2 describes the Remote Log page options.

Table 5-2 Remote Log - Router Page Field Descriptions

Field

Definition/Definition

Log Level

There are eight log levels listed below in order of severity:
« Panic: System panic or other condition that causes the RG to stop
functioning.

« Alert: Conditions that require immediate correction, such as a
corrupted system database.

« Critical: Critical conditions, such as hard drive errors.

« Error: Error conditions that generally have less serious consequences
than errors in the emergency, alert, and critical levels.

» Warning: Conditions that warrant monitoring.

+ Notice: Conditions that are not errors but might warrant special
handling.

- Info: Events or non-error conditions of interest.

+ Debug: Software debugging message. Specify the level only when so
directed by a technical support representative.

The default log level is Notice.

Note: When you select a log level, all log information within this severity
level and levels above (meaning, more severe levels) will be sent to the
remote host.

Add an IP Address

You should enter the IP address of the remote host to which you want
the log information be forwarded. You can add more than more IP
address, and any IP address you add here appears in the drop-down list
of the next field: Select a logging destination.

Select a Logging
Destination

You can select a destination IP address from the drop-down list. This
defines where the log information will be sent. You can customize the
destination list using the Add and Delete buttons.

End of Table 5-2
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5.4 Remote Log - Voice Page

Figure 5-5 shows the default Remote Log - Voice Settings page, which can be
accessed by clicking the Remote Log - Voice link at the left of the Tools page.

Figure 5-5 Remote Log - Voice Settings Page

& TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS (VS STATUS HELP

System Commands Remote Log - Voice Settings

Remote Log - Router

Remote Log - Voice Log Level
User Management Log Level:

Update Gateway

Ping Test Voice Log Destination IP: :

Modem Test

Log Out

Table 5-2 describes the Remote Log page options.

Table 5-3 Remote Log - Voice Page Field Descriptions

Field Definition/Definition

Log Level There are eight log levels listed below in order of severity:
+ Panic

- Alert:
« Critical

« Error

- Warning
+ Notice
+ Info

+ Debug

The default log level is Notice.

Add an IP Address You should enter the IP address of the remote host to which you want
the log information be forwarded. You can add more than more IP
address, and any IP address you add here appears in the drop-down list
of the next field: Select a logging destination.

Select a Logging You can select a destination IP address from the drop-down list. This
Destination defines where the log information will be sent. You can customize the
destination list using the Add and Delete buttons.

End of Table 5-3
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5.5 User Management Page

Figure 5-6 shows the User Management page, which is accessed by clicking
User Management at the left of the Tools page. This page allows you to change
your login name and password.

Figure 5-6

K TExAS INSTRUMENTS | HOME

System Commands

Remote Log - Router

User Management Page

SETUP  ADVANCED WIRELESS  ER(TI[® STATUS HELP

User Management

User Management is used to change your User Name or Password.

Remote Log - Voice
User Management
Update Gateway
Ping Test

Modem Test

Log Out

User Name:
Password: |:|
Confirmed Password: |:|
Idle Timeout: minutes

Table 5-4 describes the User Management page options.

Table 5-4

User Management Field Descriptions

Field

Definition/Definition

User Name

Admin is your default user name. You can enter your new user name
here.

Password

Admin is your default password. You can enter your new password here.

Note: If you forget your password, you can press and hold the reset to
factory default button for 10 seconds (or more). The RG will reset to its
factory default configuration and all custom configuration will be lost.

Confirmed Password

Enter your new password here again to confirm.

Idle Timeout

The default is 30 minutes. You will need to log back onto the RG after
your session has been inactive for 30 minutes. You can change the
timeout here.

End of Table 5-4
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5.6 Update Gateway Page

Figure 5-7 shows the Update Gateway page, which is accessed by clicking the
Update Gateway link at the left of the Tools page. This page allows you to
update the RG’s firmware, voice provision file, and/or configurations files.

Figure 5-7 Update Gateway Page

STATUS HELP

WIRELESS  ER(TI[&

%3 TEXAS INSTRUMENTS  HOME SETUP  ADVANCED

System Commands Update Gateway

Remote Log - Router o update your gateway firmware, choose an updated firmware image or configuration file in "Select a File", and
then click the Update Gateway button. Additionally, you may download your configuration file from the system

CET N T by clicking Get Configuration.

User Management

Select a File:‘ ][ Browse... |
(Max file size 3.5 MB)

Ping Test Firmware Image can be the combined single
image with or without digital signature.

Update Gateway

Modem Test
Loy @i Update Gateway

The system will be restarted automatically, after the Filesystem image is
successfully updated. You will need to reconnect again to configure your
setup.

Get Configuration

The system will give the configuration file only if it was earlier saved by
pressing "SaveAll" in System Command Menu.

Use Procedure 5-2 to upload configuration files and firmware for your RG.

Procedure 5-2  Update Gateway Firmware

Step - Action

1 Upload firmware: Click Browse and select the firmware image to upload.

» For RG NSP version 3.5 and before, you need to upload two files: kernel
and filesystem.

» For RG NSP version 3.5.1 onwards, the two files are combined into one
single image and you only need to upload this one file. The file name
should look something like this: nsp.ar7vw.firmware.upgrade.img. The
file for web upload should have “upgrade” in the name. The file without
“upgrade” in the name is for upload using the serial connection.

Note—The file size should not exceed what is specified for the platform on
this page.
2 (lick Update Gateway.

The status of the uploading appears at the bottom of the page. When the
upload is finished, the RG reboots and you are prompted to log in again.
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Figure 5-8 Update Gateway - Restarting Page

: Restarting... - Microsoft Internet Explorer provided by Texas Instruments - Germantown E]B]

Fle Edit View Favorites Tools Help o
Q@sBack - ) - [x] [ (n O search 5 Favortes €2) v & JE v a3
Address | €] http://192.168.15.1/cgi-bin/frmwarecfg v| B Go Links ” @ Snaglt &'
Googlev v | (G| search ~  § &385blocked *¥ Check - “i Autolink ~ »

Restarting...

The system is now restarting. Please wait for few minutes.

You will need to reconnect again to configure your setup.

‘,E] Opening page http://192.168.15.1/cgi-bin/firmwarecfg |NNNNN # Internet

Note—If you are loading multiple files, itis recommended that you upload the
firmware image at last as the system reboots after loading firmware image.

3 Atthelogin prompt, enter your Username and Password to log back in.

4  If you want to make sure the firmware is properly upgraded, go to Status
/Product Information and check on the Gateway version information on the
Product Information page (Chapter 6 “Product Information Page” on
page 6-12).

5 Upload configuration file: You can use the same procedure to update the
configuration file (config.bin).

6 Upload voice provisioning file. Local provisioning is supported in this
release. You can also use the same procedure to update the voice provisioning
file (e.g., nsp370_voice_sip.xml).

 This feature is only available for RG NSP version 3.7.0 onwards.

» The profile should start with <provision> (<pro is the magic number
that is used to identify the file).

» The profile should contain the <reconfig/> option.

» The body of the profile should resemble with what is in the default
configuration file. The values can be changed as needed. An example is
given below:

<provisions
<options>
<reconfig/>
</options>
<settingss>
<VOICE_CONFIG>
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</VOICE CONFIG>

</settings>

</provisions>

« For more information on Voice Provisioning, go to 3.22 “Voice
Provision” on page 3-86.

You can download to your hard drive a copy of the configuration file
(config.bin) that has been saved to the RG flash. To do so, click Get
Configuration and follow the prompt.

You can also upload a saved configuration file (config.bin) back to the RG. To
do so, click Browse and select the file, then click Update Gateway.

Note—For easy viewing and modification, you can decompress the config.bin
file into a config.xml file using the mkconfig utility in the build environment.
You will need to convert it back to the config.bin file format (using the
mkconfig utility) for uploading.
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5.7 Ping Test Page

Once you have your RG configured, it is a good idea to make sure you can ping
the network. Figure 5-7 shows the default Ping Test page, which is accessed by
clicking the Ping Test link from the left of the Tools page. If you can ping an IP
on the WAN side successfully, you should be able to surf the Internet.

Figure 5-9 Ping Test Page

ﬂ TEXAS INSTRUMENTS  HOME SETUP  ADVANCED WIRELESS  ER(TI[®

STATUS HELP

System Commands Ping Test

Remote Log - Router

Remote Log - Voice Enter IP Address to ping: |192.168.1.1
User Management Pt s bytes

Update Gateway
Number of echo requests:

Ping Test

Modem Test

Log Out

PING 192.168.1.1 (192.168.1.1): 64 data bytes ~
72 bytes from 192.168.1.1: icmp_seq=0 ttl=255
time=0.0 ms
72 bytes from 192.168.1.1: icmp_seq=1 ttl=255
time=0.0 ms
72 bytes from 192.168.1.1: icmp_seq=2 ttl=255
time=0.0 ms

--- 192.168.1.1 ping statistics ---

| <

Use Figure 5-9 as a reference and follow Procedure 5-3 to perform a ping test.

Procedure 5-3  Perform a Ping Test

Step - Action
1 Click Ping Test from the Tools menu to access the Ping Test page.

2 Change or leave the default settings of the following fields:
« Enter the IP Address to Ping
» Packet Size

o Number of Echo Requests

3 Click Test.

The ping results are displayed in the box on the page. If the ping test was
successful, it means that the TCP/IP protocol is up and running. If the Ping test
failed, you should restart the RG.

End of Procedure 5-3
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Table 5-5 describes the Ping Test page options.

Table 5-5 Ping Test Field Descriptions

Field Definition/Definition

Enter IP Address to Ping | Enter the WAN-side IP address that you want to ping. The default is set
to the default IP address of your RG (792.168.1.1).

Packet Size You can define the packet size of the ping test. The default is 64 bytes.

Number of Echo Requests | You can define how many times the IP address will be pinged. The
defaultis 3 times.

End of Table 5-5
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5.8 Modem Test Page

The Modem Test page is used to check the connectivity to the WAN. This test
may take a few seconds to complete. Before running this test, make sure you
have at least one WAN connection configured and have a valid DSL link. If the
DSL link is not connected, the test will fail. Also make sure the DSLAM supports
this feature. Not all DSLAMs have F4 and F5 support. F4/F5 cells are used for
operation, administration, and maintenance (OAM) on ATM level. They are
used for two main purposes:

 Fault management (detection and notification)

« Loopback testing and link integrity

The ATM OAM is divided into several levels:

o F4: VP level. OAM information flows between network elements (NEs)
used within virtual paths to report an unavailable path or a virtual path
(VP) that cannot be guaranteed. Segment flows are processed, as well as
end-to-end flows that terminate in the management processor.

o F5:VClevel. OAM information flows between network elements (NEs)
used within virtual connections to report degraded virtual channel (VC)
performance such as late arriving cells, lost cells, and cell insertion
problems. Segment flows are processed, as well as end-to-end flows that
terminate in the management processor.

Both F4 and F5 flows can be configured as one of the test types:

o Segment: This test verifies that ATM continuity exists between the virtual
channel link segment from the RG to the DSL provider network (typically
this is a DSLAM at the DSL provider site).

« End-to-End: This test verifies ATM connectivity of the virtual channel link
with the ATM endpoint, such as a remote broadband access router located
at the DSL provider or ISP site.
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Figure 5-10 shows the Modem Test page with two WAN connections (PPPoE1
and Bridgel) pre-configured. The Modem Test page is accessed by clicking the
Modem Test link at the left of the Tools page.

Figure5-10 Modem Test Page

%3 TEXAS INSTRUMENTS  HOME SETUP  ADVANCED WIRELESS  ERL(TI[® STATUS HELP

System Commands Modem Test

CE TR LT | This test can be used to check whether your Modem is properly connected to the Network. This test may take
a few seconds to complete. To perform the test, select your connection from the list and press the Test
Remote Log - Voice |[icuR

User Management

Update Gateway Connection Type VPI:VCI
O PPPOE1  pppoe 0:32

(O Bridgel  bridge 0:35
Modem Test

Log Out Test Type: |F4 End v

Ping Test

Modem Test Result: No test is running

Use Figure 5-10 as a reference and follow Procedure 5-4 to perform a
connectivity test.

Procedure 5-4  Perform a Connectivity Test

Step - Action
1 Click Modem Test at the Tools main page to access the Modem Test page.
2 Select the Connection you want to test and the Test Type.

3 Click Test.
The modem test results are displayed on the page.

End of Procedure 5-4

Table 5-6 describes the Modem Test page options.

Table 5-6 Modem Test Field Descriptions

Field Definition/Definition

Connection Select the WAN connection on which you want to run the modem test.

Note: You will not be able to perform a modem test without any WAN
connections configured.

Type The type of the WAN connection.
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Table 5-6 Modem Test Field Descriptions

5.8 Modem Test Page
Chapter 5—Tools

Field

Definition/Definition

VPI/VCI

Virtual path identifier/virtual channel identifier.

Test Type

There are four test types:
+ FAEnd:F4 end to end.

+ F4 Seg: F4 segment.
« F5End: F5 end to end.
« F5Seg: F5 segment.

End of Table 5-6
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5.9 Hidden Pages

There are two hidden pages in the Tools tab:
« Gateway System Information

« Remote Log Settings

Note—The hidden pages are to be used by ODMs/OEM:s for development and
debugging purposes only. Do NOT distribute this section to the end user.

5.9.1 Gateway System Information Page

You can access the Gateway System Information page (Figure 5-11) by
replacing the pagename in the URL with “pagename=dump_debug” or by typing
in the following address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2Fhtml%2Fdefs%2Fstyle5/
menus%2Fmenu.html&var:style=style5&var:main=menu&var:pagename
=dump_debug&var:pagetitle=Home&var:menu=tools&var:menutitle=T
ools

Note that 192.168.1.1 represents the default management address of the RG and
it may be different depending on the configuration.

This page allows you to view the outputs of the following Linux commands on
the GUI:

ps (processes running on the unit)

route -n (routing table)

arp -a (arp table)

iptables -t nat -L -vn (NAT rules)

iptables -t filter -L -vn (Firewall FILTER table rules)

In Figure 5-11, the command outputs are broken down by the commands for
your easy viewing.
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Figure5-11 Gateway System Information Page
i3 TEXAS INSTRUMENTS

System Commands
Remote Log

User Management
Update Gateway
Ping Test

Modem Test

Log Out

5.9.2 Remote Log Settings Page

SETUP || ADVANCED = WIRELESS [ROTIKY STATUS = HELP

Gateway System Information

PID Uid ¥mSize Stat Command

1 root 1288 S init

2 root § [keventd]

3 root § [ksoftirgd_CPUO]

4 root S [kswapd]

S root S [bdflush]

& root S [kupdated]

7 root S [mtdblockd]

30 root 2840 S fusr/binfcr_pc

32 root 1288 S init

33 root 1204 S fusr/sbin/thttpd -d fusr/fwww -u root -p 80 -c fcqi-b
34 root 3588 S fusr/binfcrn_logic - fdev/ticfg -c fetc/config. xml
55 root 608 S fusr/bin/crm_klogd /dev/klog

56 root 700 S fsbinfdproxy -c fetc/resolv.conf -d

64 root 1668 S fusr/sbin/snmpd

65 root 1292 S /binfsh -c fetc/voice_start

69 root 1292 S /binfsh -c /etc/voice_start

173 root 6428 S fusr/sbinfagsip

182 root 684 S fusr/sbinfudhcpd fvar/tmpfudhcpd. conf

222 root 1736 R webcm

223 root 1204 S fusr/sbinfthttpd -d fusr/www -u root -p 80 -c fcqi-b
225 root 1288 R /bin/ps aux

Kernel TP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
192,168,1.0 0,0.0.0 255.255.255.0 U0 0 0 brD
239.0.0.0 0.0.0.0 255.0.0.0 U1 00 br0

Address HWtype HWaddress Flags Mask Iface

192,168.1.2 ether 00:10:60:24:32:27 C br0
Chain PREROUTING (policy ACCEPT 1255 packets, 130K bytes)
pkts bytes target prot opt in out source destination

Chain POSTROUTING (policy ACCEPT 4 packets, 254 bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 4 packets, 254 bytes)
pkts bytes target prot opt in out source destination
Chain INPUT (policy ACCEPT 3716 packets, 257K bytes)
pkts bytes target prot opt in out source destination

91 7237 CFG tcp -- * * 192,168.1.2 0.0.0.0/0 tcp dpt:80 Records Packet's Source Interface

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT 1643 packets, 371K bytes)
pkts bytes target prot opt in out source destination

The Remote Log Settings page (Figure 5-12) is accessed by replacing the
pagename in the URL with “pagename=rlog_debug” or typing in the following

address:

http://192.168.1.1/cgi-bin/webcm?getpage=..%2FhtmI%2Fdefs%2Fstyle5%2
Fmenus%2Fmenu.html&var:style=style5&var:main=menu&var:menu=tools&
var:menutitle=Tools&var;pagename=rlog_debug&var:pagetitle=Remote%?2

OLog

This page provides similar function as the Remote Log page (Figure 5-4 on
page 5-4); however, it gives you more customizing options. The configuration
manager is logically broken down into different components for the purpose of

logging. This page allows you to define log level by the following
components/modules:

o Default Log Level: By selecting a severity level in this field, the same
selection is made (not populated) for all the following four fields: Logic,
Entry, Module, and User. You can modify the severity level in each
individual field and it overrides selection in the default log level field.

« Logic: This field allows you to define log severity level for the
configuration manager core logic facility.

Residential Gateway User Guide (BookID: NSP-001584/A)
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 Entity: This field allows you to define log severity level for the entity
facility.

o Module: This field allows you to define log severity level for the module
facility.

o User: By selecting this field, all logical entities can print messages visible to
the user via the status system log page.

The facility is used to specify what type of program or component is logging the
message. This enables the configuration to specify that messages from different
facilities will be handled differently.

Note, there are seven log levels for each field (in the order of the serverity):
Panic, Alert, Critical, Error, Warning, Notice, Information, and Debug. For
a further description of each log level, go to Table 5-2 on page 5-5. When you
select one severity level, the log information for this severity level and up
(meaning more severe) are generated. Keep in mind the log level selections in
the drop-down menu may not appear in the same order as in the table.

Figure 5-12 Remote Log Settings Page

B TExas INSTRUMENTS  HOME | SETUP | ADVANCED = WIRELEss JROTU[EJ STATUS | HELP

System Commands

Remote Log Remote Log Settings

User Management

Update Gateway Default Log Level:
Ping Test P
Modem Test Logic
Log Out Entity
Module
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Chapter 6

Status

The Status chapter discusses:

 "Status Main Page" on page 6-2

o "Network Statistics Page" on page 6-3

» "Connection Status Page" on page 6-6

« "DDNS Update Status" on page 6-7

« "DHCP Clients Page" on page 6-9

e "QoS - TCA NTCA Status Page" on page 6-10
« "Modem Status Page" on page 6-11

» "Product Information Page" on page 6-12

» "System Log Page" on page 6-13

« "WDS Report" on page 6-14
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6.1 Status Main Page

Figure 6-1 shows the Status main page, which is accessed by clicking the Status
tab from the top of the page. This page provides access to the following status

pages:

o Network Statistics

+ Connection Status

o DDNS Update Status

« DHCP Clients
e Modem Status

e Product Information

o System Log

Figure 6-1 Status Main Page

K TEXAS INSTRUMENTS  HOME

SETUP ADVANCED WIRELESS | TOOLS STATUS HELP

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status|
Modem Status
Product Information
System Log

WDS Report

Log Out

The Status section allows you to view the Status/Statistics of different connections and interfaces.

Status

View the Statistics of different interfaces -

Network Statistics Ethernet/DSL/Wireless.

Connection Status  View the Status of different connections.

DHCP Clients View the list of DHCP clients.

View the Status and Statistics of your broadband

SiodeniSEatus (DSL) connection.

Product Information View the Product Information and Software Versions.

System Log View the Log messages.

WDS Report View the WDS report and Statistics.
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6.2 Network Statistics Page

You can access the Network Statistics page by clicking the Network Statistics
link from the Status main page. Click to view the statistics of the following four
interfaces:

o Ethernet (Figure 6-2)

o USB (Figure 6-3)

o DSL (Figure 6-4)

»  Wireless (Figure 4-14 on page 4-20)
Figure 6-2  Network Statistics Page - Ethernet

%3 TexAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS | TOOLS STATUS HELP

Network Statistics Network Statistics

Connection Status IChoose an interface to view your network statistics:

DDNS Update Status (® Ethernet O usB O DsL O Wireless
DHCP Clients Transmit
3 Good Tx Frames 5229
QOS5I CANTCAISTIS Good Tx Broadcast Frames 4
Modem Status Good Tx Multicast Frames 0
3 Tx Total Bytes 3133206
Product Information Collisions 0
Error Frames 0
Syst L
e Carrier Sense Errors 0
WDS Report Receive
Log Out Good Rx Frames 6072
Good Rx Broadcast Frames 468
Good Rx Multicast Frames 8
Rx Total Bytes 559185
CRC Errors 0
Undersized Frames 0
Overruns 0
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Figure 6-3 Network Statistics Page - USB

K TExAs INSTRUMENTS  HOME

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients

QOS-TCA NTCA Status

Modem Status
Product Information
System Log

WDS Report

Log Out

Choose an interface to view your network statistics:

ADVANCED WIRELESS | TOOLS STATUS HELP

Network Statistics

O Ethemet ® UsB O DSL O Wireless

Transmit
Good Tx Frames
Good Tx Broadcast Frames
Good Tx Multicast Frames
Tx Total Bytes

Receive
Good Rx Frames
Good Rx Broadcast Frames
Good Rx Multicast Frames
Rx Total Bytes

[cNeNoNe]

[eNeNeNo]

Figure6-4  Network Statistics Page - DSL

%3 TExAS INSTRUMENTS  HOME

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Log Out

ADVANCED ~ WIRELESS

Choose an interface to view your network statistics:

TooLs STATUS HELP

Network Statistics

(O Ethemet O usB (® DSL O Wireless

Transmit

Tx PDUs

Tx Total Bytes

Tx Total Error Counts
Receive

Rx PDUs

Rx Total Bytes

Rx Total Error Counts

=) (=) (=)

[=NeN=]
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Figure 6-5 Network Statistics Page - WLAN

K3 TExAs INSTRUMENTS  HOME SETUP ADVANCED WIRELESS | TOOLS STATUS HELP

Network Statistics Network Statistics

Connection Status Choose an interface to view your network statistics:
DDNS Update Status (O Ethemet O usB O DsL ® Wireless
DHCP Clients Transmit
MPDUs 7
QOS-TCA NTCA Status| MSDUs 76
Modem Status Multicast MSDUs 0
- Failed MSDUs 69
Product Information Retry MSDUs 69
System Log Receive
WDS Report MPDUs 0
MSDUs 0
Loy s Multicast MSDUs 0
FCS Error MPDUs 11
MIC Failure MSDUs 0
Decrypt Error MPDUs 0
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6.3 Connection Status Page

You can view the status of different connections from the Connection Status
page (Figure 6-6). To access, click the Connection Status link from the Status

main page.

Figure 6-6

Connection Status Page

&k TExas INSTRUMENTS | HOME | SETUP

Network Statistics

Connection Status
Description

DDNS Update Status B

DHCP Clients
QOS-TCA NTCA Status|
Modem Status
Product Information
System Log

WDS Report

Log Out

ADVANCED

HELP

WIRELESS

To0LS

STATUS

Connection Status (1)

Online Disconnect Reason

DSL Line is Disconnected

State
Not Connected (0]

Type P
pppoe N/A
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6.4 DDNS Update Status

You can view the DDNS update status of your WAN connection from the
DDNS Status page (Figure 6-8). To access, click the DDNS Update Status link

from the Status main page.

Figure 6-7 DDNS Status Page (DDNS Client Disabled)

K3 TExAS INSTRUMENTS  HOME

WIRELESS |~ ToOLS RN

HELP

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Log Out

DDNS Update Status

Connection:

DDNS Client is disabled

As you can see from this page, the DDNS client is disabled by default for your
RG. To enable the DDNS client feature, refer to Procedure 3-11 . When DDNS
client is enabled, the DDNS client updates every time the RG gets a new IP
address. The DDNS Status page (Figure 6-8) provides you the DDNS update

status of your RG.
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Figure 6-8 DDNS Status Page (DDNS Client Enabled)

KB TexAs INSTRUMENTS  HOME

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Log Out

SETUP || ADVANCED WIRELESS | TOOLS YN HELP

DDNS Update Status

Connection: |PPPoE1 v
DDNS Server:  DynDNS v

Status: updated

Error Description: None

Table 6-1 describes the DDNS Status page fields.

Table 6-1 DDNS Status Field Descriptions

Field Definition/ Description

Connection This field defaults to your RG’s WAN connection over which your RG will
be accessed.

DDNS Server Thisis where you select the server from different DDNS service providers.
Only DynDNS and TZO are supported by your RG at this time.

Status The status could be one of the following:

« Updated: The IP address of the client has been changed and an
update has been sent to the DDNS server.

- No change: The IP address of the client has not been changed.
« Error: There is an error with the DDNS update.

Error Description

If the DDNS update status is Error, this field gives a description of the
error.

End of Table 6-1
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6.5 DHCP Clients Page

If you have enabled the DHCP server, you can view a list of the DHCP clients
from the DHCP Clients page (Figure 6-9). From the Status main page, click the
DHCP Clients link, select the LAN Group, and the following information of
the DHCP LAN clients is displayed:

e MAC Address
o IP Address

o Host Name

o Lease Time

Figure 6-9 DHCP Clients Page

& TEXAS INSTRUMENTS  HOME SETUP | ADVANCED WIRELESS | TOOLS STATUS HELP

Network Statistics DHCP Clients (1)
Connection Status Select LAN:| LAN group 1 v
DDNS Update Status MAC Address IP Address Host Name Lease Time

DHCP Clients 00:11:43:75:dc:42 192.168.1.5 GTD63C871 0 days 0:51:26
QOS-TCA NTCA Status

Modem Status
Product Information
System Log

WDS Report

Log Out
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6.6 QoS - TCA NTCA Status Page

The QoS TCA NTCA Status page (Figure 6-10) is accessed by clicking the
QoS-TCA NTCA Status link from the Status main page.

Figure 6-10 QoS TCA NTCA Status Page
%3 TExAS INSTRUMENTS  HOME

Network Statistics
Connection Status

DDNS Update Status

DHCP Clients

QOS-TCA NTCA Status

Modem Status

Product Information

System Log
WDS Report
Log Out

SETUP | ADVANCED WIRELESS | TOOLS STATUS HELP

QOS-TCA NTCA STATUS

QOS FrameWork : Enabled
Scheduling Algorithm : Strict Round-Robin

NQM Received Statistics NQM Dropped Statistics

Cos1 Pkts received : 0 Cos1 Pkts received : 0

Cos2 Pkts received : 0 Cos2 Pkts received : 0

Cos3 Pkts received : 0 Cos3 Pkts received : 0

Cos4 Pkts received : 0 Cos4 Pkts received : 0

Cos5 Pkts received : 0 Cos5 Pkts received : 0

Cos6 Pkts received : 38355 Cos6 Pkts received : 0

NQM Congestion Control Translation Statistics

Cos1 Queue : Empty Packets Remarked : 1544

Cos2 Queue : Empty Packets Unchanged : 0

Cos3 Queue : Empty Non-Ip Packets Marked : 14
Cos4 Queue : Empty Unclassified Ip Packets Marked : 4
Cos5 Queue : Empty Unclassified Non-Ip Packets Marked : 6
Cos6 Queue : Empty Unclassified Layer2 Packets : 0

Congestion State : Not Congested

Classification Statistics
Classification Errors : 0
UnClassified Packets : 14 Fragmented Packets = 0
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6.7 Modem Status Page

The Modem Status page (Figure 6-11) is accessed by clicking the Modem
Status link from the Status main page.

Figure 6-11

Modem Status

%3 TExAs INSTRUMENTS  HOME

SETUP

ADVANCED

WIRELESS

To0LS STATUS HELP

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Log Out

Modem Status

Modem Status

Connection Status

Us Rate (Kbps)

Ds Rate (Kbps)

US Margin

DS Margin

Trained Modulation

LOS Errors

DS Line Attenuation
US Line Attenuation
Peak Cell Rate

CRC Rx Fast

CRC Tx Fast

CRC Rx Interleaved
CRC Tx Interleaved
Path Mode

DSL Statistics

Near End F4 Loop Back Count
Near End F5 Loop Back Count

Disconnected
0

0

0

0

NO_MODE

0

0

0

0 cells per sec
0

0

0

0

Fast Path
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6.8 Product Information Page

You can display the hardware and software information for your RG by clicking
the Product Information link on the Status main page. Figure 6-12 shows the
product information.

Figure 6-12 Product Information Page

B TEXAS INSTRUMENTS | HOME | SETUP | ADVANCED | WIRELess | TooLs [EEYAM(N HELP

Network Statistics Product Information

Connection Status

Product Information

DDNS Update Status Model Number ARTWRD
= HW Revision Unknown
DHERElEnts Serial Number none
QOS-TCA NTCA Status USB PID 0x6060
USE VID 0x0451

Modem Status

Product Information

Ethernet MAC
DSL Default MaC

02:03:04:05:06:07
01:02:03:04:05:06

System Log DSL MAaCOo 10:11:12:13:14:15
WDS Report DSL MAC1 11:12:13:14:15:16
DSL Mac2 13:14:15:16:15:17
I USB MAC 00:ED:AG:66:41:ER
USE Host MAC 00:ED:A6:66:41:E1
AP MACO 00:50:f1:12:12:10
Software Yersions
Gateway Eaat
ATM Driver 5.02.01.02
DSL HaL 5.02.02.00
DSL Datapump 5.02.02.01 Annex &
SAR HaL 01.07.2b
PDSP Firmware 0.52
Wireless Firmware 3.4.041
Wireless APDK 6.4.4.27
Boot Loader 1.3.7.15
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6.9 System Log Page

You can display the system log for your RG by clicking the System Log link
from the Status main page. The System Log page (Figure 6-13) allows you to
view all logged information. Depending upon the severity level, the logged
information generates log reports to a remote host (if remote logging is
enabled). The system log maintained by the NSP is stored in RAM at run-time.
It is a circular file with a maximum size that will overwrite itself (up to 32 logs
can be displayed on this page). System log messages are not kept between
reboots of the RG.

Figure 6-13 System Log Page
&3 Texas INSTRUMENTS | HOME | SETUP | ADVANCED | wiRetess | Toots [ESZATNEN HELP

Network Statistics | System Log

Connection Status

DDNS Update Status

2002:9:8:12:0 DSL Carrier is down Al
DHCP Clients ] 2002:9:8:12:0 whal_acxProcLoadFwImage: 0xad4000000, 0x0
: 2002 12:0 whal_acxProcLoadFwIrmage() -- Loading FW image
QOS-TCA NTCA Status 2002:9:8:12:0 Compiled for DCR radio
Modem Status 2002:9:8:12:0 whal_acxProcLoadFwImage: 1, pBuf=0xc00b9920, len=0x161b0.
g | Extra pBuf=0x0, len=0x0
Product Information 2002:9:8:12:0 whal_acxProcLoadFwImage: 2, pBuf=0xc00b9920, len=0x161b0.
- Extra pBuf=0x0, len=0x0
System Log 2002:9:8:12:0 whal_acxProcLoadFwImage: 3, pBuf=0xc00b9920, len=0x161b0,
Datalen=0x161a8
WDS Report 2002:9:8:12:0 whal_acxProcLoadFwImage: 4, pBuf=0xc00b9920, len=0x161b0 _|
Log Out ] 2002:9:8:12:0 whal_acxProcLoadFwImage: Checksum, calc=0x7491a4,
] file=0x7491a4
2002:9:8:12:0 Tx is up
2002:9:8:12:0 MemMnagr is up
2002 12:0 main state machine is up
2002 12:0 QoS module is up is up
2002:9:8:12:0 WDRWY_MAINSM: WLAN Driver initialized successfully
2002:9:8:12:0
2002:9:8:12:0 WDRV_4X: 4x Disabled ;]
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6.10 WDS Report

You can view the WDS report for your RG (AP) by clicking the WDS Report
link from the Status main page. The WDS Report page (Figure 6-14) allows you
to view the following WDS-related wireless activities:

« WDS configuration and states
« WDS management statistics
« WDS database

Figure 6-14 WDS Report

K3 TEXAS INSTRUMENTS  HOME SETUP ADVANCED WIRELESS ~ TOOLS STATUS HELP

Network Statistics WDS Report
Connection Status

DDNS Update Status

WDS is disabled.
DHCP Clients WDS is disabled.
WDS is disabled.
QOS-TCA NTCA Status
Modem Status
Product Information
System Log

WDS Report

Log Out
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Appendix A

Acronyms

Term Meaning
ACS auto configuration server
AES - CCMP advanced encryption standard - counter mode CBC-MAC protocol
AF assured forwarding
ALG application level gateway
AP access point
BE best effort
BSS basic service set
CBR constant bit rate
CCK complementary code key
CDVT cell delay variation tolerance
(d]») caller ID
cLl common language infrastructure
cLIP classical IP over ATM
CoS class of service
cTS clear to send
DDNS Dynamic DNS, see DNS
DHCP dynamic host configuration protocol
DMz demilitarized zone
DDNS dynamic DNS, see DNS
DNS domain name server
DSL digital subscriber line
DST daylight saving time
DTIM delivery traffic identification map
EAP-TLS extensible authentication protocol - transport layer security
EF expedited forwarding
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Term Meaning
ERP extended rate phy
FCS frame check sequence
FTP file transfer protocol
GDMT G discrete multi-tone
HTB hierachical token bucket
ICMP Internet control message protocol
IDEA international data encryption algorithm
IEEE institute of electrical and electronics engineers
IGD Internet gateway device
IGMP Internet group management protocol
IP Internet protocol
LAN local area network
LED light emitting diode
LLC logical link control
MAC medium access control
MBS maximum burst size
MIB management information base
MMODE multi-mode
MPDU Mac protocol data unit
MSDU MAC service data unit
MTA media terminal adapter
MTU maximum transmit unit
NAPT network address port translation
NAT network address translation
NIC network interface card
NSP network support package
OFDM orthogonal frequency division multiplexing
PBCC packet binary convolution coding
PCR peak cell rate
PPP point-to-point
PPPoA PPP over ATM, see PPP
PPPoE PPP over ethernet, see PPP
PR policy routing
PRIOWRR priority based weighted round robin
PSK pre-shared key
PVC permanent virtual circuit
QoS quality of service
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RADIUS remote authentication dial-in user service
RC4 rivest cipher 4

RG residential gateway

RIP routing information protocol
RTS request to send

SCR sustained cell rate

SNMP simple network management protocol
SNTP simple network timing protocol
SPI stateful packet inspection

SSIE supported rates information element
SSH secure shell

SSID service set identifier

TCA traffic conditioning agreement
TCP transmission control protocol
TFTP trivial file transfer protocol

TKIP temporal key integrity protocol
ToS type os service

ubP user datagram protocol

UPnP universal plug and play

uUsB universal serial bus

VBR variable bit rate

vC virtual circuit

val virtual channel identifier
Vendor OID vendor object identifier.

VLAN virtual LAN, see LAN

VPI virtual path identifier

WAN wide area network connection
wDSs Wireless distribution system
WEP wired equivalent privacy

WLAN wireless LAN, see LAN

WPA Wi-Fi protected access

WRR weighted round robin
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